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@ BradW-CS commented on post @ reddit

7/18/24 10:20PM PT - Hello everyone - We have widespread reports of BSODs
on windows hosts, occurring on multiple sensor versions. Investigating cause.
TA will be published shortly. Pinned thread.

SCOPE: EU-1, US-1, US-2 and US-GOV-1

Edit 10:36PM PT - TA posted: https://supportportal.crowdstrike.com/s/article/
Tech-Alert-Windows-crashes-related-to-Falcon-Sensor-2024-07-19

Edit 11:27 PM PT:

CrowdStrike Engineering has identified a content deployment related to this
issue and reverted those changes.

Workaround Steps:
1. Boot Windows into Safe Mode or the Windows Recovery Environment
2. Navigate to the C:\Windows\System32\drivers\CrowdStrike directory
3. Locate the file matching “C-00000291%.sys", and delete it.

4. Boot the host normally.

f 217 upvotes €\ 891 replies

View 891 comments
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CROWDSTRIKE

Home

Community

Support

Environments

Legal

Tech Alert | Windows crashes related to Falcon Sensor | 2024-07-19

Cloud: (Us1)[Eu1])[Us2
Published Date: Jul 18, 2024

Summary
CrowdStrike is aware of reports of crashes on Windows hosts related to the Falcon Sensor.
Details

Symptoms include hosts experiencing a bugcheck\blue screen error related to the Falcon Sensor.
Current Action

CrowdStrike Engineering has identified a content deployment related to this issue and reverted those changes.

If hosts are still crashing and unable to stay online to receive the Channel File Changes, the following steps can be used to workaround this issue:

Workaround Steps:

1. Boot Windows into Safe Mode or the Windows Recovery Environment
2. Navigate to the C:\Windows\System32\drivers\CrowdStrike directory
3. Locate the file matching “C-00000291*.sys", and delete it.

4. Boot the host normally.

Latest Updates

2024-07-19 05:30 AM UTC | Tech Alert Published.
2024-07-19 06:30 AM UTC | Updated and added workaround details.

Support

Find answers and contact Support with our Support Portal

Was this helpful? [ i Yes ] [ * No ]
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