B EIEDBTHHEETEREZ R A 51k
D2WTICY ="y FHEAL BEME L THhT-

2025/1/23 (A&) 10:15-11:00
HAESHKASH

7 777 FERERIES

ERAR MEEE

NEC i



*ﬁﬁk”-’DBTﬂf‘%ﬁlﬁ”"%Ex%m
DWTICY—rD/Ny FiERAS BEML L TH7-

. B2

IXC®HIC

FXEBN

Hega XS0 D&
Y-y FEAEEM
x&H

EmlL/-uwz

e

N E‘ \Orchestrating a brighter world © NEC Corporation 2025 2



1. HE#Ir

Z 7 JANOGHIZMTHEE L TLWLWATT A ? ]

N E' \Orchestrating a brighter world © NEC Corporation 2025



B2

. R . 4 o
. mE Af NS B “
e 20227 NECAft (£7°3%H) e 2018%F NECAft (H57FH)
« EHEAR . BEFRNZ
« NEC Cloud laaSE#EH — /XD FARRST « NEC Cloud laaS 'R— % /LY A F OFRRST
T Fa—HITROBEVEBTD H— b R0 - REF. EIBMBHT - % b
HEEH — %Y L—>aryTFRENEA2IEY

(BELDOLATHEIRRE

© NEC Corporation 2025

N E‘ \Orchestrating a brighter world



2. IEL&HIC

RTFERICED> TWBE XA
EagtExtic. BABHONTWEEAN?

N E‘ \Orchestrating a brighter world © NEC Corporation 2025



XL &I

« RTFDOEENIVWAWAHHY TTH, IHEFITIEZ DR THRYILLD
- 2L, REFTIHEBNS BB EEENREL
« JUTADNLBRBERIBENG, BYAHBEIELEEEET

LWl ZEELBVWEAFARY B, o o

- LWACHIRLKIEHEBHRZEEL. WUDOERZ T M1 ERE!

SElE, B4 HDREFERFIGICT LT
EDELSITERZIT-TWADOALZETBNMNLET,

Mo ISD /Xy FEAZ B8 L 7-3EH BN

{kan)E%ﬂ—ﬂwﬁ#%ﬁétfm%&éwf Awi]

N E‘ \Orchestrating a brighter world © NEC Corporation 2025



3. BERN

N E‘ \Orchestrating a brighter world © NEC Corporation 2025



NEC Cloud laaS

. 1Rz

XN 7-HaaSD F TlaaS# 12t
HY—N/xy b7 — IR & HITH100058

4
E\\,

ERISNTWB Y 77 NER

FCustomer Responsibility

I IaaS Tenant#1 IaaS Tenant#2 I
: ( Customer #A) ( Customer #B ) :
RHEL -Wimdows '

e mmmmm==mm 1 (T T | T le. s=========
ITaas R sponsibility Z i
I I
I I
I I
I I
: I

|
L I I I NN B . l
| HaaS I
| Responsibility I
I |
I |
I : I
I Haas Inifidstiuctare :
: Server Resource POOI E E - VSIZ? Server Server er Server Server I
- Storage Resource Pool (o) (o) () Lo L) L] 0 |
: PNF Resource Pool [ U |, PNF U |, PNF U |, PNF |j |I PNF ﬂ |, PNF Ij / :
I HaaS-NetWDrk |/ Spine Ijll Spine Ij |, Leaf U |/ Leaf I] |, Leaf U |/ Leaf I] I

N E‘ \Orchestrating a brighter world

© NEC Corporation 2025



NEC Cloud laaS
o RFTF— LIZHEBERNICI0F — L LLE

%7/__13\\ %SE’T_&LWECCEEEE%EPO o o]

F—5t>s
o
OR—F I

@laaSE#EArea
o S ? SP ;D&o b s %rj i N 1 3
I Basti 1 P >z NW7?7° 5474
Eag.%Zoiz ° Eag;’s”Zol;woé( ! H#&Zone Ea;.%“Zone %ﬁz/oﬁe (wig)7 ’ ®#ﬁ§ﬁ @ Pa d SE@

E#&70ne
@
laaSPu#E 28 Zone @HA—pIus @HA—pIus
(AL —2) (B—/\)

@ HaaSE#EArea
@) @ @ @ @ ©) @ @ﬁ
Haa$S Bastior Haa$S Proxy HaaS & DIREAR IR J77LANRf NFVI %ﬂlx NW @Eang NW @ NFVI
E#&Zone E#&7Z0ne E#&7Zone Ei#&Zone E#&Zone E#&Zone ( (=] )
? i
HaaSA#EEAEZone

- EfR
- g

©[ORER

E¥Area o '«'I:% fE"j’—/ X
BREDIRFTFT—LLEHYET

N E‘ \Orchestrating a brighter world © NEC Corporation 2025 9



4. He91EXT It 0 E R

R ICDERES LTWETH? ]

N E‘ \Orchestrating a brighter world

© NEC Corporation 2025 10



MesstExd I DERICET 5B R
WSS IEBH b, Sy FERSL, TASEBELTELEL !

EHRICHES DXL EZ KD LN BT L,
MOEBENMCLL T, TNEZAL L]

EIHOBBEEDBERZI> T NITWLLD ?
EIPH>TEEINITVHLD?

Hess1E2 1T ?
WROMZEHNZ WL, AFTRHO(THEEBLL-

[%%ﬁﬁﬁ%m@ﬁ#otua\55%ofﬁﬂ¢mwau@??]

.
'~

L
=

P
“ ERDIRIGDOE

N E‘ \Orchestrating a brighter world © NEC Corporation 2025 11

]

Ny FEAOFIEEE->T, LE2—L T, REEL T, ZERREICV Y —XL T
HHh, HDAELET o !




RessIEXI I DERICOWT

HEDOAF - 41l

(1) ResS5iEEZH
PHLE—F)

(0) R EE

(BREEY —L)

N VPS N /
NECE #i& ¥ alF 4 R85 22 i BREmE >
(E55 1 EEWeb) sl J<
v L - HEEERE
gy R BROHELTET 7 - BERY— MER > EEE —>

(3) HELHH DAL YN
(Be35 1 EEWeb)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, AENRACILA

N E. \Orchestrating a brighter world

A= R
T P
N

, e

FIESER

09 \\HEE TR e S 5%

(4) FHM& FIEVERL

(FHELHE—F)

(5) AHBIRIZER
GHEZERESE)

© NEC Corporation 2025



RESSEXT IS DERIC DWW T -smseE-

(0) BREE
(BREEY —L)

TEERDAF - Hlln
VPS /
NECE:#H#E 7 BEsstEZI ERem >

\
00 [\ TR S 5%

. - HEEERE
HFEOHELTET 7 CHAEBRY— MER >  BHREE —>
IR RE SES
EE ] by kol
A
e - N B
= 25 ¥
| HENS v S s,
- > FIEfER
AEER
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, FAENRACHO AT~
\%
FErER —>

N E. \Orchestrating a brighter world © NEC Corporation 2025 13



ERREEE .Ip7 L 2 &=DB-

v IA VN T—=T
Ak
TLT74v IR
vlan_id

Id address  prefix base_id pod vlan_id user state comment init_date ATFT—XRR
1 10.40.62.0 24 34 WTEL 2024 IAAS use DMZEEZone_SVmng 2024-01-01 12:00:00 Hg
2 10.7%56.0 24 34 WIEL 2025 |AAS use EEEEZone_SVmng 2024-01-01 12:00:00

IP7 FLRFT—7 L
IP7 FL X
EREE

FE  use 2024-01-01 12:00:00 AT—RR

0

0 EE use sshgw001 sshgwl=S# 2024-01-01 12:00:00 A
10.40.62.2 2024 server 0 EE use sshgw002 sshgw2=5# 2024-01-01 12:00:00 EFEEH

0 A

0

address base id role auto user state hostname comment init_date

10.40.62.0 2024 network
10.40.62.1 2024 server

EE use VIP sshgw_VIP 2024-01-01 12:00:00

10.40.62.3 2024 server
EE no_use 2024-01-01 12:00:00

10.40.62.4 2024 server
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status locationCode rackld fromUnitNo toUnitNo regDate

00010 SERVER sshgw001 SSH-GWH —/3#01 30 100
00011 SERVER sshgw002 SSH-GWH —/3#02 30 100
00012 SERVER admsv001 EIEH —/#01 30 100
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Site Name  Aszset [P Address JAsset 05 Name Azzet 05 Versifpervice Name Service Port Service Protocol Vulnerability CVEIDs  Vulnerability (Vulnerability Title Vulnerability CVE URLs

2a5-Proxy 100115 160,15 MHed Hat Enterprise Linux BlEystem 0ip CVE-2018-12609 1.5 Red Hat CVE-2018-12609: binutils: heap-based buffer overflow in finish st tabs.c (Mulfiple Advisories) hito://nvd.nist gov/vuln/detail/CVE-2018-12600
l225-Proxy 10011516015 Red Hat Enterprise Linux B1HTTP 80 tcp CVE-2004-2320 5.8 HTTP TRACE Method Enabled http://nvd.nist.gov/vuln/detail/CVE-2004-2320
[225-Bastion 100.120.80.245 5 BIG-IF 16134002 Pystem 0ip CVE-2024-45844 44 F5 Metworks: CVE-2024-45844: K000140061: BIG-IP monitors vulnerability CVE-2024-45844 http://nvd nist.gov/vuln/detail/CVE-2024-45844
| 225-Bastion 100.120.80.245 5 BIG-IP 16134002 Eystem 0ip CVE-2024-41996 44 F5 Networks: CVE-2024-41996: K000148343: Diffie-Hellman key exchange protocol vulnerability CVE-2024-41996 http://nvd.nist.gov/vuln/detail/CVE-2024-41996
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REgTEEZ I -urL +— 1

3.1.107. Red Hat: CVE-2024-52530: libsoup: HTTP request smuggling via stripping null bytes from the ends of header names

(Multiple Advisorles) (redhat_linux-cve-2024-52530)

i

GNOME libsoup before 3.6.0 allows HTTP request smuggling in some configurations because "0 characters at the end of header names are ignored,

Le., a "Transfer-Encoding'0: chunked" header is treated the same as a "Transfer-Encoding: chunked" header.

-2 = gy el S

EEERIE/—F: B

100.112.160.5 Vulnerable OS: Red Hat Enterprise Linux 8.10
libsoup - version 2.62.3-5.¢18 is Installed

e

= 2

NVD CVE-2024-52530

REDHAT RHSA-2024:9524

REDHAT RHSA-2024:9559

REDHAT RHSA-2024:9570

REDHAT RHSA-2024:9572

REDHAT RHSA-2024:9573

HEFG D BERE -

+libsoup on Red Hat Enterprise Linux

Upgrade libsoup

Update libsoup to the latest version available from Red Hat, using tools like yum or up2date.
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Nyl —REY — I

CVE ID

'slals I

m omomj m
AR

Lo O e T | i |

vps0002005

[neccirep@repoinfol]$ ./cve-repo-search.sh CVE-2024-52532

CVE URL : https://access.redhat.com/hydra/rest/securitydata/cve/CVE-2024-52532.json

CVE-2024-52532 CVEEFESh L ED/NNy =%y FiEAT 5

WHENH B HIRFRA]EE
0S:
Red Hat Enterprise Linux 8

Package :
libsoup-2.62.3-6.el8_10

SnapshotDate,PackageName :
20241207,libsoup-2.62.3-6.el8 10.i686.rpm
20241207,libsoup-2.62.3-6.el8 10.x86_64.rpm
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