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Outperform MPLS/VxLAN

Outperform MPLS - Daniel Voyer (Bell Canada) Outperforms VxLAN — Gyan Mishra (Verizon)

+ Native Optimum Slicing » Seamless Host support for Network Programming

- SLID is encoded in Flow Label - B uSID’s in outer DA: RFC2460 IPinlP with opague DA

« HW Linerate Push: 3 times better « TE in the DC

J2 uSID linerate push: 30 uSIDs >> 10 MPLS Labels - elephant flows exist, asymmetric fabrics exist, TE is needed

+ HW Counter and FIB consumption: 4 times better « TE in the Metro/Core from the host

uSID requires 4 times less counters and FIB entries than MPLS ‘ » - An 5Rvb uSID DC allows for the application to control the network program in the metro/core without complex
y DPI and protocel conversion at the DC boundary,

» Routing scale: 20 times better

- uSID supports summarization. MPLS requires host routes. * US|D Dc prOVides |0WEI' MTU Overhead (NS%) H J
- Lower MTU overhead means lower DC cost verlzon
» Lookup efficiency: 2 to 3 times better .

+ Vendor, Merchant and SONIC/SAI maturity SR6 USID DC Use-Case

- u5ID can process 2 to 3 SIDs in a single lookup (LPM nature)
Paris 2023

Bell SRv6 uSID Deployment
Paris 2022

- uSID support across DC vendor (Cisco), Merchant (Cisco, Broadcom, Marvell), Sonic/Sai (Alibaba deployment)
« Load-balancing: optimum and deterministic

usID provides HW friendly entropy (fixed offset, shallow)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Worse, the Combination of Alternatives is Painful

- Boundary Gateways:
- DPI
- Protocol Conversion
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« Consequence:
- Low Scale
- High Cost
- Low Reliability
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Simplify Telco Cloud and Cloud networking

SRv6 uSID

o0o

9 @cilium
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Public Cloud T
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Any Service over IP without Unified Solution with Better Seamless Brownfield Native Host and Cloud Embedded )
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Telco Cloud distributed DC - Present mode

A smaller VXLAN fabric is required for relative bigger Edge DC sites

VXLAN is only used within the DCs

DC to transport handoff is required for all external communication (VXLAN to VRF mapping)

FC is centrally hosted in one of the edge fabric or in a central DC can manage all edge DC sites

_—

{ B >

Service provider transport
IP/MPLS-LDP/SR-MPLS/SRv6

O . —

EdgeDC #1 Edge DC # 2 Edge DC #n
Small VXLAN fabric Small VXLAN fabric Small VXLAN fabric
4-10 leaf fabric 4-10 leaf fabric 4-10 leaf fabric

el
CIsco
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SRv6 from Cell Site to Internet thru Aggregation, Metro, Core & DC

« SRv6 uSID is the sole solution that is end-to-end across segments
- MPLS failed in the DC
- VXLAN is a no-go for the WAN/Metro
- NSH is an IETF failure

« What are the benefits?

VxLAN/MPLS gateways are eliminated
NSH is eliminated

TE/FRR/VPN/Service Chaining is naturally integrated
Fulfills the DC Traffic Engineering requirements

> Inter DC TE with policy starting from DC
> Intra DC Traffic Engineering

} [}
© 2025 Cisco and/or its affiliates. All rights reserved
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Simple IPv6 encapsulation

- Most of the time uSID is inexistent and the packet is just pure IPv6
- Base solution: IP
- Add uSID for VPN, TE, FRR, NFV where needed
- Add IPM for measurement where needed

« When SRv6 uSID is used, very rarely an SRH is present

- Simple IPv6 encapsulation fits 6 uSIDs (no SRH)
- After 20 years of MPLS, most MPLS use-cases require less than 6 labels

isco and/or its affiliates. All rights reserved.
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Simple IPv6 encapsulation

- Best effort reachability from 100 to 200 only requires plain IPv6

N
CIsco
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Simple IPv6 encapsulation

- Best effort reachability from 100 to 200 only requires plain IPv6

- If we need to create a VPN service, we only

S1 S2
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Non-Simple Encapsulation

- To compare it with VXLAN....

el
CIsco
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Non-Simple Encapsulation

- GENEVE makes it even more complex with additional Options (GENEVE Extension Headers)

N
CIsco
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Simple IPv6 encapsulation

- Best effort reachability from 100 to 200 only requires plain IPv6

- If we need to create a VPN service, we only
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Simple IPv6 encapsulation

- Best effort reachability from 100 to 200 only requires plain IPv6
- If we need to create a VPN service, we only add a single uSID

- If we want to enforce a Traffic Engineered path <4, 1, 6> we add
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012345678901234567890123456178901
T e A m et et e
|Version| Traffic Class | Flow Label Entropy
B e A Tt T e e s s dat S T R
| Payload Length | Next Header | Hop Limit
B et e T T e e e e e e gt Sk S B e B e

Source Address

fc00:0:100::1

IPv6

£fc00:0: :200:E145::

R e T S e a  d t S

200

VRF 145

Payload

|
¥
|
¥
|
+
|
+
|
+
|
B e S e S S e e t ot S TR PR A L6
| L3
+
|
+
|
+
|
+
|
|
|
|
¥

|
+
|
+
|
+
|
+
|
+
|
+ Destination Address
|
+
|
+
|
|
|
|
+

B T B et et T S R e TR S R

- Apple-to-apple comparison:

- IPv6 uSID provides more functionality AND less overhead than VXLAN

© 2025 Cisco and/or its affiliates. All rights reserved.
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Service Programming (Chaining)

Packets are steered through a sequence of services on their way to the server

Network Services Overlay As-a-Service
‘ @ Traditional Approach: Services are placed on the traffic route
Firewal Eé W ﬁ
Load-Balancer Multi-Could Network as a Service *

=T 225 BT CTTEECER ) S e (AT, SFC with NSH requires dedicated header + maintaining of states

o (e -
Stateless Eé _)r=l—)t% —)tg—) ﬁ

Simplicity and automation
No static configuration required SFC with SRv6; Services are expressed with segments

No Traffic bottlenecks
No Dedicated encapsulation header (NSH) that require states EE# CEJ # @ # gil é E
52 S3 D

to be maintained for each service chain
SR:{51,52,53,D} 51

dlal © 2025 Ci dfor its affiliates. All right d
ISCO an or Its arnliates. r S reserved.
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Bringing SR simplification to the DC
LHR
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Compute attachment to the DC network

« Use-case: services terminated at the host
- 5G deployments with NFVs
- Security appliances (e.g., firewall)

- Container networking (e.g., Calico) SRv6 uSID
DC Fabric
+ How do we perform the routing today? TOR 1
stack on the Host with a BGP peering session Host<->ToR
- Operationally complex, and expensive! /
- We can do better! eBGP eBGP
)
H11 H12

@« BGP @« BGP

isco and/or its affiliates. All rights reserved.
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Lightweight Host Routing

 Lightweight solution based on LLDP

- Linux include its SRv6 Locator (IP Prefix) within the LLDP advertisements
- TOR redistributes the prefix into BGP/ISIS

- Simpler solution:

SRv6 uSID
- Provides reachability (routing) up to the host DC Fabric
- Provides visibility into the container (workload IP address) TOR 1
- Provides liveness detection (built-into LLDP)
* nghtwelght LLDP — SRv6 Locator: LLDP — SRv6 Locator:
- No need to run BGP stack on the host fc00:0:11::/48 fc00:0:12::/48
Mon Oct 2 12.31:04.216 UTC. H11 H12

Locator Holdtime Mgmt Address Interface

fcbb:bb00:1818: : /48 2 TenGigE@/0/0/3

Total entries: 1

RP/@/RPO/CPUO: 17#]] Cisco Confidential



Potential for Simplification

s Telco Cloud Transition ~ kubernetes

PNF Hypervisor NFV Infrastructure Cloud-Native Infrastructure
T —_-— =
[ eee] » N » openstack. » A
Proprietary Virtual Machines/ Virtual Network Cloud-Native Functions
Hardware COTS Servers Functions with MANO with Automation
In-Network In-Network and Private or Public Cloud Private or Public Cloud
Data Centers

N y c)g.
o2

cilium

H1 S H2 H3

il % 1 il

— A eBPF

© 2025 Cisco and/or its affiliates. All rights reserved.
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eBPF

]
CIsco

Use
Cases

User
Space

Kernel

© 2025 Cisco and/or its affiliates. All rights reserved.

Networking

A eBPF

Projects

A eBPF

SDKs

W eBPF

Kernel Runtime

Security Observability &
Tracing

bt &

: TS “) o~
Ratran % O MIXIE

- Tracing
- Profili
B GO G® o
Application
i - Ob: bili
Verifier & JIT gjntime e
- Networki
Maps ReBPF | - Network Securty
Ay Load Balancing
Kernel Helper API é 2 - Behavioral Security
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Yyo»d 060

Network Services & Bandwidth Flow & Policy Ops & Sec
Policy Load Balancing Management Logging Metrics
I I l [ |
Cluster Node
[ Pod J[ Pod J «— &2CNI
cilium |
User I_
WeBPF <
Kernel |

A2

© 2025 Cisco and/or its affiliates. All rights reserved.
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With SRv6 the compute node is becoming a PE

Cluster Node 6
/' -

8g

~ /S

CN| ’ \*Zp/\/w(
~ ~.¥?

~
«_—
eBGP

SRv6 uSID IPv6/SRV6 underlay
MP-BGP

VPN 10.3.0.0/24 |—— Advertise VPN @ Podi

10.3.0.0/24 (vrf-0) Advertise VPNv4 SRvé [ .’ vrf-0
' = o L3VPN routes o O
|| e S8
i " Encap pod egress traffic

Advertise VPN with SRvé SID PE1 ‘ Pod2
10.3.0.0/24 (vrf-1) vrf-1

VPN 10.3.0.0/24 |~

© 2025 Cisco and/or its affiliates. All rights reserved.

PE

Locator
whatever single/multi-domain fcdd:dd00:c120::/48
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Service provider transport
IP/MPLS-LDP/SR-MPLS/SRv6

Benefits

R e ad

& G- ------=mmmmmmmees
; ! B
: 1 o

| ( ﬁ Y P ‘é : i S

!
| % ] | % o | | |

: | | \
e e J . J A -

Edge DC # 1 Edge DC # 2 Edge DC #n Central DC

Locator Locator Locator
fcdd:dd00:ala0::/48 fcdd:dd00:b1a0: : /48 fcdd:ddeo:cla0:: /48

DC
IPv6/SRv6

Core
IPv6uSID

Metro
IPv6 uSID

DSL/PON Ethernet

- No need of DCI
- No need of underlay L2 VXLAN
- No need of DC fabric in small sites
- Simplified networking via end 2 end VRF to the host
- Embedded security policies in Cilium
alnal, - Minimize service touch points

© 2025 Cisco and/or its affiliates. All rights reserved.
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Bell Canada™

Leveraging SRv6 for Telco clouds

o Currently in BETA feature state on Cilium Enterprise 1.14

o Leveraging widely adopted Cilium project in use by all major Kubernetes releases

Cilium SID Manager
o e Cluster seen as a PE.
apiVersion: cilium.io/vlalphal i =
Cilium Operator decomposes cluster locator kind: IsovalentSRv6LocatorPool Workers as "line cards
apiVersion: cilium.io/v2.CiliumNode range to a per node sub-range metadata: g
y name: poold
"‘e::::"nodu Cluster wide operator s
spec behaviorType: uSID
g prefix: fcccicc@@:Al::/48
locators: structure:
pool: default locatorBlocklLenBits: 32
prefix: fccc:cc@@:al:ffo1::/64 \ eBGP :ocalerodeL:nslts: 16
Seractie unctionLenBits: 32
locatorBlockLenBits: 32 [fci“so?*'b“g'd/b‘) argumentLenBits: 0
locatorNodeLenBits: 16 worker jgisnoce Jegress:
functionLenBits: 32 RodaRgant
argumentLenBits: ©
apiVersion: cilium.io/v2alphal.CiliumSRVEVRF LY
- metadata: ’,’
name: vrf-blue
* One of the first SRv6 deployments
srv6LocatorPool :default worker NadaAgant
. e e~ L o~ [ Eediliom b e e e e
* Implementing Cilium SRv6 for Telco Cloud
apiVersion: cilium.io/v2.CiliunNode
metadata:
. . - name: node3
« Wor INng Wit AWS an GOOg etoextend it |-
srvé:
locators: Node Agent
. pool: default by () [ iliom - e e m e m e e e
prefix: fccc:cc@@:al:ffe3::/64
o public clou
locatorBlockLenBits: 32
locatorNodeLenBits: 16 uSID “Wide Lib" for Kubernetes
H V4 H 4 functionLenBits: 32 57 T T
° an pbernier s puplic recoraings memensieskiaz % ’ .
oeses S—
. apiVersion: cilium.io/v2alphal.CiliumSRV6VRF /
 Presentation at CNCF i i S
name: vrf-blue
spec: [Fecc:cco0:00A1:EF01:FF61:0000:0000:0000
. srv6lLocatorPool :default PR T T
 Presentation at MPLS SD&AI
i Rv6 for Multi-Cl N ki
Leveraging SRv6 for Multi-Cloud Networking
AWS Cloud
. Kubernetes Cluster Kubernetes Cluster
{3) srvboresponcer € === === === =m=eeemmeeeemeeeene scr (R TGW route table {5} svb-responder
= Destinati Route T,
N (O) CilumSRService B idtlon Torget oo ) cilumsRservice
S« fddddd010100-/48 | tgw-attach-vpe-1 Propagoted
{5} CilumsvéEgressPolicy N {5} ciumsRvbEgressPolicy
“ fddd.dd010101-/48 tgw-attach-vpe-2 Propagated
N
\ Fddd dd01./32 tgw-attach-dxgw propogated
. Worker node % . Worker node
\ l
\
0' 10.140.0.1N(VRFO) vio fddddd01 0100 e1-15 I \ ] 10.2.0.10(VRFO) via fddd dd0! b100 0125 | 0
\
\
Poat \ Poay
1 ! 1
- HeBpF I~ sleBpF
el

© 2025 Cisco and/or its affiliates. All rights reserved.

*Courtesy of Dan Bernier, Dir Technology Strategy, Bell Canada

Outer SA

Outer DA Inner SA

Inner DA
fddd:dd01:b100:al:15

fddd:dd01:a100-e1:15

102010 | 10140.01

BEE RS '

1Pvé 1Pv4

Payload

Outer SA

Outer DA Inner SA

Inner DA
fddd:dd01.0100:e1:2

fddd:dd01:b100:a1:25

10.140.01 | 10.2.010

Cisco Confidential


https://www.youtube.com/watch?v=vJaOKGWiyvU&t=19s
https://www.segment-routing.net/conferences/Paris23-Bell-Canada-Dan-Bernier/

Demo

eBGPTDZLLNTSRVE VPND)
BEZERELFET

VRF blue
. ] . Ioop!)ack on R10 R10 R11
. 7__:EI‘I_I_\I:I:/ IP:10.10.1.1
_‘
Fil3 I ISIS SRv6
« R10-15MDXRdECiliumfE % :— Deman
_

R15

eBGP |
Sessions

Pods

k8s-cp-node00 k8s-wkr-node01

dlal © 2025 Ci dfor its affiliates. All right d
ISCO an or Its arnliates. r S reserved.
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Example output

status:

sidAllocations:

- poolRef: poolo

sids:

- behavior: uDT4 < uSID L3VPN IPv4 table lookup
behaviorType: uSID

metadata: blue

owner: srvé6-manager

sid:

addr: 'fc00:0:15b:e46b::’ <---- uSID locator+function entry for
structure: control plane node VRF blue
argumentLenBits: ©

functionLenBits: 16

locatorBlockLenBits: 32

locatorNodeLenBits: 16

cisco@k8s-cp-node@d:~/cilium-srv6/cilium/cilium$ kubectl get
sidmanager

k8s-cp-noded® -o yaml

apiVersion: isovalent.com/vlalphal

kind: IsovalentSRv6SIDManager

metadata:

generation: 1

name: k8s-cp-nodeodo

resourceVersion: "27756"

uid: 4220c57d-478d-4764-92c9-d050ed4a53a9a
spec:

locatorAllocations:

- locators:

- behaviorType: uSID

prefix: fc00:0:15b::/48 < control plane node locator
structure:

argumentLenBits: ©

functionLenBits: 16

locatorBlockLenBits: 32
locatorNodelLenBits: 16

poolRef: pool®

© 2025 Cisco and/or its affiliates. All rights reserved.
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Availability
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Rich SRv6 uSID Ecosystem

Open-Source Networking Stacks

Network Equipment Manufacturers

O ‘
alvaln S
CISCO  Sug OKIA ciena JUNEE( 85[]Ni[ @"

4

Compute FRROUtIﬂg

Merchant Silicon Smart NIC

| v6
Aty Broaccom. | IT(| MARVELL (Intel) At Mellanox:
BAREFCO:T Segment Routing

@ NETWORKS

Open-Source Applications

Partners

— @)

f’ ffi ‘ 8GP  HNeBPF ces
clom ckalodm> fBTReNe  ENEA
u a Qosmos Division

Y S
TCPDUMP WIRESHARK *ﬂ &l . .
""""" © 2025 Cisco and/or its affiliates. All rights SVUG/ MNOV“:'OW IXIa | ‘B\UKS?X:ISQSM OSQJ!;U@\QL
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IPv6 uSID in SONIC/SAI

« Collaboration with Alibaba to enable IPv6 uSID whitebox running SONIC

- Full-stack solution: SAl Adaptor + SONiIC + FRR

- SAl: Industry collaboration (CSCO, BCOM, Intel) to define the SRv6 SAl header
> SAl has full SRv6 uSID support + IPM
- SONIC/FRR: Today we support an SRv6 fabric with BGP services + ISIS-SRv6 + [PM

(ZAlibabaiAPSARI\Eﬂﬁx%

F=IS0NIC

» 128 x 100GE or 64 x 200GE
= Internet Routing scale
= Deep buffer

« SRv6 network service




SRv6 acceleration on the Host

« SmartNIC:

in GBPS
- Provides a clean separation between IT and Network 0w w o
> On top of performance gain by offloading networking and security & » & % *
- Intel and Mellanox g
Cores
- Host stack:

- Linux Kernel and FD.io VPP for opensource networking stacks
> Service chaining to external firewalls and load-balancers

- Host routing stacks: FRRouting, GoBGP, ExaBGP

- Kubernetes CNIs (Cilium and eBPF)

> Steering capabilities between Kubernetes PODs and clusters

hialn © 2025 Ci dfor its affiliates. All right d
ISCO an or Its arnliates. r S reserved.
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Conclusions

SRv6 uSID
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