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Daily Graph (5 Minute Average)

Weekly Graph (5 Minute Average)
— V  —
5 TJa0wvwI057T

Monthly Graph (5 Minute Average)


https://www.bbix.net/service/ix/traffic-graph/
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192.168.10.2/24 192.168.20.2/24
~le Ens2 GO0/0 o. GO0/1 Ens3 e le Ens2 o
_ o o _ o )
PC Router FlowCollector ext-conn

192.168.10.1/24 192.168.20.1/24
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configure terminal

I

ip flow-export version 5

ip flow-export destination 192.168.20.2 2055
|

interface GigabitEthernet/0

ip flow ingress

ip flow egress

|

interface GigabitEthernet@/1
ip flow ingress
ip flow egress

|

end

192.168.10.2/24 192.168.20.2/24

ﬁo Ens2 G0/0 oo GO/1 Ens3 oﬁo Ens2 OQ
PC

Router FlowCollector ext-conn
192.168.10.1/24 192.168.2.1/24
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apt update # /etc/pmacct/nfacctd.conf
apt install pmacct daemonize: true

vim /etc/pmacct/nfacctd.conf pidfile: /var/run/nfacctd.pid
systemctl start nfacctd syslog: daemon

systemctl enable nfacctd !

aggregate: src_host,dst_host,src_port,dst_port,proto
|

interface: ens3

!

plugins: print

print_output_file: /var/log/pmacct/flow_data. log

192.168.10.2/24 192.168.20.2/24

ﬁo Ens2 G0/0 oo GO/1 Ens3 oﬁo Ens2 OQ
PC

Router FlowCollector ext-conn
192.168.10.1/24 192.168.20.1/2
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cisco@PC:~$ ping 192.168.10.1 user@FlowCollector:/var/log/pmacct$ sudo tcpdump -nni ens3 udp port 2500
PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data. tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
64 bytes from 192.168.10. icmp_seq=1 tt1=255 time=2.44 listening on ens3, link-type EN1@MB (Ethernet), snapshot length 262144 bytes
64 bytes from 192.168.10. icmp_seq=2 tt1=255 time=2.57 02:21:44.712646 IP 192.168.20.1.65035 > 192.168.20.2.2100: UDP, length 600
64 bytes from 192.168.10 icmp_seq=3 tt1=255 time=2.53 02:21:56.712146 IP 192.168.20.1.65035 > 192.168.20.2.2100: UDP, length 360

P i = iy 02:22:10.719496 IP 192.168.20.1.65035 > 192.168.20.2.2100: UDP, length 264
o Wt e ) e bt s Ll S g s el 02:22:24.723884 IP 192.168.20.1.65035 > 192.168.20.2.2100: UDP, length 648
64 bytes from 192.168.10. icmp_seq=5 tt1=255 time=2.60

64 bytes from 192.168.10. icmp_seq=6 ttl1=255 tima=2 &2

i tail: flow_data.log: file truncated
64 bytes from 192.168.10.1: icmp_seq=7 ttl=255 t ¢ 1p DST_IP SRC_PORT DST_PORT PROTOCOL  PACKETS
64 bytes from 192.168.10.

icmp_seq=8 ttl=255 t 192.168.10. 8.8.8.8 58800 53 udp

64 bytes from 192.168.10.1: icmp_seq=9 tt1=255 t 192.168.10. 20 2N i
192.168.10. 8.8.4.4 35502 53 tcp

192.168.10. 192.168.10.1 ) () icmp

192.168.10. 8.8.8.8 59938 53 tcp

192.168.10. 8.8.4.4 53979 53 udp

192.168.10. 8.8.4.4 47255 53 udp

192.168.10. 8.8.4.4 55623 53 udp

192.168.10. 8.8.4.4 54021 53 udp
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