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(Ex. Juniper Routing Director, | -

Cisco Thousand Eyes,
Cisco Provider Connectivity Assurance)

ACX Monitor [EEEE ©
Time Range (From Jun 3, 2024, 4:38:20 PM to Jun 3, 2024, 4:53:20 PM

> 0 Measurement status was changed to STATUS_RUNNING

Jun 3, 2024, 4:53:47 PM - Jun 3, 2024, 4:53:47 PM
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L2: Ether OAM(802.1ag, Y.1731), ARP
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ZENBSR0R Firewall Policy
1. Proto ICMP -> Permit

OO 2. Src BB-Infra (Rtrlp, Probe) -> Permit QoS Policy

3. Src User(BadUser, GoodUser) -> Reject Network Control -> Priority strict-high
\4. Else -> Accept Best Effort -> Priority low

Firewall[C K DgEE Best Effort

X EfRIJ0O—#2 . |
HTTP (NETFLIX)
. Network Control L)
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f FL % NU—TOMEHER S
% % dstip 192.0.2.1

Exception Counter

1412B
Discard Route Pkts = 10
S TTL Expire Pkts =12
I\TY MEE

Discard Route

Length=14122

NTy Mg
Bad Packet Length

HI=

I\Toy Ml
TTL Expire

&

Ny BRE
Exception Counter

Unknown Family
Bad Length Pkts = 21

dstip 2001:db8::1 ‘&
Unknown Family Pkts = 26
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IR HD > 5 —Dfl

UTDEXSCINTY baEEUEOEBALELEUR/I\TY hOSEHEDERRENTNSD

B Cisco ASR

B Juniper MX (Juniper Resiliency Interface)

RP/0/RSP0O/CPUQ: ras r9000-2w-b#show controllers NP counters np0Q location 0/0/CPUO
Tue Dec 10 14:18:39.195 EST

Node: 0/0/CPUD:

Show global stats counters for NP0, revision v2
Read 59 non-zero NP counters:

Offset Counter FramevValue Rate (pps)
16 MDF_TX_LC_CPU 11004363 9
17 MDF_TX_WIRE 8712222364719 29761820
21 MDF_TX_FABRIC 11063035007 386 27714366
29 PARSE_FAB_RECEIVE_CNT 8712222113330 29761820
33 PARSE_INTR_RECEIVE_CNT 9401470 9
37 PARSE_INJ_RECEIVE_CNT 832185 1
41 PARSE_ENET_RECEIVE_CNT 11070653296959 27714366
45 PARSE_TM_LOOP_RECEIVE_CNT 8437075 5~
359 PARSE_MAC_NOTIFY_RCVD 183 0
367 PARSE_FAST_DISCARD_LOW_PRIORITY_DROP_O 106211394050 883832
368 PARSE_FAST_DISCARD_LOW_PRIORITY_DROP_1 106210662138 883856
369 PARSE_FAST_DISCARD_LOW_PRIORITY_DROP_Z 106211061617 883943
370 PARSE_FAST_DISCARD_LOW_PRIORITY_DROP_3 106211474043 883922
373 DBG_RSV_EP_L_RSV_ING_L3_IFIB 3707021673 0

830 PUNT_NO_MATCH 4746 0
831 PUNT_NO_MATCH_EXCD 464963896 0
849 PUNT_ADI_EXCD 273406 0
852 PUNT_ACL_DENY 1479378 0
853 PUNT_ACL_DENY EXCD 1163570900 0

HE: https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKARC-2000.pdf

SMPCO(mx204 vty)# show jnh @ exceptions

PFE State Invalid

SW error DISC( 64) 0 0
invalid fabric token DISC( 75) 0 0
unknown family DISC( 73) 70270275 3169441368
unknown vrf DISC( 77) %] %]
iif down DISC( 87) 3709 194438
unknown iif DISC( 1) 21285498 3156927930
Packet Exceptions

bad ipv4 hdr checksum DISC( 2) 0 0
non-IPv4 layer3 tunnel DISC( 4) 0 0
GRE unsupported flags DISC( 5) 0 0
tunnel pkt too short DISC( 6) 0 0
tunnel format error DISC( 7) 0 0
bad IPv6 options pkt DISC( 9) 198 129072
bad IPv4 hdr DISC( 11) 59 6528
bad IPv6 hdr DISC(110) 0 0
bad IPv4 pkt len DISC( 12) 2 114
bad IPv6 pkt len DISC(111) 2 132

*MX3047REFT LW I RO T VEFIVEBEHUIES A2 H— RTEINY RARRDET
show jnh exceptions level detail inst X <X(&PFE ID> JUﬂIPeF
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Juniper)L—Ah\5RHZHST SIS

JuniperJL—4% TlITelemetry EIPFIXZ{ED THEH DI > DIRHRZEUS T D Z &b alEE

e Juniper Device _ _ _ _ _ _.

RPD Route/Socket Handling

IPFIX

Controller/Collector

I
P
! L\/\/\r /junos/exception-profiles/routing-profile
IL__  Hostname, Timestamp, Exception-code etc.

Errno, Route-prefix, NH-index, Nexthop-handle, Status, |
Queue-operation, Sequence-number etc.

i _—
-
B
Hostname, Timestamp, Exception-code etc.
MBUF cluster errors, Ethernet, IPV4/Vé6, BGP, MPLS,
RSVP, ISIS, OSPF, TCP, UDP, ICMPV4/Vé6, TTP drop
counters.

/junos/exception-profiles/os-profile

Ingress IFL Index, Layer2 Ingress IFL index,
Nexthop ID, FC_DP_ID, Exception-code,

I

I

I

. module Junos Telemetry
i Interface

: |
| .

i Route/NH In.stallatlon/ 1 T Operation Failed
; Deletion

i

: JUNOS Kernel

! Junos Telemetry
! Interface

|

i ]

|

!

: Forwarding

i

! |

© 2025 Juniper Networks

I Egress IFL Index, 126 bytes of Sampled
Packet, etc.
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IPFIX®DJ O—5F—~HUSH

RSNy MUETTRL ., BESNE/I\TY bONAY F1BEZEST 5 EHAEE

set system resiliency exceptions forwarding 122@2X10021'hjtSUdaii*iQOW log flow.log
Netflow/IPFIX

set system resiliency store fwding-file flow.log
Version: 10

/ Length: 180
Export time: 1753672680

) [///// Seq no: 852521
Juniper MX ObservationDomainID: 33619977
setID: 384
setLength: 164
field type: forwardingClass, field length: 4
On-Box Flow Collector value: ©
field type: exceptionCode, field length: 2
B value: Bad IPV4 Pkt Len «—— TEFEEH
JO0-5—4 -
: Control Plane field_type: datalinkFrameSize, field_length: 2
Spirent#1 : Spirent#2 value: 1020
P . Data Plane P field_type: , field length: 126
- ( - ) N vy value:
”l —REPa/TY R PFE ”l — BESNRS SR
L S

FRE>UTOOZT 2 =51 88FESE(C
(Junos/\—=3 > (C KD TIIFPCEEFHNEDHETR)
https://community.juniper.net/blogs/anton-elita/2024/01/08/packets-lost-in-transit Junlper
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JO—

F—ADI\TY N —3 e

dataLinkFrameSectionZ 1 —JL RO BE(IEthernet/\sw FEUTHRI DCEMNTE S
W https://hpd.gasmi.net Cligst UICiGR

* Frame 1: 126 bytes on wire (1008 bits)
* Ethernet I
* 802.1Q Virtual LAN
* Internet Protocol Version 4
* @188 .... = Version: 4

. 8181 = Header Length: 28 bytes (5)

" Differeptigted Services Field: Oxcd (DSCP

* Total Length: 42672

IPv4 Length 42672B

JUETTLAT L g LIOn,. o T L LLsIE )

* 988. .... = Flags: ox@
. .0 BOgO egee BLag =

* Time to Live: 255
* Protocel: UDP (17)
* Header Checksum: 8x5268
* Header checksum status:
192.168.8.2
192.168.1.2

Fragment Offset: @

Unverified
* Source Address:
* Destination Address:
* Stream index: @

* User Datagram Protocol
* Spurce Port: 1824

* Destination Port: 1824

| * Length: 9382 (bogus, payload length 88)

* Checksum Status: Unverified
* Stream index: @

* Stream Packet Mumber: 1

* Timestamps

* UDP payload (8@ bytes)

m IPFIXL.O— R

=> Bad Length

orkxk Netflow/IPFIX ****
Version: 10

Length: 180

Export time: 1753672680

Seq no: 852521
ObservationDomainID: 33619977

setID: 384

setlLength: 164

field type: forwardingClass, field length: 4
value: ©

field type: exceptionCode, field length: 2
value: Bad IPV4 Pkt Len

field type: datalLinkFrameSize, field_length: 2

value: 1020

/'

Tield type:

value: 60c78dd2 19a30010 94000001 8100eb64
UDP 982B + IPv4 20B + VLAN 4B + Ether 4B ’268¢@a8
)1ee0000
= otallOZOB )0000000

00000000 0000V 000V 00O
00000000 0000V 000V 00O
00000000 0000V 000V 00O
00000000 000VVVVO 00O 0000

datalinkiFrameSection, tleld_length:

126

© 2025 Juniper Networks
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IEZEDD > 5 DERTE

WA > —RY FEIRENTY bHS<. BFRNREER—XTERIT S EEFELLE TR
BRI —ICB1F B> HB (—E)

Uptime #838H
F—SEUSIFDIFITRE $9160Mbps

Category Exception Code Packets (t1=0s) Packets (t2=3600s)
SW error 0 0 0
PFE State Invalid | unknown family 70,270,275 70,279,564 49,289
unknown iif 21,285,498 21,286,860 +1,362
ttl expired 212,676,102 212,683,639 +7,537
Packet my-mac check failed 23,826,730,473 23,831,520,396 +4,789,923
Exceptions my-mac check failed IPv6 304,876,371 304,885,172 +8,801
DDOS policer violation notifs 37,508 37,510 +2
_ firewall discard 207,854,262 207,877,520 +23,258
Firewall firewall discard V6 59,729,957 59,733,285 +3,328
discard route 2,309,816,908 2,310,117,787 +300,879
_ discard route IPv6 13,632,774,345 13,634,180,110 +1,405,765
Routing enumcheck mismatch 1,042,873 1,042,882 +9
reject route 648,395 648,398 +3

© 2025 Juniper Networks
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+ ANMDFCEO THRORDSESACEE .y =1z — Vﬁﬁ%ﬁﬁ;
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THE, MULWATULK?

BEFIRSAITSVU—EITIREBESCETNWIS =P TEALKGITh HFETE SRAIC

VIRITT7SA4T5U—

1" TensorFlow Keras
O PyTorch ==

r
N5 NumPy
KerasZ {8 D JZRNNDFE

from keras.models import Sequential

from keras.optimizers import Adam

from keras.layers import Dense, Activation, SimpleRNN
import numpy as np

np.random.randint(e, 2, (128, 5)).astype('float32')
np.sum(x, axis=1)

X
Y

model = Sequential()

model.add(SimpleRNN(16, input_shape=(5, 1)))
model.add(Dense(1))

model.compile(loss='mean_squared_error', optimizer='adam')
model.fit(x, y, batch_size=1@, epochs=1@, validation_split=e.1)

= 10{TIEE CRNNDEZHAIHEIC

© 2025 Juniper Networks
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aWS A AZU re NVIDIAT4 £ 1GPU

Model GPUs

Google Cloud CDGPUBFEIE £ FA

GPU memory GPU price (USD)

16 GB GDDR6 $0.35 per GPU

2GPUs 32 clﬂﬁraﬂﬁt: D*‘JSOH
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Google
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{EDPythonFFRIRIE |
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File Edit View Insert Runtime Tools Help All changes saved

+ Code + Text

from keras.models import Sequential
from keras.optimizers import Adam

from keras.layers import Dense, Activation, SimpleRNN
import numpy as np

X = np.random.randint(e, 2, (128, 5)).astype('float32')
y = np.sum(x, axis=1)

model = Sequential()

model.add(SimpleRNN(16, input_shape=(5, 1)))

model.add(Dense(1))

model.compile(loss="mean_squared_error', optimizer='adam')

model.fit(x, y, batch_size=1@, epochs=1@, validation_split=0.1, verbose=@)

test = np.array([@, 1, 1, @, 1]).astype('float32').reshape((1, 5, 1))

print(model.predict(test))

1/1 —————————————— s 224ms/step
[[2.586259]]

Juniper
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RIA(IERY —ILICEATHEED

—i%(CNOCTHEONT LS Y —)LE(CEAnomaly Detectiontseh EE: UinsdTLD

T Key nierva History Trends Type Status
Triggers : system.cpu. util 7d 365d Dependent item Enabled
o
Warning| High CPU utilization (over {SCPU.UTIL CRIT}% for 5m min( tive/syst til, 5m)>{SCPU.UTILCRIT}  Enabled Zabbix 6.0.0C 77/ ¥ ) —1RAIMEE = 15 Ek
CPU T b Brom im Hoo ook F ooty faom o look g ; —_ . til 4h Jh d" BV En | (2022/02/14)
A‘IFEI‘&DE LFU usage X Digge d 2 1asl > Seasonsid) (Same 3asi & t:]ﬂ'SE“newma‘ ¢ v : I I, now/h,"d 5} 2 ablec ht‘tps://WWW.ZabeX.COm/dOCUmentat|0n/6-0
trendavg(/Linux by Zabbix agent active/system_cpu_util, 4h:now/h) /jp/manual/intmdUCtion/WhatsneWGOO

15 Grafana

Grafana Machine Learning Toolkit C At

SMAUEARED (Outlier Detection)hVFIFIETAE(C O A v
(2022/12/22)
https://grafana.com/blog/2022/12/22/introducing-outlier-
detection-in-grafana-machine-learning-for-grafana-cloud/

series contain at least 1 outlier datapoint.

me/m ™ o™ o™ ™ ™ ™ mM " ™ ™
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JO0—57—59D7 J)IV—EBMaiTdFE

IPFIXL J— RZElasticSearch®Anomaly Detectio
I—5

JO0-3L9%

1. JO—5—%4
(IPFIX/UDP)

2. JSONZ 44

N 2

3. JSONIXAS

"time_flow_start_ns":

1753626294000000000,

"src_addr": "192.168.0.2",
"dst_addr": "192.168.1.2",

"juniper_properties":

67108864,
2188,
201326592,
268435456,
335544320,
402653184

[

4. RS EH
J+4—)L RODZEA
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w l0gstash
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Gtimestamp ) 1 s

nids
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-~m» elasticsearch

6. T —DHT

"src_addr": "192.
"dst_addr": "192.
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"time_flow_start_

"cpid-forwarding-
"cpid-forwarding-
"cpid-forwarding-
"cpid-egress-interface-index": 268435456,
"cpid-underlying-
"cpid-ingress-interface-index": 402653184

ns": 1753626294000000000,
168.0.2",
168.1.2",

class": 67108864,
exception-code": 2188,
nexthop-id": 201326592,

ingress-interface-index":

335544320,
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& elastic

= . Machine Learning  Anomaly Detection Jobs

63 Settings
% Machine Learning Anomaly Detection Jobs 13 Autorefresh 30 seconds 00 Refresh
Overview
Notifications

Memory Usage
Start detecting anomalies

Anomaly Detection ) ) L
Anomaly detection enables you to find unusual behavior in time

series data. Start automatically spotting the anomalies hiding in
your data and resolve issues faster.

Jobs
Anomaly Explorer
Single Metric Viewer

Settings Create anomaly detection job Read documentation 4

Supplied Configurations

Data Frame Analytics
Jobs
Results Explorer

Analytics Map

Model Management

Trained Models
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#IL5—1— REUTEAEEDOHERAEIr SHNIZT A

1

Anomaly timeline ©
Viewby cpid-forwarding-exception-code.keyword v Severity Q
0

(Sorted by max anomaly score)
Annotations
Overall
2048
2188

14:00 5:30 7:00 18:30 20:00 21:30 23:00 00:30

>D LHIBEBREERTES

Bad IPv4 Length
(2188 — 2048"1 — 1282 = Error Code 12)

2188 I

*1 2048(FCPID Type T« —)L RDATzw NMLUBZABE Uiz

Observation Cloud Lewvel Juniper Common Properties: Forwarding Exception Details
Bea8 18.. .... .... = Juniper CPID Type: Forwarding Exception Details (@8xB82)
..88 1866 1188 = Juniper CPID Value: 146

* —EPD IS — 11— RIF128Z 5| < WEND

“From an external viewpoint, when the exception is reported, the actual
code sent is 128 + value.”
https://www.juniper.net/documentation/us/en/software/junos/flow-
monitoring/topics/topic-map/resiliency-exception-reporting.html
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Anomalies
Severity warning
Time Severity ¢
> Jo3s 2300 © 89
> a03s,0000 * ©
> 0350000 ° 0
> pors.0000 ° 9
> 02,2300 * %
> poszs00

Interval  Auto v
Detector

count partitienfield="cpid-
forwarding-exception-
code. keyword”

ceunt partiticnfield="cpid-
forwarding-excepticn-
code keyword"

count partitienfield="cpid-
forwarding-exception-
code keyword"

count partitionfield="cpid-
forwarding-exception-
code keyword"

ceunt partitichfield="cpid-
forwarding-excepticn-
code keyword"

count partitionfield="cpid-
fervarding-exception-
code. keyword"

3
@

Found for

2048

2048

2088

2188

2188

2088

Influenced by Actual & 0 Typical Description > Actions
cpid-forvarding-exception- 068 9003 A 3y higher @
code keyword: 2048 : d
cpid-fervarding-excepticn- - )
code keyword: 2048 1262 2093 4y higher 53
cpid-forvarding-exception- " )

1262 900 & Ay hinhar @
code keyword: 2088 E&ﬁyt)\zMﬁ(—

= alc

cpid-forvarding-exception- . )
code keyword: 2188 1222 301.9 dxhigher | 63
cpid-forvarding-exception- ~ )
code keyword: 2188 1042 301.9 3x higher 3
cpid-forwvarding-exception- 008 2085 T 3xhigher 2:33

code keyword: 2088
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Single time series analysis of count (cpid-forwarding-exception-code.keyword: 2188) ©

actual (vl < 23:450F 5T 1042

Zoom: auto 1h 12h (aggregation interval: 15m, bucket span: 15m) Model bounds are not available
2,400 . . \__N—\/\/—/\
2,200
1,800
1600 I anomaly score
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800
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July 27th 2025, 23:45 Correlated Events o

Cpld -forwarding-exception_code.keyword 2188 Correlated Events For: 250, Device: dc-t2-ptx10k8-01-reQ
Time: Jul 8, 2025 03:43:08 PM - Jul 8, 2025 05:00:09 PM

I Max anomaly score 38

N G COMPLETED
o LS TEEE R E N
SYSLOG, SNMP Trap, .

Q
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@ BGP Monitoring Protocol
(BMP)
>
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LLMADHIFDRRE S —5. Y NDO—DEBRADLLMER (C(IHNDERMEICRED DS

1.JULSR—S3 2712

o BEDRESTEIE (Factuality Hallucination). 35RO AR. RIERVIRAREES (Faithfulness Hallucination)LLM T (3% < F4E
o SFEDORAMIEF (CRAT DRV RIFDBIHRMNKZELU TVWB T ENSHEANELREIND
«  LIMEEBOIGEIERZRM TRz, BoEBHRZEKR U TCUEDCEND D

Z < FEBSNIEAE(CH > ERIEZ BN ZFOERN S D

3. —EMDHEE 3
JO>7 hORBICE O TELERDOEZENETL B EEHD

—

o BIFOFELLEERUTCEVVBE COT—IDZLLM CEEIR TS/
o LLIMOEAMNIEUWS EZHER T DIFENNE
[BE XA

*1: Huang, Lei, et al. "A survey on hallucination in large language models: Principles, taxonomy, challenges, and open questions." arXiv preprint arXiv:2311.05232 (2023).

*2: Wayne Xin Zhao, et al. “A Survey of Large Language Models” arXiv preprint arXiv:2303.18223 (2023).
*3: Rickard Stureborg, et al. “Large Language Models are Inconsistent and Biased Evaluators” arXiv:2405.01724 (2024).
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Fine Tuning\?’RAG/RX EDFETLLMOHHEZ LT 5 L TEREEIA LIS EEXS5ND

Table 1. Results for the MMLU datasets described in Section 4.1 in terms of log-likelihood accuracy (Equation (4)).

RAGY°Fine Tuningk D
I DREE A\ _E

AFECKBIRY ND—UERRATDARALLMAFEGEA TS

Zou, Hang, et al. "TelecomGPT: A framework to build telecom-specfic large

language models." arXiv preprint arXiv:2407.09424 (2024).

Kan, Khen Bo, et al. "Mobile-LLaMA: Instruction Fine-Tuning Open-Source
LLM for Network Analysis in 5G Networks." IEEE Network (2024).

LHU. ENTEHBEDDIE>ERL - -

1. FBT—FZEDELSICAFITIN

HBREBOER (BT DHMeEHEY™OY. &wEMRE). bSITINZa—Fa>D
D 2)\D (DIFIEEIRTHERE) I ECNBSAFT B2

2. ;RAALWMZERTE3hW?

Task Model Base model | Base model + RAG  Fine-tuned Fine-tuned + RAG
Mistral 7B 0.556 0.681 0.570 0.659
Anatomy (0-shot) Llama2 7B 0.393 0.489 0.430 0.489
Orca2 7B 0.607 0.637 0.600 0.637
Mistral 7B 0.600 0.681 0.622 0.674
Anatomy (5-shot) Llama2 7B 0.467 0.563 0.496 0.548
Orca2 7B 0.570 0.659 0.593 0.674
Mistral 7B 0.625 0.678 0.651 0.697
Astronomy (0-shot) Llama2 7B 0.401 0.467 0.487 0.520
Orca2 7B 0.645 0.750 0.651 0.750
Mistral 7B 0.658 0.724 0.651 0.697
Astronomy (5-shot) Llama2 7B 0.401 0.474 0.447 0.520
Orca2 7B 0.664 0.763 0.664 0.743
Mistral 7B 0.681 0.757 0.701 0.764
College biology (0-shot) Llama2 7B 0.438 0.493 0.458 0.465
Orca2 7B 0.583 0.639 0.604 0.632
Mistral 7B 0.722 0.778 0.736 0.771
College biology (5-shot) Llama2 7B 0.451 0.521 0.424 0.479
Orca2 7B 0.604 0.660 0.625 0.653
Mistral 7B 0.470 0.500 0.490 0.500
College chemistry (0-shot) Llama2 7B 0.310 0.380 0.390 0.390
Orca2 7B 0.370 0.440 0.370 0.390
Mistral 7B 0.470 0.540 0.500 0.500
College chemistry (5-shot) Llama2 7B 0.370 0.380 0.360 0.390
Orca2 7B 0.430 0.470 0.370 0.380
Mistral 7B 0.713 0.750 0.719 0.731
Prehistory (0-shot) Llama2 7B 0.448 0.481 0.457 0.478
Orca2 7B 0.642 0.679 0.673 0.673
Mistral 7B 0.722 0.762 0.725 0.762
Prehistory (5-shot) Llama2 7B 0.515 0.531 0.503 0.537
Orca2 7B 0.664 0.698 0.667 0.69%4

Self TuningY2RAGZAT D 1zsbD T T S BRI D DHY?
LLMODIERIIR(F E ZTPORD2DH? XA MIREEDDHW?
BEZ IHFEELURVKDICTREHICEEDSTNERVDH?

Hi/E: Ovadia, Oded, et al. “Fine-tuning or retrieval? comparing knowledge injection in llms.” arXiv preprint arXiv:2312.05934 (2023).
SE3HK: *1 Gekhman, Zorik, et al. "Does Fine-Tuning LLMs on New Knowledge Encourage Hallucinations?." arXiv preprint arXiv:2405.05904 (2024). JUﬂ”:) r
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