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T F7AIN—DLDT—REZ
BB ERZITEEERICHESL oS

JANOGA8 LT 7 7 A 71\h 5 DEFE(Packetlight IO & A))
https:.//www.janog.grjp/meeting/janog48/wp-content/uploads/2021/07/janog48-1t2-yamaguchi.pdf

Unencrypted video stream
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Quantum paradigm

=] IN © - < r‘« =+ |—
EFarEa—42—nNERE. < 1 5Q-Day :9: <I=
IBM: Heron R2 156 qubits, two-level system mitigation to help EFarvEa1— — &
reduce the impact of an important source of noise <2024/11> 2 —NDEBEE~ND L n@
(https://www.ibm.com/quantum/blog/qdc-2024) FIA. shor®7
LI R L A DIE ST

(https://g roup.ntt/jp/magazine/blog/quantum_01/
https://group.ntt/jp/newsrelease/2024/11/08/241108a.html)

6

Google: Willow XiEZZErrorB DR, RED R /302 TI1025 F

E51t

M BEEZES59D THIE S ATREME <2024/12>

(https://blog.google/technology/research/google-willow-quantum-chip/)

NTT: BEEEMEGEFaVE2—4—, AARAETFHE
TS5y b7+ —LDOBAFE105Heron R2 156 qubits, two-level

2024 OPINION-BASED ESTIMATES OF THE LIKELIHOOD
OF A DIGITAL QUANTUM COMPUTER ABLE
TO BREAK RSA-2048 IN 24 HOURS, AS FUNCTION OF TIME

Range between average of an optimistic (top value) or pessimistic (bottom value)
interpretation of the likelihood intervals indicated by the respondents

system mitigation to help reduce the impact of an important " wreremeranion

source of noise

© 2025 Nokia

OF RESPONSES
¥ optimistic
Yo B pessimistic

14-62% DIEE THES-15FE DM

[CEFOaVE 31— —H 248

LIRIZRSA-2048%Break B %
KO E5EFH

AVERAGE LIKELIHOOD ESTIMATE

15y 25y*
WITHIN THIS MANY YEARS FROM NOW

(https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/).- I\O(IA
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Harvest Now, Decrypt Later
EFIVEL—F3—DERBICESHIHEATEIRELEVIEZRA

Cryptographically Relevant Quantum Computer (CRQC)

Decrypt later

@- Harvest now

W

010110
— N — i
o mElkahtT—4
FTREESEEIATNT S LMF EDecrypt
T8 EERLTHEL HEAIEL KU
-~

B2/ E0EE

BHROBEHNENRIPICE S L DERER. EE/EMT—2. EABEREF)
"‘Decrypt Later" THIHEHMD EEMEN KDL
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(5% )Post-Quantum>Xt LD 1= D

Quantum Key Distribution

Pre-Shared Key® Pre-Shared Key® Pre-SharedQKD7 TS5 A4 7V RIZ& B
Manual distribution Automated symmetric QKD distribution
distribution

Central key Central key
authority and key authority and key
generation generation
L] -
1 | — —
| | <« <« ey QS key
| | orchestrator orchestrato
I I
1 |
1 I
1 I
' Vi l l
\'2 — — r—)
&« <«

& &

- B R TOREHLERE ‘ - Flexible options for tomorrow
= h Quantum-Safe key (QSK) &>

: —
pia Key rotation <«

=
MACsec/ANYsec SAK rotation
8 © 2024 Nokia (::::::,ZD Backup Quantum-Safe key (BQSK) I\O ( I A



ZLAVIZHEITAHIESL

tyialty b7y THEH. HEERME
B33 & o TIXThroughput(Z IR
Post-Quantumd ki [ERFC 8784, draft-hu-ipsecme-pqt-
hybrid-authZ £1T b

% OMBTHHR— I
Layer2 | MACsec E%g;;;ﬁwﬂg%m
Post-Quantum3:t it a] BE

Layer3 | IPsec

=EHEZF TOLT Encryption
Layerl | OTNsec | %< OinrEaRntyR—F
Post-Quantum kAl BE
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MACsecHE 2 (1)
EthernetL 1/ ¥ TOREF 1t

« |EEF 802 IAETHRE
MAC L4 7 —T DEncryption PoK Control plane (MKA) PoK

* IPsec& YU TNIGEY b T VT N N
« MKA(MACsec Key Agreement)|Z & % 8235 i/ & 18 ;
« AES128/256 TDT—4% T L— UEEE1E i |
o HESRIR(M % Switch &3 2 < DEthernetiézs P Data plane =
(ROUt@I’/SV\/ItCh)THW'U"_R_ " @] 8 < GCM-AES-128/256 1 & @
« BRCM MACsec PHY RTRSW RTRSW

« BRCM Jericho2c+/3
» Nokia FP5 chipset(E5)

e Cisco Silicon One
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&Sf Control plane (MKA) &S'K.
MACsectt £(2) " -
—\\ 1 1
— R TL—onN\Try b T74—<T v k O i
! o= Data plane O".
Authenticated E mf & T m)|
802.1AE LAN-MODE, VLAN Encrypted A B
/ Encxpted 0 \
e A\
DMAC SMAC aozélﬁxg ¥ s021a PEALGE Payload_ CRC TCL TAG Control Information

= AN: Association Number
e 0x88eS T SL: Short Length

MACsec Ether Type | TCI/AN “ SCI (optional) PN: Packet Number

802.1AE WAN-MODE, VLAN in clear
Authenticated

/ Enc pted
( N r—g ;.A
DMAC SMAC ] 802.1AEA Y &

SecTAG CRE

MACsec Ether Type | TCI/AN -“ SCI (optional)

SCI: Secure Channel Identifier

Authe ticated ICV: Integrity Check Value
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MACSGC*E‘EE(3) E &/.S\f . Control plane (MKA) iﬁ

___________________

MKA(MACsec Key Agreement)/a > tO—)L T L—>

1
1
1
= Data plane &7
GCM-AES-128/256

MKA (MACsec Key Agreement)

- 802 X7 L—LID—Y EFER, T—2FL—
L BES{E TR 5 SKA(Secure Association

Key) & 32 #a/E 38 802.1X-2010 Authenticated
« DMACIZ01:80:c2:00:00:03MMulticast MAC % EOPAL-MKA A
Destination& 9 % (LLDPE R L) / \
« CAK(Connectivity Association Key)Z 3% L SAK
,&EEE‘Z DMAC SMAC ETYPE EAPOL-802.1x

« MACsecEF a7 F ¥ RIMHEELEWNE | ;
278 b aJUIXEME LA LY

© RMOMACsecT/NA R(E7)EHHIL | Bl
e PNIZ& B T LA HKEE

« ICV (integrity check value) THEA MHHREE
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MKA

— >
g 0

LLNWT D
MACsec(Hop-by-Hop)

MACsecHEZ(4)
MACsec CTD ARy b —J R

L2~y kT —7% (pure-Eth/over L2svc)
o 80217\ kMtunneling, WAN-modeDERAFT MKA

overlay L2 TMEnd-to-End L2AEB{L AV ATEE T 3
e Per-port/Un-tag/vlanT D& 1k
* Point-to-Point &E f=I£Any-to-Any D k1%

[2.5/L3%w kT —% (IP/MPLS/SR)
«  Hop-by-Hop THEES1t

e EBIP/MPLS/SRLA I —LLR < MA o -
.+ &HopTL25/3 k57 1 w4 MDrop/AddaTBE m I.l m QJ
. _ - R [ /’
L2onlyfz& T2 2 2HAEN? (7] N
Eﬁﬁ%ﬁﬁ BE E) ;h» %) ? @] MACsec(Hop-by-Hop)

m MACsecxtits / — K NO<IA
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ANYsect} &
MACsec AR D;ERIC K 5 FREGIEE1E

IEEE 82 IAEZEEA LKA L1 VY TORESL

17

Authenticated by ICV

MAC DA MAC sA [IERERINT [viaN tags]l eth Type || 1P/MPLS hdr + Payload — |[ISY
Authent‘icated by ICV

MAC DA MAC SA SN Eth Type I IP/MPLS hdr + Payload | IR@Y
Authepticated by ICV

MAC DA MAC SA Eth type VIRISRIsISY 024 /N= I IP hdr + Payload I ICV

Authenticated by ICV

MAC DA MAC SA Eth type |RIRYRalelail IS1ix ST aq il (S ke 10/ = | Payload I ICV
Authenticated by ICV

MAC DA MAC SA Eth type [iCRais BE:I2R/NN | Payload I ICV

Authenticated by ICV
MAC DA MAC SA Eth type [IRYNaels 802.1AE || Payload I ICV

©2025Nokia |

FCS

FCS

FCS

FCS

FCS

FCS

I[EEE 802 1AE
MAC seciZ#ER) 1T IE =1k

WAN-MODE MACsechg &1t
(VLAN tagl&Clear)

ANYSsec at L2.5(MPLS/SR-MPLS)
« MPLS/SR-MPLS path®BEE 1t
« MPLS labell&Clear

ANYSsec at SRvb
+ SRV6 pathDIES1k
* SRv6 hdr/sgmtl&Clear

ANYsec at L3
* |IP FlowDrEE 1Lt
* |P headel&Clear

NO<IA



ANYseclZ & b O0verlayig51E/\ X
M KBREBTIL/NR T EEREE

rE={tNon-Aware ° ?&Eﬁﬂ’&,ﬁﬁﬁ
N\ . HWILER(Z k B AABEIEE
SUTISR—ZD ERES b AR
- « Underlay ARICEHE=F
RAESEL A YOIEE
HVA]BE
« FES1EOverlay tunnel/path
c BEIERSAADLSE
-9 —E XDOAREMS

Overlayfg&S{E/8 X
(SR-MPLS/SRv6)
a

BEHRRD / — FIEMPLS/SRv6/8
Ty hELTEETLIDH
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ANYseclZ & B Overlayfig=1E/\ X
Iy TDHDMACsecE DA EHHEIZ K HEnd-to-EndiFE 1k

OverlayB§&1E/3 X
[(%SR—MPLS/SRV@

BES{ENon-Aware
I\ IR—>

N, s
*****

m ANYsecxtits / — K
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ANYsec3E 245
Over SR-MPLS Container Lab LD TE

https://github.com/srl-labs/sros-anysec-macsec-

lab

oS = m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
amae RE Qexs=¢ 52 QaQaaH
[macsec or iamp -]+
Time Source Destination Protocol Length Info
6397 1090.114054 ©c:00:11:79:67:.. @c:00@:8e:0d:6e:81  MACSEC 160 MACsec frame
2 . 6401 1091.114085 0c:00:8e:0d:6e:.. 9c:00:11:79:67:01 MACSEC 168 MACsec frame
Client7 0.0.5 / 6462 1091.116199 ©c:00:11:79:67:.. 0c:00:8e:0d:6e:01 MACSEC 168 MACsec frame
i % mAAS AAAA aarAnT Ae.An.O..Ad.ra. Ae.An.aa . mA.rFr AN MArmes ArA MAF e Laama
>
Frame 6416: 16@ bytes on wire (1280 bits), 160 bytes captured (1282 bits) on interface -, id @

> Ethernet II, Src: ©c:00:11:79:67:01 (©c:00:11:79:67:01), Dst: ©c:00:8e:8d:6e:01 (8c:00:8e:0d:6e:01)
802.1Q virtual LAN, PRI: @, DEI: @, ID: 2

@® 0-0.5Mbps N > @ele 11.
0.5 -2 Mbps
2 -5 Mbps

5+ Mbps

> MultiProtocol Label Switching Header, Label: 16101, Exp: @, S: @, TTL: 255 MPLS Labe|S
> MultiProtocol Label Switching Header, Label: 2002, Exp: @, S: 1, TTL: 255

ecurity tag

= TCI: @x@b, VER: @x8, SC, E, C

. .80 = AN: @exe
Short length: @
Packet number: 912
System Identifier:
Port Identifier: 1
ICV: 28bb61d28cd@acc@lbbe3d37a51bbc18

©00:00:00_00:07:d2 (00:00:00:00:07:d2)

802.1AE
SecTAG

Access L2 SR-ISIS 0, 1 & 2 ta (192 Dytes)

102]

Data: ©e5002e0529f16b5c667430cd976bf3d898545e5879dfd44bd86420dc1e6172dc15d4130..
[Length:

O 7 Internet Control Message Protocol: Protocol

Packets: 10664 - Displayed: 2012 (18.9%) || Profile: Default

20 © 2025 Nokia
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ANYseci& AZ44: US Al Cloud (GPUaaS) - DC [El#Zf#t

T2 H 1
M2 SV

o 1
(7750 SR-1se)

N x 400G
N x

DCUL—% 100G

(7750 SR-1se)

N x
400G

ARITAEFT4TI7TIIw Y

! !

FFRN

FFUN1
GPU U525 (BB YY)
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AnySec BES{t
SR-MPLS Path

HE ..
(7750 SR-1se)

hS>Sw NL—%
(7750 SR-1se)

N x 400G
N x
I\ OIR—> 100G DCI JL—4
(SR-TE) (7750 SR-1se)
N x
400G

AT EFT4 TI7TIUvY

! !

FTFh1 TF> AN
GPU USR5 (BBESYD)

B—EXAHRE

GPUaaS. A L —>1&E
IAE A (X 400G, 193¥mI(C800G

¥ 1 7 THES{ILEENERRT -5t >4
HEERY—EX

DC HHEiEHRI—5EHF

DC HHE#HUL— 5 (FUTFOYR— MR E:
VXLAN, e/iBGP, BGP-EVPN, BGP RR

MPLS, I A> ML—F+ 27, QoS,
NETCONF/YANG

I\ OR—ARED e2e BES{LAHD ANYSEC
AT —)b: KAFE VXLAN b>x)L

SDN > ~O—3 (NSP/NRC) - SR E&ifH.
JCR AR &
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