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BGP malformed update/attribute list

https://lists.nanog.org/archives/list/nanog@Ilists.nanog.org/thread/GQP6VEBONTN2BPD7XSGW27WLZESE3L 7K/
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Did anyone see BGP flaps this morning at about 07:01 UTC as a result of BGP T N O m—t h*ﬁ . 3
~ ) —_— \ S
malformed update? O IE7 Jj T I\ 7] -C
S — e}
\IS59TLI=ALS
It flapped one of our iIBGP sessions: BG Ph 77 Jj -~ L

H ?
May 20 08:01:51.150 BST: %BGP-3-NOTIFICATION: received from neighbor XXX.XXX.XXX.XXX 3/1 -

(update malformed) 31 bytes E0281C00 00000000 00000000 00000000 00 o 1.'-]_3' 0) |S P-CS:E)E % -t‘ %)

Another ISP saw the same thing...
code 3 (Update Message Error) subcode 1 (invalid attribute list), Data: e0 28 1c 00 00 00
Is there a new BGP rogue update out there?

Simon

NANOG mailing list
htt
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1. JUNOS
2. Cisco I0S-XR
3. Arista EOS
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https://www.juniper.net/documentation/us/en/software/junos/bgp/topics/topic-map/bgp-error-messages.html#id-understanding-error-handling-for-bgp-update-messages

—1 10S-XR

JUNOS

Arista
EOS

o JuniperZ{E->TAHAMNBGPD v avIFETE
e “bgp-error-tolerance” ZH#IZL TLYTJunos OS Release 24.2R1H
SIETIAHILETEMIZESTS
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https://www.juniper.net/documentation/us/en/software/junos/bgp/topics/topic-map/bgp-error-messages.html#id-understanding-error-handling-for-bgp-update-messages
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May 20 07:01:51 router rpd[34930]: 3%DAEMON-4: bgp read v4 update:13937:
NOTIFICATION sent to a.b.c.d (Internal AS xxx): code 3 (Update Message Error)
subcode 131 (invalid), Data: 00 00 00 00 00 0O

May 20 07:01:51 router rpd[34930]: $DAEMON-3: Received malformed update from
a.b.c.d (Internal AS xXXX)

May 20 07:01:51 router rpd[34930]: $DAEMON-3: Family inet-vpn-unicast, prefix
a.b.c.d:32767:156.230.0.0/40 (label 114)

May 20 07:01:51 router rpd[34930]: %DAEMON-3:Malformed Attribute PREFIX SID (40)
flag 0x80 length 28 error 131 (TLV length error).

PrefixSIDZE 7Y 7 T—h,CZITER-TLVS
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https://www.cisco.com/c/en/us/td/docs/routers/xr12000/software/xr12k r4-3/routing/command/reference/b routing crd3xxr12k/b routing crd43xxr12k chapter 01.html#wp9225075190

May 20 07:01:51 r2.£f00 16869308:
RP/0/RSPO/CPUO:May 20 07:01:51.437
bgp[1059] :
$ROUTING-BGP-3-MALFORM UPDATE
Malformed UPDATE message received from
neighbor 123.45.67.89 (VRF: default) -

JUNOS

Arista
EOS

o CARIS—HMRAL

0x000c0000,
Error details:
"Attr-length",

0xeO,
NIRIs:

message length 106 bytes, error flags
action taken "DiscardAttr".
"Error 0x00040000, Field
Attribute 40 (Flags

Length 28), Data [e0281c]"
[TDVA TTh'ir*::Qf‘] 45 108 25 N/24

e show bgp update in error@outputEBHn s
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https://www.cisco.com/c/en/us/td/docs/routers/xr12000/software/xr12k_r4-3/routing/command/reference/b_routing_cr43xxr12k/b_routing_cr43xxr12k_chapter_01.html#wp9225075190

BRI —BOAREAVE—2%%F-FDEE) -Arista EOS

https://www.arista.com/en/support/software-bug-portal/bugdetail?bug id=899981

—

Arista
EOS

e 7280R 4.29.7THtvykant=
e BUG899981: A malformed Prefix-SID BGP path attribute will result in a
session reset rather than attribute discard.

o EL%GJ&‘\%U7FIE7‘dIPreﬁx—SID0)BGP7I~') Ea1—MIHETIEEC)2YLT
Do
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https://www.arista.com/en/support/software-bug-portal/bugdetail?bug_id=899981

BGP handling bug causes widespread internet
hroutlng mstablllty

ttps://blog.benjojo.co.uk/| -attr-40-junos-arista-session-reset-incident

Prefix SIDZ/16T

= Eof-m B DT —%4
b & <}
?"_ch I0S-XR *EQ(%\EOXOOT =
SR-0S b

e JUNOSIEtyiavIidteybELEWLWAT DU RN)—LIZENEFE>TLED
e Arista EOSIZBUG899981h %Y . RIE7%: Prefix SIDDIH&E L BGPEyIav#ybLTLES,
e |0OS-XR/SR-OSI%REC7606 Revised Error Handling for BGP® Attribute discard® @Y DEEZETHET S

o  RFC8669 Segment Routing Prefix Segment Identifier Extensions for BGP
https://datatracker.ietf.org/doc/html/rfc8669#name-error-handling-of-bgp-prefi
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https://datatracker.ietf.org/doc/html/rfc7606
https://datatracker.ietf.org/doc/html/rfc8669#name-error-handling-of-bgp-prefi
https://blog.benjojo.co.uk/post/bgp-attr-40-junos-arista-session-reset-incident

=EH

o FIEZEBGP Prefix SIDD 7y 7 T—hrh2025%5 A20HITEE ST

e Hutchison/AS9304(Z& ABIRDMBGP Prefix SIDI& /> HR—LTH 5
&, CNnzEiheLr-

e Cisco IOS-XR/NOKIAIXREC7606 Revised Error Handling for BGP M
Attribute discardfe&EE HYnNzEHREELT:

o JuniperlZInz&EAL., thDETIZHRERLT=

e Arista EOSIZIFZBUG899981A% Y ,BGPtviav &z ykLi:

o {BIEF:4.28.11/4.29.8/4.30.6/4.31.2
m hitps://www.arista.com/en/support/software-bug-portal/bugdetail?bug id=89998

o HE DAttributel 2L TOBUGTHY ,RFC7606(FT 74 ILETXIGLTLYS
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https://datatracker.ietf.org/doc/html/rfc7606
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Appendix:RFC7606 Revised Error Handling for BGP UPDATE

Messages
https://datatracker.ietf.org/doc/html/rfc7606

T — T

e e == ==

Notification
Session reset

Treat-as-withdraw

— 4
& L= - =
AFI/SAFI disable Attribute discard
o RFCA27T1TIIAELBGP7 YT TF—hrAvt—2ldtyi aa) v ybhd 58312745 TLY

1-
o IRREBGPAUITUMAHY., 2011 FIZHREDES I M IRESN REC7606 TIXEEFD
BHEORYFWLE. FHLOLWEEICEALTOAARSIU MRS ST
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https://datatracker.ietf.org/doc/html/rfc4271
https://datatracker.ietf.org/doc/html/draft-chen-ebgp-error-handling
https://datatracker.ietf.org/doc/html/rfc7606
https://datatracker.ietf.org/doc/html/rfc7606

Appendix:RFC 7606: BGP enhanced error handling

https://www.arista.com/en/support/toi/eos-4-20-1f/13921-rfc-7606-bgp-enhanced-error-handling

router#show ip bgp neighbors update errors

BGP update-error information for VRFE None

Neighbor: 1.0.0.2

Malformed Action: Withdraw-Route Attribute: Community

Update Buffer: 0x40010101400204020100644003040100000240050400000014c00805000000£de9
Malformed Action: Attribute-Ignore Attribute: Local Preference

Update Buffer: 0x40010101400204020100644003040100000240050400000014c00805000000£de9

router#show ip bgp neighbors 10.0.0.2
BGP neighbor is 10.0.0.2, remote AS 64512, external link - =] —
VRF default ® EOS—CIJ:TT“

BGP version 4, remote router ID 1.0.2.1,

Negotiated BGP version 4 = dt
NN .. RFC76001&E =M
TWT, A~ETYD

—-snip-
Number of transitions to established: 1 — %Eﬁ{% _-Bﬂ
. . | T—r=eZELER
Inbound updates with attribute errors: L o
Resulting in removal of all paths in update (treat-as-withdraw): 10 ODHX )*&L\‘hFﬂ l.,-t
Resulting in AFI/SAFI disable: 0 :E) S LK ¢§
Resulting in attribute ignore: 5 _ShOW: 7./"-(
Last treat-as-withdraw attribute error: Community méhé

Last ignored attribute error: Local Preference
Last update with error received at: 00:13:48
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Appendix.lgnore BGP attributes

https://www.arista.com/en/support/toi/eos-4-29-2f/17038-ignore-received-bgp-attributes

o EOSTIXBHFEDRA/N\—IZHLT
- AFIIZ TR T B attributeZ 8 E 9

HENHESD

Q@ <

router (config-router-bgp) #neighbor default received attribute discard 4-255

! To make this command effective for existing BGP sessions, clear all the routes by issuing "clear ip bgp *"

router (config-router-bgp-vrf-vrfl) #neighbor default received attribute discard disabled

! To make this command effective for existing BGP sessions, clear all the routes by issuing "clear ip bgp *"

router (config-router-bgp) #show active
router bgp 1
router-id 0.0.0.1
neighbor default received attribute discard 4-255
vrf vrfl
router-id 0.0.0.2
neighbor default received attribute discard disabled
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