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Result

In this benchmark, we checked how much duration does H/C probes take

1 ‘é? 0) L B n Od e L: 7__\\ 70 A /r T\‘ % %) Vl P%& % ‘FEIJ IZE—a_ %) 7": &5 < and when timeout starts to occur by varying the number of probes at once.
I_ B no d e 0) % %‘/\j $ 7& —F ((j—“f .| X l\ i%éj]l] 0) % L: o All the benchmarks are executed 3 times for each setting. And the results

are average. We used this script.

In this result, the cell colored in orange means timeout in 3 seconds was

BETF DHealth Check AgentD il A MEBERRAT & . TRAHY 72 occurres.
Il\ét ﬁg a&% @ //\Z\gq‘i 7f)§\ % >, 7'—: o Python (sec) Go (sec) Rust (sec)

3000 (Req) = 2.65 0.96 0.63

CPU Usage 5000 (Req) = 4.33 1.06 0.73
Rust + Tokio Go Python + asyncio 8000 (Req) 6.04 1.38 1.08

12000 (Req) = 8.15 2.26 1.63

16000 (Req) 10.0 2.43 1.98

20000 (Req) 11.8 3.29 2.15

24000 (Req) 14.4 3.80 3.06

28000 (Req) 16.4 4.03 3.34
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Result

We can see the following observations for Ryounkaku to be compared with Bowrow

= Ryounkaku consumes 1/20 CPU time compared with Bowrow.
= Ryounkaku handles 140000 conditions without any failures such as timeout by keeping low CPU time for Bowrow with 56662 conditions.

B e oo e
Bowrow (56662 rules) Ryounkaku (56662 rules) Ryounkaku (140000 rules)
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Background:

Previously, our API paths used unique IDs for VIP, port, and backend,
requiring additional queries to retrieve these IDs before making requests.
This approach led to unnecessary complexity and increased the number of requests.

Key Issues

Performance Bottleneck:

When the status of many backends changed simultaneously,
the system required tens of seconds to process all updates due to excessive ID lookups.

Enabling/disabling one backend
2,000 backends (1@@VIPs, 20 ba

Loss of Idempotency:
Using IDs caused failures when tryir
As a result, if communication with tH

What To Do

Update API path parameters to use
Introduce a new hash map (inverse

* VIP Address —> VIP ID
* VIP Address + Protocol + P

* VIP Address + Protocol + P

BEtEIN S,

Background:

Previously, when backends wen up or down, the maglev hash table was recalculated individually for each backend.
The calculation had a complexity of O(MlogM) on average and O(M?) in the worst case.

With the current M=13313, the calculation took approximately 30ms per backend.
In a scenario with 100 VIPs, each having 2 ports and 10 backends, a total of 2,000 backend changes would take over a
minute to process.

This delay caused the system to become stuck and unable to process backend changes correctly when multiple backends
went down simultaneously.

Additionally, when multiple backends changed state simultaneously, the hash table recalculations occurred sequentially.
This led to shuffling, where the chosen destination backend changed repeatedly during processing, negatively affecting
connection stability.

Since maglev hash tables are maintained per port, there was an opportunity to optimize the process
by grouping backend changes per port and parallelizing hash table recalculations across ports.

What Was Done:

1. Batch Processing of backend changes

This PR updated the API and internal implementation to process backend state changes (up/down) by port,
instead of handling them individually for each backend.

2. Parallel processing across ports
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Results

Files were placed 10 times for up and 10 times for down,
and the measurement results show the time taken to process these files.

niblet nlbdp 20 backends 200 backends up
(1VIP, 2 ports) (10 VIPs, 2 ports)
up down up down
v0.8.38 v0.3.3-kernel-5.14.0 858 ms 821ms 84 s 81s
PR-653 PR-71 817 ms 778 ms 82 s 78 s
PR-657 PR-74 21.8 ms 2.8ms 39.7ms 5.3 ms

—— NETFWD-575 (down)

Backend Count

2,000 backends
(100 VIPs, 2 ports)

up
845 s
819 s

108 ms

down

80.2 s

78.0 s

27.6 ms

20,000 backends
(1,000 VIPs, 2 ports)

up down
841 s 804 s
817 s 781 s

895 ms 267 ms
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Our Network LB and Application LB
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Multi Region, Multi AZ
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Direct Server Return: IPIP encapsulation

Client Direct Server Return (DSR) Response
A
sre | Clientip * Request goes through the LB node. Request
Dst VIP
@ * Server responds directly to the client. ‘ <<
Network LB Node
ijpvsertlse Significantly reduces LB nodes’ load.
Encap @
IPIP Header = = Low latency / High throughput
Dst Client IP

@

Src | LBNodelP
IPIP
O“ter{ Dst | Backend P 1

Src Client IP

IPIP Inner
Dst VIP

1. Client traffic to a Virtual IP (VIP) reaches LB nodes.

BackendiP1| [ Host IF | BackendiPN | )
\ 2. ThelBnode encaps the packet with IPIP
Tunnel IF H VIPs lDummy/F r 7 i VIPs | to forwards it a backend server.

I Decap A . . 2 A
SR o - . The backend decaps it, restoring the original.
Src | ClientIP Application Application 3. Thebackend responds to the client
Dok b with the VIP as the source.

Backend Server 1 Backend Server N




Region

AZA

NLB Node | [ NLB Nod

— VIP1 T ’-{vm | V|P2}_‘

AZn

LB Control Plane

VIP1
NLB Node | ... | NLB Node

NLB Node |. . .| NLB Node

Scheduler
DB

e ]

S~~~

AN
A

Scheduler
A
Gateway Instance A | Instance B
) —
User / System

N
Gateway
DB

Gateway

Responsible for user interaction

with the LB system.

* Handles user requests for LB instances.

*  Assigns VIPs to newly created LB instances.

*  Requests the scheduler to schedule VIPs.

Scheduler

Schedules each VIP to multiple nodes
based on its replica count.

* Considers AZ diversity.

e Prioritizes nodes with fewer VIPs.

Independent scaling and loose coupling.




Network LB Node: Packet Forwarding

[ For C-Plane Traffic ]
For Health Check Traffic

NLB Node i1 NIC1 ‘L NIC2 i
'_|sn-fov XDP Prog XDP Prog ’_SR-IOV .
VRF ! 1 vaF [ | ol | Health Check
Results Agent
BGPd (FRR) eBPF Maps 9
kernel
A A
‘ eBPF Map Manager (nlbdp) | read Inotify
h
— r (3-ii) set
enable / disable 3-iili) delet
backends Health Check ile:l:z c:eckerules
Result Handler
2.ii) get (2-iii) reload (2-i) ensure | (3-i) set
( t") g;: with new config  each VIP has at least | (3-iv) delete
CUOSIRCOTg [if changed] one enabled backend | entries

NLB Node Agent (niblet)

(4) post
synced VIP IDs

(1) fetch
- VIPs
- desired revision, synced revision
- deletion flag
- ports
- backends
- health check rules

XDP (eXpress Data Path)

A technology to process incoming packets before they reach the kernel’s
network stack.

*  XDP programs can be embedded in NIC drivers (XDP native mode).

* Immediately after the transfer from NIC queues to a ring buffer in
main memory via DMA, an XDP program processes the packets and
forwards them to the appropriate backends.

Extremely high performance

through bypassing memory allocation, copying,
and multiple layers in the kernel’s network stack.

Scheduler

NVIDIA® Mellanox® ConnectX®-5

e  25BgE dual-port (50Gbps)
* Support XDP in the driver.
*  Support SR-10V.

(for c-plane and d-plane separation) |

https://www.nvidia.com/en-us/networking/ethernet/connectx-5

The XDP program encaps packets destined for VIPs with IPIP
to forward them to the appropriate backends.

Written in C, compiled into XDP bytecode, and attached to the NIC.



Network LB Node: Packet Forwarding

[ For C-Plane Traffic ] B P F IVI
For Health Check Traffic e a p S

! A data structure in main memory designed for XDP to ensure efficient, safe
NLB Node Poi o NICt J_{ R processing and data sharing with user space.
'_|sn-fov XDP Prog XDP Prog ’_SR-IOV
VA v Y Health Check
Agent
BGPd (FRR eBPF Maps .
Nl i kemel . * Store the forwarding rule tables.
A A
©BPF Map Manager (nibdp) | read e s The XDP program looks up the tables

A
aialclimnkiie ek for each packet to determine its destination.
backends Health Check health check rules

Result Handler

2.ii) get (2-iii) reload (2-i) ensure | (3-i) set
@ gg with new config  each VIP has at least | (3-iv) delete
TR [if changed] one enabled backend | entries
eBPF map manager (API server)
NLB Node Agent (niblet) J
proxies map operations from user-space applications,

(S pCst| Fu)iferoh simplifying map management.

synced VIP IDs - VIPs
- desired revision, synced revision
- deletion flag
- ports
- backends
- health check rules

Scheduler




Network LB Node: VIP Advertisement

For C-Plane Traffic ]

For Health Check Traffic

For VIP Traffic

write

Health Check
Result Handler

NLB Node P N J_{ NIGE
'_|sn-fov XDP Prog XDP Prog ’_SR-IOV
veae ¢ ¢ VRF
BGPd (FRR) eBPF Maps
A A
@ B\ eBPF Map Manager (nlbdp) | read
< Y
enable / disable
backends
2.ii) get (2-iii) reload (2-i) ensure | (3-i) set
( t") g;: with new config  each VIP has at least | (3-iv) delete
CELECEILY [if changed] one enabled backend | entries

NLB Node Agent (niblet)

Health Check
Agent
kernel
A
inotify
r (3-ii) set
(3-iii) delete

(4) post
synced VIP IDs

(1) fetch
- VIPs
- desired revision, synced revision
- deletion flag
- ports
- backends
- health check rules

health check rules

Scheduler

VIP advertisements

Handled by FRR, an open-source software router.

Uses BGP to inform neighboring networks
to route VIPs to the LB node.

(Advertises /32s for IPv4 VIPs, /128s for IPv6 VIPs.)

Ensures VIP traffic reaches the LB node.




Network LB Node: Health Check

[ For C-Plane Traffic ]

For Health Check Traffic

NLB Node P | N

NiC2 !

VRF

'_|sn-fov. XDP Firog ‘l{ XD? Prog ’_SR-IOV

VRF

BGPd (FRR) eBPF Maps

A

er (nlbdp) | read

(2-ii) get (2-iii) reload (2-i) ensure
Gl cogﬂ with new config  each VIP has at least
9 [if changed] one enabled backend

4
@- \ ‘ eBPF Map Manag
¢ Y

(3-i) set

enable / disable
backends

Health Check
Result Handler

(3-iv) delete

entries

NLB Node Agent (niblet)

N .
o M 1 Health Check
Results Agem
kernel
inoti’; T
r (3-ii) set

(3-iii) delete
health check rules

(4) post | (1) fetch
synced VIP IDs - VIPs

- ports

- backends
- health check rules

- desired revision, synced revision
- deletion flag

Scheduler

Health Check Agent

Performs real-time backend monitoring.
Supports multiple protocol checks:

ICMP, TCP, and HTTP(s).

Determine backend status
by combining multiple check results.

(Redundant checks will be consolidated.)

Runs checks continuously at short intervals
for each VIP backend,

requiring high performance.

(We implemented the agent in Rust.)

A separate Handler process syncs the eBPF maps, triggered
by the file update.




Network LB Node: Reconciliation

[ For C-Plane Traffic ]

/ \ NLB Node Agent (nlblet)

— — (Named after kubelet in Kubernetes.)
NLB Node L J_{ NIC2 B
'_|sn-fov XDP Prog XDP Prog ’_SR-IOV
VRF v v Voo H/C write Health Check Th _I_ . |
Resuilt:
BGPd (FRR) eBPF Maps esul skemel Agent e reconciliation oop .
" " X to keep the node synchronized.
‘ eBPF Map Manager (nlbdp) | read inotify
A
T enable / disable Health Check g::;i))?;me
pem | Rocuit Handler R 1. Fetches VIP data for its node from the external scheduler.
(2-il) get (g-iii) reload_ . F‘(2-i) ensure | (3-i) set
urrent config ‘{‘;;tchhr;ugv;o}nﬂg gt (e Joo (65 I olone 2 Determines VIPs to advertise and
reloads BGPd with the new config if changed.
NLB Node Agent (niblet) — . ) .
° Only VIPs with at least one enabled backend forwarding rule
@) post | (1) fetch in the eBPF map.
synced VIP IDs - VIPs

- desired revision, synced revision

- deletion flag

- ports

e e 3. Syncs the eBPF map and the health check agent settings.

'y 4. Report synced VIP IDs to the scheduler.

Scheduler
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