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Table 2: A comparison between SL-DNSSEC and signature-
based DNSSEC methods. SD : Standard DNS (TCP Fallback).
Algorithm NIST Verdict  Approach Private key  Public key  Signature Sign/s Verify/s
Cryslals-Dilithium-II [29] Finalist Lallice 2.8kB o - .
Palcon-512 [31] Finalist Latice o omn o e omm il s
Rainbow-1, [56] Finalit  Mulivariate 1005 1553 (GBI DSSuzummiossn e O
RedGeMSS128 [16] Candidate Multivariate 168 375kB 3B 545 10365 No TCP fallback of X N
S[')hifu's" -1 I;.]ra.ka—l285 [11] Cand.fdale Hash 64B Low bandwidth usage 2 X X
Picnic-L1-FS [17] Candidate Hash 16B
Picnic2-L1-FS [17] Candidate Hash 16B Fast resolution o X v
EdDSA-Ed22519 [12] Elliptic curve  64B 32B 64B 25,935 7,954 DDoS amp. resistant ¥ s X
ECDSA-P256 [12] Elliptic curve 96B 64B 64B 40,509 13,078 A
RSA-2048 [12] Prime 2kB 0.3kB 0.3kB 1,485 49,367 No network flooding v v X
Table 3: Signature algorithms in round three of the NIST competition [3] (security level I). DNSSEC candidate algorithms are 1 packet sent/recvd. 7 4 X X
shaded gray. Attributes meeting DNSSEC’s requirements fully or partially are marked blue or , others in pink. g
Reliability v v X

M. Mellia, SIGCOMM2020 A. S. Rawat, AsiaCCS2025
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