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Response Type RRs in response RRs added by DNSSEC (covered RR) Alexa IM median TTL (mean)
AAAA > 1 AAAA 1 RRSIG (AAAA) 5 min (0.6 h)
DNSKEY > 1 DNSKEY 1 RRSIG (DNSKEY) 60 min (8.3 h)
Non-existent domain (with NSEC) S0A 1 RRSIG (S0A) 60 min (2.0 h)
2 NSEC
2 RRSIG (NSEC)
NSEC3 Closest-encloser proof (§5.5 of [33]) S0A 1 RRSIG (S0A) 10 min (2.8 h)
> 3 NSEC3

= 3 RRSIG (NSEC3)

Table 1: Records added by DNSSEC and the median time they are cached of the 1M most popular domains [4].

Algorithm NIST Verdict ~ Approach Privale key  Public key  Signature Sign/s Verify/s
Crystals-Dilithium-II [29] Finalist Lattice 2.8kB

Falcon-512 [31] Finalist Lattice 57kB 3307 20228
Rainbow-I, [56] Finalist Multivariate 101kB 158kB C66B 8332 11065
RedGeMSS128 [16] Candidate  Mullivariate 16B 375kB 3B 545 10365
Sphincst-1laraka-128s [11]  Candidate Hash 648

Picnic-L1-FS [17] Candidate Hash 16B

Picnic2-L1-FS [17] Candidate Hash 16B

EdDSA-Ed22519 [12]
ECDSA-P256 [12]
RSA-2048 [12]

Elliptic curve
Elliptic curve
Prime

648 32B 6048 25,935 7,954
96B 64B 648 40,509 13,078
2kB 0.3kB 0.3kB 1,485 49,367

Table 3: Signature algorithms in round three of the NIST competition [3] (security level I). DNSSEC candidate algorithms are
shaded gray. Attributes meeting DNSSEC’s requirements fully or partially are marked blue or , others in pink.
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