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BGP malformed update/attribute list

https://lists.nanog.org/archives/list/nanog@lists.nanog.org/thread/GQPE6VEBONTN2BPD7XSGW27WLZESE3L7K/

. . ; - r o -~ P N
BGP malformed update/attribute list +0l L : W O @ @ . NAN OG%— IJ N /{ 7 I) Z I\
e Simon Lockhart via NANOG %355 nanog@lists.nanog.org +1 £ 0'5H,22:32 «ee 202 5 . 5 . 20

Did anyone see BGP flaps this morning at about 07:01 UTC as a result of BGP 3 y _\\— 75§J$ . >
malformed update? o Z: IE7¢‘J7_T . I\ 7] —G
BGPA IS5y T LIz ALVS

H?
May 20 08:01:51.150 BST: %BGP-3-NOTIFICATION: received from neighbor XXX.XXX.XXX.XXX 3/1 |
(update malformed) 31 bytes E0281C00 00000000 00000000 00000000 00 0O 1-H_j' O) |S P'Zs*:b@ % %)

Another ISP saw the same thing...

It flapped one of our iIBGP sessions:

code 3 (Update Message Error) subcode 1 (invalid attribute list), Data: e0 28 1c 00 00 00
Is there a new BGP rogue update out there?

Simon

NANOG mailing list
1an0g /n NTN2BPD
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1. Juniper JUNOS

2. Cisco IOS-XR
3. Arista EOS
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https://www.juniper.net/documentation/us/en/software/junos/bgp/topics/topic-map/bgp-error-messages.html#id-understanding-error-handling-for-bgp-update-messages
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e JuniperzE->TAMNBGPOt Y avIFETT-
e ‘“bgp-error-tolerance” ZH®IZL TLVYTJunos OS Release 24.2R1H\5
[T I74HILETERICEL>TS
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May 20 07:01:51 router rpd[34930]: 3%DAEMON-4: bgp read v4 update:13937:
NOTIFICATION sent to a.b.c.d (Internal AS xxx): code 3 (Update Message Error)
subcode 131 (invalid), Data: 00 00 00 00 00 00

May 20 07:01:51 router rpd[34930]: $DAEMON-3: Received malformed update from
a.b.c.d (Internal AS xXXX)

May 20 07:01:51 router rpd[34930]: $DAEMON-3: Family inet-vpn-unicast, prefix
a.b.c.d:32767:156.230.0.0/40 (label 114)

May 20 07:01:51 router rpd[34930]: %DAEMON-3:Malformed Attribute PREFIX SID (40)
flag 0x80 length 28 error 131 (TLV length error).

PrefixSIDZ 7w 7T —hCZ(TE-TULVS
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https://www.cisco.com/c/en/us/td/docs/routers/xr12000/software/xr12k r4-3/routing/command/reference/b routing cr43xxr12k/b routing cr43xxr12k chapter 01.html#wp9225075190
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May 20 07:01:51 r2.£f00 16869308:
RP/0/RSP0O/CPUO:May 20 07:01:51.437
bgp[1059] :
$ROUTING-BGP-3-MALFORM UPDATE
Malformed UPDATE message received from
neighbor 123.45.67.89 (VRF: default) -
message length 106 bytes, error flags
0x000c0000, action taken "DiscardAttr".

Error details:

"Error 0x00040000,

"Attr-length", Attribute 40 (Flags

Oxe0, Length 28), Data [e0281c]"
NI.RTg - [TDVA TTh'ir*::r:f] 45 1908 25 ()

Field

24

e show bgp update in error@output& B2
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BRI —BOAREAYE—%%TT-BDER) -Arista EOS

https://www.arista.com/en/support/software-bug-portal/bugdetail?bug id=899981

:’i_ 23\ Junos || 10s-xR

Arista
EOS

e 7280R 4.20.7TltvkENT:
e BUG899981: A malformed Prefix-SID BGP path attribute will result in
a session reset rather than attribute discard.
o EUG&%Z@UZ‘IEUPreﬂx—SID@BGPTI*UIﬁJ—Fliﬁﬁﬁ’éli,ﬂ%('ﬁt“/b
TLFD,
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BGP handling bug causes widespread internet
routing instability

https://blog.benjojo.co.uk/post/bgp-attr-40-junos-arista-session-reset-incident
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Prefix SIDZ/16T
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SR-0S

e JUNOSIEtEyIavidybELEWAT VRN —LICENFE>TLED
e Arista EOSIZBUG899981A%$% Y . FRIEZ: Prefix SIDMDIHE [EBGPE Y avE)ybLTLES,
e |0S-XR/SR-OSIZREC7606 Revised Error Handling for BGP® Attribute discard @Y DEE THET %

o  RFC8669 Segment Routing Prefix Segment Identifier Extensions for BGP
https://datatracker.ietf.org/doc/html/rfc8669#name-error-handling-of-bgp-prefi
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Appendix:RFC7606 Revised Error Handling for BGP UPDATE

Messages
https://datatracker.ietf.ora/doc/html/rfc7606

(— — 4
o> % o> o> o>
— — — —
Notification Treat ithd
Session reset it
G -
o> =<
E><} > - I
AFI/SAFI disable Attribute discard

o RFCA2T1TIEARILELBGP7 YT T—rAvyt—2ld 2y a a2 ybhd 583125 -TL
o FRARLBGPAULTUREHY. 2011 El;ﬂﬂﬁ@ 957|~75ﬁz?s§'c"ﬂRFC7606’G‘liEEﬁ®J§
HEORYKRWLNE, FILWEHIZCBALTOAHARSAUNEEHSINT=

ARISTA
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https://www.nic.ad.jp/ja/materials/iw/2009/proceedings/h10/iw2009-h10-03.pdf

o 20074128 PATH Attribute=0

e 200942H AS_PATH too long

o 20094&3AH AS CONFED SET/SEQUENCE in AS4_PATH

o 20094E8H AS4 PATH OxEO01100
ZLDBGPtyI a V) EybhREIo1- —

= oray . > >

VLEDI—DAREZYVIT—MRERRLZLEDELHY _ il::j? —
EEICEENKEL Notification
TEETETNLZENE Session reset

Optional Transitive Error Handling

https://datatracker.ietf.org/doc/html/draft-scudder-idr-optional-transitive-00

Revised Error Handling for BGP Updates from External Neighbors

https://datatracker.ietf.ora/doc/html/draft-chen-ebgp-error-handling-00
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Revised Error Handling for BGP UPDATEMessages RFC 7606
https://datatracker.ietf.ora/doc/rfc7606/

B % HEF7 3y B i i D M
ORIGIN treat-as-withdraw ORIGINATOR _ID eBGP
attribute discard
AS_PATH treat-as-withdraw iBGP
treat-as-withdraw
NEXT_HOP treat-as-withdraw CLUSTER_LIST cBGP
attribute discard
MULTI_EXIT_DISC treat-as-withdraw iBGP
treat-as-withdraw
LOCAL_PREF treat-as-withdraw MP_REACH_NLRI "session reset" or
"AFI/SAFI disable"
ATOMIC_AGGREGATE attribute discard
MP_UNREACH_NLRI NOTIFICATION
AGGREGATOR attribute discard
Traffic Engineering Path treat-as-withdraw
Community treat-as-withdraw Attribute
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Revised Error Handling for BGP UPDATEMessages RFC 7606

https://datatracker.ietf.org/doc/rfc7606/
e RFC7606TILEEF DR DY K
WE FLWOLWEMRIZEALTDAHARS

- " e AU h RN -

Extended Community treat-as-withdraw P %ﬁ_ L/ L \ BG PE ll‘ﬂEE*IEE ﬁt_d_ %) K E ':
IPv6 Address Specific BG.P treat-as-withdraw @: % 0) E 'l‘ﬂi d) I?i*ﬁ J'jz g ? é I

Extended Community Attribute 7_@ EE 7'3— ;~£ é EE'.E& L/fd: (_j_;h' (j: l/ \

ATTR_SET treat as withdraw (de: L )

o —A%AYIZIL treat-as-withdraw"HY
1FFE A, "session reset" [T HEE SN

750N
e ‘attribute discard" (LBTEMLFE
EKBETTARE
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BGP handling bug causes widespread internet
routing instability

https://blog.benjojo.co.uk/post/bgp-attr-40-junos-arista-session-reset-incident

»CENH::Z;
JUNOS
Prefix SIDZ/16T

—
— &2 BDT—%

R S
- I0S-XR b ;’E'?bt\ Lé\j’_SOXOO'Ci%

SR-0S

e JUNOSIEtEyIavidybELEWAT VRN —LICENFE>TLED
e Arista EOSIZBUG899981A%$% Y . FRIEZ: Prefix SIDMDIHE [EBGPE Y avE)ybLTLES,
e |0S-XR/SR-OSIZREC7606 Revised Error Handling for BGP® Attribute discard @Y DEE THET %

o  RFC8669 Segment Routing Prefix Segment Identifier Extensions for BGP
https://datatracker.ietf.org/doc/html/rfc8669#name-error-handling-of-bgp-prefi
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RFC8669 Segment Routing Prefix Segment Identifier Extensions for BGP
https://datatracker.ietf.org/doc/html/rfc8669

o BGPTPrefix SIDZ{EA 5 ADRFC
e 6. Error Handling of BGP Prefix-SID

Attribute

o AELZMAFT-ITEMNLBGP PrefixSID/E
4% &d,BGP UPDATEAYE—IFZ{EL
=154 . Z{EL1=-BGP PrefixSIDIE xR
L. tBDOBGPEZIZFE/NZA XL TIF%HS
fd:l'\° » 10.1.1/24 = SID 101

o CZHhIFRFC7606%M "Attribute discard"IZ{& < =
95
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o RFCA27T1TIXARELT7vIT—MEBGPD 2y a>zE!)zyk
o RFC4271IEREEINRFC7606%FEETHIEMNKROHOENT-
e RFC7606TIFIFHLWVEBEDAEL T Y I T—FTIE—ARRIIZ(ZX

treat-as-withdraw b\ iFEN 5 EHVERE

IZ5—N\VRIVDFEFELE T HEFELE

e RFC8669TIXAttribute discard&ER S,

H/F-FHLOEMEICELTIE

< WITHDRAWN {—
x? x\? <:| ‘ \ — ‘ & Q
Notn‘lca‘uon — je— ﬂ]]
Session reset Treat-as-withdraw
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BGP malformed update/attribute list +al > O 4L W O & @ ([ ) fd: Aj b\ R L, /Si L) —
e Simon Lockhart via NANOG %355 nanog anog.org +1 {4 0 58, 2 ees . i O 5 t_) R FG 7 606 ﬂ FET‘ L/ -t fd:

Did anyone see BGP flaps this morning at about 07:01 UTC as a result of BGP L \ 0) o o
malformed update? i .

It flapped one of our iIBGP sessions: . j ‘y t _:) &) O t_) 'b ﬁ, ‘b 3— L \

~
May 20 08:01:51.150 BST: %BGP-3-NOTIFICATION: received from neighbor XXX.XXX.XXX.XXX 3/1 fd~
(update malformed) 31 bytes E0281C00 00000000 00000000 00000000 00

Another ISP saw the same thing...

code 3 (Update Message Error) subcode 1 (invalid attribute list), Data: e0 28 1c 00 00 00

Is there a new BGP rogue update out there?

Simon

NANOG mailing list
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Appendix:RFC 7606: BGP enhanced error handling

https://www.arista.com/en/support/toi/eos-4-20-1f/13921-rfc-7606-bgp-enhanced-error-handling

router#show ip bgp neighbors update errors

BGP update-error information for VRFE None

Neighbor: 1.0.0.2

Malformed Action: Withdraw-Route Attribute: Community

Update Buffer: 0x40010101400204020100644003040100000240050400000014c00805000000£de9
Malformed Action: Attribute-Ignore Attribute: Local Preference

Update Buffer: 0x40010101400204020100644003040100000240050400000014c00805000000£de9

router#show ip bgp neighbors 10.0.0.2

BGP neighbor is 10.0.0.2, remote AS 64512, external link PY EOS-G(j:-d-—Csl:

BGP version 4, remote router ID 1.0.2.1, VRF default

NegOtiatceidO]SG]i3vj§Si(lm X 00:14:06 RFC?GOG‘;%%éh
Last rea 3 :48, last write 2 3 R O
TWWT, AETYD

-snip-

= = =

Number of transit?ons to éstablished: 1 f—béﬁ{ﬁ LT:B%O)
Inbound updates with attribute errors: L 1: \'_ :E)
Resulting in removal of all paths in update (treat-as-withdraw): 10 Hy ) &L hF*jl-/-—c

- - . . LN N < —
Resulting in AFI/SAFI disable: 0 ShOW: 7/|‘_C§7Ré
Resulting in attribute ignore: 5
Last treat-as-withdraw attribute error: Community 11;%5

Last ignored attribute error: Local Preference
Last update with error received at: 00:13:48
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o AIE/EBGP Prefix SIDM 77T —hH20255%5 420 [T {ESh iz
o U%c’g%)%ﬁ%om:%éBlRDtﬁBGP Prefix SIDI& /Y R—bTHEHE.
o Eisco I0S-XR/NOKIA SR-OS[ERFC7606 Revised Error Handling for
%Gog%?ﬁttribute discardiE®EBYhZERFEL =, DFYRFCB669MDEE
o JuniperlZchzZEBL . fDETISHREILT-
o..@é@)]li202651 A15B8([ZCVE-2025-60011&EL TARSN =

https://nvd.nist.gov/vuln/detail/ CVE-2025-6001 1

e Arista EOSIZIZBUGS899981A%%Y ,.BGPtv avEtzvkL1=
o {BIEF*:4.28.11/4.29.8/4.30.6/4.31 2

m  https://www.arista.com/en/support/software-bug-portal/bugdetail?bug_id=89998

o H$EFTEDAtributelZ L TOBUGTH Y, RFC7606IET 74 ILFTHIGLTLYS

25 | Copyright © Arista 2026. Al rights reserved. Public. ARISTA


https://datatracker.ietf.org/doc/html/rfc7606
https://nvd.nist.gov/vuln/detail/CVE-2025-60011
https://www.arista.com/en/support/software-bug-portal/bugdetail?bug_id=89998

RYRY i\ -

o EHLGLVN?27?7

o EBGPEMZHYR—LLEMTNIXWMFEL, HELLXIT—/\URILIFE
L THEHLIFAL

o A—H—LLTIXFLWLWVEHMZYR—FL T, ENWLZIS—/1\VRILE
EHEFTBHThIXZED)

o 1DMI—UF7Z I RIZIEHEAMNMELNLELY
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Appendix.lgnore BGP attributes

https://www.arista.com/en/support/toi/eos-4-29-2f/17038-ignore-received-bgp-attributes

o EOSTIIHEDRA/N—IZXLT
® < AFIIZTZ (TR AattributeZ 8 E 9 5
B - ENHESL
LS

router (config-router-bgp) #neighbor default received attribute discard 4-255

! To make this command effective for existing BGP sessions, clear all the routes by issuing "clear ip bgp *"
router (config-router-bgp-vrf-vrfl) #neighbor default received attribute discard disabled

! To make this command effective for existing BGP sessions, clear all the routes by issuing "clear ip bgp *"

o =0
I I

router (config-router-bgp) #show active
router bgp 1
router-id 0.0.0.1
neighbor default received attribute discard 4-255
vrf vrfl
router-id 0.0.0.2
neighbor default received attribute discard disabled

: . . . ATl
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o https://www.iana.org/assignments/bgp-parameters/bgp-parameters.xhtmi#
bap-parameters-2

o HEMICIICABZEIIZELREISLBLVOMNELNEWN? F5HNEGE? ?

o MARAUA—BLIUBIRDIZHLREELZHRTFIATUFIEZHS

o TiHRMBGPRE—H—IZRKBEEMNTTHREELDHY. TNHBEBIZIE
BB, HEEIEFOYINIITE/N—30TYILETH?

o JL—rH—/IN—FLA—H—FEDIL—F20SLREIHRICBGPD HREFHIZELL
BiixyR—rLTETM?
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