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RFC 7908: Problem Definition and Classification of BGP Route Leaks
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’ 1n 2025, ... On average, 1,966 ASes per month were involved in route leaks, compared to 1,977 in 2024. "
The dynamics of global BGP incidents differed from those observed for ordinary incidents.
In 2025, the number of global route leaks decreased by roughly one third compared to 2024,
falling from 33 to 25. 2025 DDoS, bad bots, and BGP incidents statistics and overview

Qrator Labs
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*1. HBH: 2025 DDoS, bad bots, and BGP incidents statistics and overview, Qrator Labs,
https://qgrator.net/blog/details/2025-DDoS-bad-bots-and-BGP-incidents-statistics-and-overview/
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“Route leaks can be accidental or malicious but most often arise from accidental misconfigurations.”
RFC7908&\Y)
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BGP Export PolicyDfjl

1. BOGONSHREZPAS/ S\ ZENEL RS DIGE
2. IXFRFRODIEE

3. PrefixR RV VRER DIREE
2001:db8:fd85::/48 (64901) 4. BASERIRDEFA]

5. BBEFRERAMBGPOI 1 =7 4 AMIINE NI AZEE DEFA]

AN

AS 64800
(=W ERAS)

AS 64901
(E°7AS)

AS 64801
(k=2 kAS)

AS 65000 (HAS)
O
> «
¥

\\J
>\

BGP Import PolicyD{l
1. BOGONSH#REZWAS/ S\ ZENE L IRER DI

2001:db8:fedc::/48 (65100) 2. BASIRERDIEEE

3. IXFEEEDAXEE
2001:db8:fe4d::/48 (65100 65101) A
2001:db8:fede::/48 (65100 65102) | 4- PrefixRDURI VDK

5. RPKINInvalid & 2 DR EE DI EE

6. IRRZTTICER L7=Prefix List &2 U'AS Path GroupT
IBEINERBRDAHEFA]
+#REEERIRDBGPIZ 1 =7 1 0

2001:db8:fde8::/48 (65000)
2001:db8:fe4c::/48 (65100)

2001:db8:fe4d::/48 (65100 65101)
2001:db8:fede::/48 (65100 65102)

AS 65102
(B DEEEAS) AS 64900
(E°7AS)

AS 65100
(BEZEAS)

AS 65101
(B DEAEAS)
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BGP Export Policy®Df

1. BOGONSHREZPAS/ S\ ZENEL RS DIGE

2. IXFRFRODIEE

3. PrefixR RV VRER DIREE

2001:db8:fd85::/48 (64901) 4. BASERERDEFA]

5. BRREADOBGPIZI 1 =T 4 NI IS N/ HREEDEFA]

AS 64800
(=W ERAS)

AS 64901
(E°7AS)

AS 64801
(k=2 kAS)

AS 65000 (BAS)
2001:db8:fd85::/48 (64901, CUSTOMER-ROUTE)

2001:db8:fd85::/48 (65000 64901)
=>2.BGP)V—FK!)—2 |

¥
-5
0

AS 65102
(B DEEEAS) AS 64900
(E°7AS)

1. AS65100 (BEEEAS)EITDEREZE
OAE—U T 1= EE A

LW TPOREET BT |
M) M- RSN BEPDRE
1 A — L CIEB A~
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IRROBEHRISERIE DO E . BGPRUYU—HlliEZEEMEL TS T —XEEL)

BEEY)1—3ay
(5. bgpg4 + AnsibleZ &)

AS 64800
(=W ERAS)

AS 64901

(E'7AS) = IRRIEBANSEMULIZR) Y —DER

: : AS 64801
- AS 65000 (E1AS) : (R 22YIAS)
v ) 4
» M\ 0
> « > « > «
! v/ !

AS 65102
(BEEDEEAS) A\ AS 64900
BGP Import PolicyDfl (E7AS)
1. BOGONSHREZBPAS/ N\ ZEN R IREE DG
2. BASIRBRDIEE JPIRR::AS-XYZCORP
3. IX¥XER DR
4. PrefixRDMRVVERER DIREE
5. RPKIN Invalid & 72 D IREE DAL EE
6. IRRZTTICERK L7=Prefix List &2 U'AS Path GroupT
FBEI NI DHEFA]
+ BRI ANOBGPOI 1 =71 {0

AS 65100
(BEZEAS)

AS 65101
(B DEAEAS)
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AS 64901
(E°7AS)

AS 65102
(B DEEEAS)

AS 65100
(BEZEAS)

AS 65101
(B DEAEAS)

Export Policy

term export-customer-routes {
from {
protocol bgp;
community CUSTOMER-ROUTE;

} *e

AS 64800
(=W ERAS)

then {
accept;
/@ AS 64801
- =~ )3 n
AS 65000 (BAS) $ (FSTWEAS)

2001:db8:fd84::/48 (65000 64900)
=>3.BGPJV)—KJ)—7 |

» M\
& N\

2 BRICRTBZEDEA

O 1 ODwoES Import Policy .
.o;o.oooo.ooooo> XXX termtag'aS'CUStomer{
m from {
|1 protocol bgp;

BE&uLV)a1—3> prefix-list-filter AS64900;
}
then {
community add CUSTOMER-ROUTE;

2001:db8:fd84::/48 (64900)

*
> «
4
A

AS 64900
(E7AS)

JPIRR::AS-XYZCORP
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“ A “Bad Apple” problem, to the extent that you can prove its existence, #

is a system problem and a system responsibility.
Sidney Dekker, The Field Guide to Understanding ‘Human Error’, Routledge, 2014

’ it is not acceptable to have a countermeasure to merely “be more "
careful” or “be less stupid” — instead, we must design real

countermeasures to prevent these errors from happening again.

Kim, Gene, et al. The DevOps handbook: How to create world-class agility,
reliability, & security in technology organizations, It Revolution, 2021
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RFC 9234: Route Leak Prevention and Detection

Using Roles in UPDATE and OPEN Messages
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AS
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Tier1

Provider Provider Provider

Customer Customer Customer
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A —W NI BEGHERR (=ASE)DIBIRE (Role*) IDNTFEIET D

AS
65000

Tier1 AS S
65001 65002
_________________ Provider Provider Provider
1. Provider
19—V D2 TDOASADTE R IER T Z 124t
(—HERICHHliE U TH—E R &N T B)
Provider Provider Provider Provider
Tier3 EOENES
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A —W NI BEGHERR (=ASE)DIBIRE (Role*) IDNTFEIET D

AS
65000
2. Customer

15—V bADERIET —EXDRHZEZIT A
(—HREVICIZMEREICIGU TR E<Hh D)

Tier1

Customer Customer Customer

Customer Customer Customer
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A —W NI BEGHERR (=ASE)DIBIRE (Role*) IDNTFEIET D

Tier1

ez (ot —— 2%,

65102 )

3. Peer
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AS 65100 (J:i;’iiAS)>
C—

3% (Provider) AS[E
BASIRER., MUEL FOFASERER =Lk E'7 (Peer) ASHIS
BASHER. KUECTD
FASHRER Z [LER

\__l‘ (g )\(:\M::"ESOO (t_@
AS 65000 (EHAS '
WA "~ \

=/ -

F (Customer) AS[E]
Internet L DR = L3R

AS 65200 (%@ @5201 (FAS)
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RFC 9234: R Ol =2ZBGPA

BGP_ETHELV\DIEIRZME (Role)]

BRU. TBHRE (Role)JICIGU TR TT SR HIRT D

RFC 9234: Route Leak Prevention and Detection Using Roles in UPDATE and OPEN Messages

1. B8R4 (Role) DEE

2.0PENXvt—Y

BGP Role: Provider (0)

1. OPENXvt—3
BGP Role: Customer (3)

o>

2. RIETT DREDHIR

$RIRS(=(: Provider _ - -~~~ ] -
B ETHSZELE RERE{E(H]: Peer -
B0 SR En ERAPHETNSRELE  RRSEA: Peer
) B0 3 S RBEES ?E}ffy%éf@%ﬁi W
BIiEEMNMU CRIRELSER Rl TR &
#RE&%E(S(H: Customer _ IR CIRIRE IR
ERvETNSEELE T~ \ i

BN S 3 RREIES o X .
e " AS 65300
AS 65003‘(?AS) e

e/ T~

T~ < L BB Provider
R Z B TR E%E

_ #2pRZ{E(il: Customer
AN -7 2REEHA

—== B \SA HESE NS
AS 65200 (FAS)
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IX Route Server A\ DY}t
Route Server&E DEFEFEICH (T BRoleLEERINTHY K| TET D RBDOFPREITHONDS

Route Server& (DB Route Server& X TE DR
Route Server AS 65000
— 1. Route Server (RS) (B '?}S‘)
a

RSICHEER I D ASDIRER &/ ~.. 420855 =/l RS Client

S EReETHSREUE
RN &SRB EER

RS20 RS
_ - -- LR ETHSRELE
— >~ RO &SRB EER

Route Server

T~<. X EAl:RS
T~ SREEHE
RSH\SEEUVERMZ(5

& {S(ll: RS Client
_ -~ 2RBREHA

[ Ceon 7T BEOBVBAREIENS
AS 65301
(E°TAS)

AS 65302
(E7AS)

2. Route Server Client
RSICHASHEREE D1 & AREE.
FAINTVDEREREZITED
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HARICIEBGPE 7 EDIEARE (Role) IZ8ET BZ1T

Junos/Junos EVO (>=25.2R1)

FRRouting (FRR)

protocols {
bgp {
group AS65000-CUSTOMER-V4 {
type external;

import [ ... ];

family inet {
unicast;

¥

export [ ... ];

peer-as 65000;

otc-local-role {
provider;

}

neighbor 100.64.1.1;

}

log-updown;

router bgp 65100
bgp router-id 192.168.2.1
network 192.0.2.0/24
neighbor AS65000 peer-group
neighbor AS65000 remote-as 65000
neighbor AS65000 local-role provider
neighbor 100.64.1.1 peer-group AS65000
address-family ipv4 unicast
neighbor AS65000 route-map AS65000-ROUTE-MAP in
exit-address-family

1 *fBICEBIRD, OpenBGPDRETHR—bK

Juniper Business Use Only
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BGPt ‘y:JE DEEEI_LE 0)551?"&0) |:| I
OPENXwWT—T %18 U CBGP RoleZ AU fHAENEDESHZHHEVVHLIEERT D

OPENXYE—If HFBEINBRoleDIHAENTE

Internet Protocol Version 4, Src: 100.64.0.1, Dst: 100.64.0.2
;::::Ti;:ti::a;t]::;:;c:{ofol;:; :;;s:;:c: 59323, Dst Port: 179, Seq: 1, Ack: 1, Len: 68 3. Rolegﬁ.&ﬁgﬂq—
'fiﬁ:i; ;;ffffffffffffffffffffffffffffff Provider (O) Customer (3)
;T’%?E;%,?:E:E@:essage . @5100 (E77AS) Customer (3) Provider (0)
Hold Time: 9@ .
e 2. OPENX W RS RS Client (2
BGP Role: Peer (4) RS-Client (2) RS (1)

Optional Parameters
Peer (4) Peer (4)

Optional Parameter: Capability
Optional Parameter: Capability
Optional Parameter: Capability
Optional Parameter: Capability
Optional Parameter: Capability

Optional Parameter: Capability 1. OPENX‘yt—:J“
Optional Parameter: Capability
Parameter Type: Capability (2) — BGP ROle: Peer (4)

EEEEEmEEEEEEEEEE RS

BGP Role: Peer (4)

Capability: B;I:hR: /
Type: BGP Role (9)
Length: 1 @5000 (QAS)
3. RoleE&1HHERR

D Y o A X A
HAGDEICTEBENHDEE
Internet Protocol Version 4, Src: 100.64.0.2, Dst: 100.64.0.1
Transmission Control Protocol, Src Port: 179, Dst Port: 59323, Seq: 69, Ack: 69, Len: 21
Border Gateway Protocol — NOTIFICATION Message
Marker: fffffffffffffffffffffffffffrffeff

Length: 21
X EHRFC 9234 R—FUTLVRVIEES Type: NOTIFICATION Message (3)
—w N - [N » Major error Code: OPEN Message Error (2)
° TjZ"JI/I\T[j: BGPt‘J /3 J(gﬁ%ﬁ(’)tb\5 Minor error Code (Open Message): Role Mismatch (11)

(BASEIZZ [T TOTCOEEZETTD)
« Strict Mode"ZEXE 9 D EXM TDRFC 92341 IR—Z 58

—1 19
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RIRDY—F27": Only To Customer (OTC) Attribute
iR FEETHSZEURE Th S HREHF &L TOTC Attribute Z# R ICN—F 2095

UPDATEX'Wt—Iffll (OTC%:L)

Border Gateway Protocol - UPDATE Message
Marker: fffffffffffffffffffffffrfffffffes .
Length: 47 @5002 (J:})Itl,AS)
Type: UPDATE Message (2)

Withdrawn Routes Length: @ .
Total Path Attribute Length: 20 Role: Provider
Path attributes .
Path Attribute — ORIGIN: IGP Provider[]™=
Path Attribute — AS_PATH: 65000 OTC~N—2712 L
Path Attribute - NEXT_HOP: 100.64.1.1 6(
Network Layer Reachability Informatien (NLRI| BGP UPDATE R\
192.0.2.0/24 « NLRI:192.0.2.0/24 Role: Custome BG*I\TL%T?QJSZO/M OTC~NY—URL
AS 65000 (BAS) Role: RS-Client Role: RS |=| Route Server
192.0.2.0/24 /?o/@ o | (AS65400)
—3) R “ 0
UPDATEX Y t—Ifi (OTCHY) Role: Provider S, 3
Border Gateway Protocol - UPDATE Message (A
Marker: FREFFFFFreFffrrrerfffrrfffffires BGP UPDATE A
Length: 54 * NLRI:192.0.2.0/24 o,
Type: UPDATE Message (2) e OTC: 65000 Q,p
Withdrawn Routes Length: @ §
Total Path Attribute Length: 27 Customer/Peer[f]= .
Path attributes . L <
Path Attribute - ORIGIN: IGP OTCN—2&Y <
Path Attribute - AS_PATH: 65000 AS 65300
' - . 100.64.0.1 .
Path Attribute — OTC: 65000 Role: Customer (E7AS)
etwork Layer Reachability Information (NLRI)
192.0.2.0/24

—1 20
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SERRICHTBH oTCY—F 25
OTCARMILDASH SRR 7= ZEUTZBRY RSWIREEZ LR T DERICEOTCHTEINDT—IANH D

AS65000RIB

IPv4 Route

oTC

100.64.0.0/24 65001

198.51.100.0/24 65300

65400

203.0.113.0/24 65401

Route Server

Role: RS-Client

(AS65401) |"56p ypparte

* NLRI: 203.0.113.0/24

AS 65000 (BAS)

Provider[mp=E7
Remote ASNTCOTCZE {5+

BGP UPDATE
* NLRI: 100.64.0.0/24

RSD

AS 65001
(L37EAS)

RSIZBEHASNTOTCE S

BGP UPDATE
« NLRI: 198.51.100.0/24
+ OTC: 65400

Role: RS-Client Role: RS |=—=

I?o/@.

‘ N 192.0.2.0/24
RS[EIEY

Remote ASNTOTCZEff5*

PeerRI=E7
Remote ASNTCOTCZE 5+

1 *=72L. OTCEM 5T BADIFOTCHEH S INTLWVRLWESIZIRS

Juniper Business Use Only

Route Server
(AS65400)

BGP UPDATE

* NLRI: 198.51.100.0/24

. | BGPUPDATE
pr * NLRI:192.0.2.0/24
@+ OTC: 65400

\

AS 65300
(E7AS)
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OTCHMTSF INT=RIBDILER: Customer
REEEOTCOEE MU T2 LTS

O
AS 65002 (bw AS 65001 (L37AS)
BGP UPDATE
63.0.113.0/24 - NLRI:100.64.0.0/24 \100.64.0.0/24
BGP UPDATE Role: Provider
* NLRI: 203.0.113.0/24
« OTC: 65002
ASG5000 RIB
IPv4 Route OTC
100.64.0.0/24 65001 Role: Customer
203.0.13.0/24 65002 /A:GSOOO (QAS) Role: RS-Client Role:RS |=—=| Route Server
. Q%‘ o | (AS65400)
BGP UPDATE )
« NLRI: 100.64.0.0/24 Role: Provider
« OTC: 65001
BGP UPDATE
 NLRI: 203.0.113.0/24
« OTC: 65002
OTC AttributeZZEHT
FTDERFILIR

Role: Customer

e >
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AS 65300
(E7AS)
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OTCHMTETINI=RIEDIL¥h: Provider/RS/Peer
OTCTY—I N E&ILRoleH “Provider”, “RS”, “Peer’ DE 7T U TIELERU ALY

ASG65000 RIB
IPv4 Route
100.64.0.0/24

@5002 (L33AS
203.0.113.0/24

203.0.113.0/24

OTCHRNII

) AS 65001 (_E57AS)
‘04\6@ 100.64.0.0/24

<
X%

BGP UPDATE Role: Provider
« NLRI: 203.0.113.0/24
- OTC: 65002
ot
OTC %\o<°
65001 Role: Customer ;>
0

65002 — Role: RS-Client

BGP UPDATE p—

« NLRI: 203.0.113.0/24 Se,

« OTC: 65002

Role: Customer

e >

Juniper Business Use Only

Role: RS |=| Route Server
a

x (AS65400)

OTC AttributeD{F\\/=#XE&
|[ZProvider/Peer/RSICIELERUL |

&o
7
& 4

Q
J AS 65300
) 4 (EFAS)
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RFC 9234% AN3_&lC Kk SBefore/After
HASH/ZIFT TEHERFC 9234XT I ZEITOD CE T AN—DFREIRICKBD T TIVZEPFLETED

RFC9234ZZF AL TL\RLGS RFC9234%E A UI5E
@5300 (EFAS) @5300 (EFAS)
203.0.113.0/24 203.0.113.0/24

BGP UPDATE BGP UPDATE
* NLRI: 203.0.113.0/24 « NLRI: 203.0.113.0/24

AEREREARVNE |

X AETREER VL |
RUY—EELLD |

. HEWENTT1vD RUY—ZEBLLD |

WAICL D BER
Role: Peer
1L EREREDEA AS 65000 1. BREREDKA AS 6500(@
() _ (BAY) (M) _ (ERS)
BGP UPDATE BGP UPDATE Role:
« NLRI: 203.0.113.0/24 + NLRI: 203.0.113.0/24 Customer
« OTC: 65300
2. BGPIL—K)—OFE 2. OTC Attribute DML\ TL\B =8
RERIXLHRI NN
AS 65100 AS 65100
(LEJRAS) (LEIRAS)

—1 24
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REEZEMICHITS0TCHFH
OTCH SN BHRESELIBAE. BEA TEAEMNEREOFEET TS

AS 65002 (E3FRAS)
203.,Q£13.0/24

CustomerDSDZEREE & | Role: Provider
OTC Attribute DEVVRERDHEFA]
> OTC AttributeNfFE T D55 (EBGPIL—K)—0#REK |

RS-Clienth' S DZ{ERE

BGP UPDATE OTC Att”buteo)%h\ﬁﬁgo)a’EtFﬁj
« NLRI: 192.0.2.0/24 Role: Custon| BGP UPDATE > OTC Attribute DMFE T BIHEIEBCPIL—K ) —UHXES |
- « NLRI: 192.0.2.0/24 -~
Role: RS-Client Role: RS “|=—| Route Server
& 5
Role: Provider Jer
BGP UPDATE

* NLRI: 203.0.113.0/24
+ Path Attribute - OTC: 65002

ProviderH'5 DZERER AS o65300
2T DIRRETT] Y Role: Customer AP (t.?AS)
— PeerH* S DZELRER
AS 65200 (FAS) OTC Attribute DV \IRER. £7= I
192.0.2.0/24 OTC Attribute M5 IN TV BIH5EICIE.

Peer ASNE OTCODASNIEN—E T DIEREDHEFA
— > —HURVVBAIEXBGPIL— ) —I#28% |
25

Juniper Business Use Only



ZERITOT@HMIZIL DA #1
X EIMRFC 92341 IH U TULWVRWIBE CEBGPI— ) —0DEEZBIE TS T —INH D

RFC9234%E AL TL\RVIES RFC 92348 A ULTI5E

AS 65002 (3B5CAS)
203.0.113.0/24

AS 65002 (385CAS)

OTCXT[its
203.0.113.0/24 2l

Role: Peer

Role: Peer

BGP UPDATE
« NLRI: 203.0.113.0/24

*2. BB

AS 65003

BGP UPDATE
* NLRI: 203.0.113.0/24
+ OTC: 65002

AS 65001 AS 65001

AS 65003

OTCHRNHIE OTCHRXNHIE

(_EFRAS) (E°7AS) (_ESHRAS) (E°7AS)
BGP UPDATE BGP UPDATE BGP UPDATE BGP UPDATE
 NLRI: 203.0.113.0/24 * NLRI: 203.0.113.0/24 * NLRI: 203.0.113.0/24 * NLRI: 203.0.113.0/24
« OTC: 65002 e OTC: 65002
1. BGPJL— K — %4 j
| — 4R DIGEE

Role: Customer Role: Peer

AS 6500
(EAS)

AS 65000
(BAS)
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Route Server>HIfkX

ZERITHFH

RFC9234%E AL TL\RVIES

@5010 (BELEAS)
203.0.113.0/24

BGP UPDATE
+ NLRI: 203.0.113.0/24

AS 65002 (E3FAS)

BGP UPDATE
+ NLRI: 203.0.113.0/24

AS 65001 i AS 65003

D& Dl #2
EMRFC 9234IZW 5 U CWVWBBARICI—R =0 SFonNdIFUAEHD

RFC9234%FB A ULTZI5S

@5010 (BELEAS)
203.0.113.0/24

BGP UPDATE
* NLRI: 203.0.113.0/24

AS 65002 (E3FRAS)

BGP UPDATE
* NLRI: 203.0.113.0/24
+ OTC: 65002

AS 65001

AS 65003

(LEFRAS)

(E77AS)

BGP UPDATE

* NLRI: 203.0.113.0/24

BGP UPDATE

* NLRI: 203.0.113.0/24

==| Route Server

BGPIL—RJ—2 o | (AS65400)
AS 65000
(BAS)

Juniper Business Use Only

OTCH NIt

AS 65000
(EAS)

(LERAS) (EFAS)
BGP UPDATE
BGP UPDATE - NLRI: 203.0.113.0/24
+ NLRI: 203.0.113.0/24 | |_=_OTC: 65002
L OTCHIRT 5N Route Server
EROIES (AS65400)

OTCXIIt

OTCHRNI It
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Route LeakZ U7z L\F5RT—X
RFC 9234 TCIFERINTUVEB LA, Bk T — A WIS TI DO TEEZIF/- G T23EEELHD

AS 65002 (E3FAS)
203.0.113@ Junos GO

Role: Provider policy-options {
policy-statement EXPORT-AS65002 {
term PARTIAL-TRANSIT-OVERRIDE {
A, OTCHT SN o 000l bap
LR oR i . Ry A7~ A\ ;
#2884 Provider|C H 1L/ route-filter 203.0.113.0/24 exact;
BGP UPDATE }
« NLRI: 203.0.113.0/24 Role: Customer then { N
- OTC: 65200 accept; } ?a}’%'iéﬁl—jﬁ'fg‘mgm‘é
otc-local-role provider; JAEREER|-d) 1) OTC(Role
AS 65000 (BAS) } ZESZUEN B
}
Role: Peer term CUSTOMER {
from {
protocol bgp;
community CUSTOMER;
}
BGP UPDATE then accept;
» NLRI: 203.0.113.0/24 Role: Peer }
« OTC: 65200

AS 65200 (E77AS)
203.0.113.0/24
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BGP Route Leak prevention and detection with the help of the RFC9234

Radar

All the credit is due to the RFC's authors: A. Azimov (Qrator Labs & Yandex), E. Bogomazov (Qrator Labs), R. Bush (IlJ & Arrcus), K. Patel
(Arrcus), K. Sriram.

Right now and in the future

“MANRS welcomes the announcement of RFC9234 and we strongly believe
that implementation of BGP-role will help the community further protect the
Internet. The BGP-role mechanism proposed in RFC9234 will help in
preventing and detecting most inadvertent BGP misconfigurations that
create route leaks. While RPKI can safeguard against route origin hijacks, we
also need a mechanism to secure the path and protect against route leaks.
Whether it is ASPA, AS-Cone, BGP-role or BGPSec, they all provide
necessary mechanisms to safeguard Internet routing.” - MANRS

REPORTS FEATURES
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CLOUDFLARE

Route leak incident on January 22,2026

2026-01-23
@ Bryton Herdes

To help prevent route leaks in general, we are:

Tom Strickx

» Validating routing equipment vendors' implementation of REC9234 (BGP
roles and the Only-to-Customer Attribute) in preparation for our rollout of
the feature, which is the only way independent of routing policy to prevent

route leaks caused at the local Autonomous System (AS)

e Encouraging the long term adoption of RPKI Autonomous System Provider

Authorization (ASPA), where networks could automatically reject routes that

contain anomalous AS paths

HE8: https://blog.qrator.net/en/route-leak-prevention-and-detection-rfc9234_162/

—1

H#8: https://blog.cloudflare.com/route-leak-incident-january-22-2026/

Juniper Business Use Only
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RFC 9234 N DHATF: Internet Exchange CO#LH

RFC9234[LINXXPAMS-IX. France IX. MSK-IX., YYCIX’/®E DRoute Server CEEICEATINTL\SD

RFC9234 ENABLED
ON ALL LINX
ROUTE SERVERS

>~ linx

TIVATANNNNN

(AT

Written by Moyaze Shivji, Senior Network Engineer at LINX

The LINX engineering team has enabled RFC9234 on all LINX Route Servers for the
detection and prevention of BGP route leaks, usually caused by errors and
misconfigurations.

RFC (Request for Comments) — a formal document that can outline technical specs and

protocols.

CUR 11532 Tbls
PEAK 14.223 Tbis
ASNS

905

Amsterdam Platform wServices vTechnical vAbout v

AMS-IX Route Servers

+ AMS-IX Route Servers support BGP roles (RFC9234) for Route leak detection and prevention by default. We have
configured our role as “rs__server” (or RS) and BGP sessions with “rs__client” (or RS-Client) role are expected from
the other side. However, this attribute is an optional one and BGP sessions that do not support RFC9234 are still
being accepted.

B
1. LINX: https://www.linx.net/rfc9234-enabled-on-linx-route-servers/
2. AMS-IX: https://www.ams-ix.net/ams/documentation/ams-ix-route-servers

3. France-IX: https://www.franceix.net/en/infrastructure/techhub/rapport-technique-t2-2024/ of the session must be "RS_Client”.

—1

Services Vv Infrastructure v Community v News Vv Customer portal = About Vv FR EN @

Q2 2024 Technical

Update

Route Servers (RS) update :

A series of operations have been conducted to introduce new features on RS and remain up-to-date at all times. AlImost
all RS are running 2.14 or 2.15 bird version.

« BGP Roles are now available (RFC 9234) and routes with OTC (Only to Customer) attribute are dropped. Our route-
servers are configured as "RS_Server”. If you configure roles on your end (not mandatory for the moment), your side

30
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1. AS_PATH_EICOTCOEMNTFELRV/NY—2 % => Route ServerHhRFC 9234%d 5D AIgEME
1. BIUOTCOIEMADTULBAS PathD/\Y— &L THE
2. BIVASHE/INT—VICFET DHHESR => T —9 Y T+ D= hFIkF T8
3. $AHITBDASD LM 2DDASHE/INY—IICTFET DHHESR => TS5 <Route ServerbIN e T—9F-+459
4. FERICYFURWLED => Route ServerBNEEXRTHIHLTLD

2. AS PATHDORELEICLWBASHOTCHEE—H UL TLWDI/INY—2UZHH => RFC 9234Z SR THR—k

3. Origin ASEOTCOEMN—EL TL\ SRR Z T

=> Origin ASZ7z[&Origin ASDPeer/CustomerMNOTCZHR—k
1. Origin AS (X)MDTransit AS (P)Z#& i (1D DFRERICXTUL T Origin ASDIRICHKDASHEEDAS PathITIFFELTLVD)
2. PHOrigin ASERDTUV\BHREEMDAS Path/\F— 2 Z i

1. PTransit AS (P)ZH&H -> AS Path/N\F—UD P IS ENDIEDZEFRN

2. ¥&3AS PathMETHOTC == PERDTL\DN\HEER -> IE T 1L, PIZRFC 92345t
3. XMOrigin ASEZRD TL\DIRERDAS Path/\5— &t

1. AS Path/\9—UhSPHEENDEDZEHR

2. F&BAS PathOETHOTC == X&ERDTL\DHHEER -> IETHNIK XIZRFC 92345t

—1
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« VT TO—F TCREZBDZEIRICKBDBCGPI—KN =D Z#ERT D
- THEHIEIBEASE BASERERMEDIEVAS

« VUTIHEITEM R T ) D JBIHR TERT B C C (TR

“Roles MUST NOT be configured on an eBGP session with a Complex peering relationship.”

RFC9234H R & UTLV \RSRE

« BGP/\ 1+ (IP Prefix DA IEILER) -> RPKI ROA

- BASH 5 Z=<BENTZIZARDBGPIL—K—0, BENDHDEERBGPI/L— ) —2 -> ASPA
« AS_ PATHDEA X A -> BGPsec

RFC 92340D:ERE
* RFC 9234%Z HR—bhLTHY . OSHEFREDF+ )7 T —RIL—IDHFELRW GANTZIRY TIX)
e f§l. Junos 25.2R1ICTHR—b. BARERITOR2EERII—X &

« IFRFRCRFC 92347 B AL TUVBDASDELIFH S <I3EER (+1hE'—) AS &z & Internet Exchangel
(DY), BirdX?OpenBGPD'RE DY) T I IT P R—AMDBGPT—E U TEILWTEDIRETA)

—1

Juniper Business Use Only

36



RPKI Route Origin Validation (ROV)
BGPJL—4HROA (Route Origin Authorization) Z{E> THREDOrigin ASHIEUWNC & & HREF

RIR/LIR/ISP 1)y —ZZEEAE
=

—LLov-zEmEORT IR Relying Party
2.ROAEH 3. ROADEFERIREE

203.0.113.0/24
AS65200, maxLen /24

4. 1REEBEAHROADEUS
ROA (RTRZORIIL)

AS_PATH: 65102 65101 65200

BGP UPDATE
* NLRI: 203.0.113.0/24

AS 65000 (BAS)

AS 65200

203.0.113.0/24 AS65101

Validation
State

Valid

Invalid

IPv4 Route AS Path

65102 65101 65200

203.0.113.0/24

AS 65300
(FRIEAS)

AS65110

l
BGP UPDATE
—1 37
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Autonomous System Provider Authorization (ASPA)
BGPIL—4MRPKITERZINIZASPAZ TI T UM ZE{F > TRERDAS PathDIE LM & +REE

RIR/LIR/ISP 1)y —ZZEEAE
=

1. UV —ZSERREDRT e i Relying Party
2. ASPAEH

AS65200
Providers: 65101 (v4)

BGP UPDATE

3. ASPADETFERIRIL

4. {REERAASPADES

(RTRZ’ORIL)

* NLRI: 203.0.113.0/24
AS65101

AS 65200
203.0.113.0/24

Transit

AS65103 AS65104
BGP UPDATE _ ,
GPU

IPv4 Route

¥ 203.0.113.0/24

AS 65000 (BAS)

Validation
State

65102 65101 65200 Valid

AS Path

65104-65103-65101-65260 | Invalid

5. ROAFIRE DESIEHEER

J

* NLRI: 203.0.113.0/24 BGP/L—K1J—%
— > “Valley-Free Routing” |55k 93—k
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