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We have been continuously collecting RESIP proxy addresses since 2020.
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= Softbank BB

date diff>0 = NTT
m au one net
m K-Opticom Corporation
= So-net
m Biglobe
m Chubu Telecommunications Company
m Rakuten Mobile Network
s NTT PC Communications
m Asahi Net
n QTNet
= TOKAI
= J:COM

Jupiter Telecommunications Co.
s VECTANT
= |nternet Initiative Japan
m Fujitsu
= @Home Network Japan
m NTT Docomo
= Internet Multifeed Co.
= KDDI
= STNet, Incorporated
= JPNE
= ARTERIA Networks Corporation

asn cnt_ip #4a 2R

Softbank BB 49290 19% 19%
NTT 48021 18% 37%
au one net 33896 13% 50%
K-Opticom Corp 13130 5% 55%
So-net 10523 4% 59%
Biglobe 9052 3% 63%
Chubu Telecomr 9051 3% 66%
Rakuten Mobile 6334 2% 68%
NTT PC Commu 5469 2% 1%
Asahi Net 5347 2% 73%
QTNet 4714 2% T4%
TOKAI 4375 2% 76%
J:COM 3891 1% 78%
Jupiter Telecom 3885 1% 79%
VECTANT 3844 1% 81%
Internet Initiativg 3603 1% 82%
Fujitsu 3362 1% 83%
@Home Networl 2557 1% 84%
NTT Docomo 2552 1% 85%
Internet Multifes 2425 1% 86%
KDDI 2296 1% 87%
STNet, Incorporg 2236 1% 88%
JPNE 2142 1% 89%
ARTERIA Netwo 2023 1% 89%
Energia Commu 1479 1% 90%
NTT-ME Corpor 1359 1% 90%
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RESIPT—4 M43 H(911S5 : ISAC2022)

« IPC EDOA&ETFHAM (date_diff = last_seen - first_seen )
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- REFEEBIHETHIESNBIPICHITD 7 I7« T (days / date_diff )
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RESIPT—4M43H7(911S5 : JISAC2022)

=4+ =__ =]
* IP’%}LD-I_T gd)ﬁ:ﬁ ’E‘Ir\l_\__l\ ip_address days first_ seen  last_seen date_diff
222.8.74.188 19 2021/1/28 2022/1/15 352

ﬁﬁ?—ﬂ?m%%@ﬁ¢®ECTTFﬂxﬁﬁot#bﬁéﬁm
SO OB 'O 0 5 3T 0 0 0000 o 3 EROEA
2021/1/28 — 2022/1/15
- Livefeeed EDRF(IRICIID,
(REDKE L 245ELUADT —5F EDEREENDE)

T unixtime ip_address date
\Hf Ay 'S y - - \ tg_l_ — = 1 1611705448 222.8.74.188 2021-01-28
* E O)/]/ / /T / I\ ﬁ*ﬁ (L— a_b (/ t \ I P%} IJD T - 9 t (j: 2 1611795506 222.8.74188 2021-01-28
NI %_&L H% =] TD j 177> h cl:_ SH\Ex 5|£|J E_C =AY 3 1612020028 222874788 2021.02.08
L /7\\©\ o 4 1612652208 222.8.74188 2021-02-07
5 1613188622 2228.74188 2021-02-13
—— 222.874.188 6 1613285815 222.8.74.188 2021-02-14

— —
7 1613620622 222874788 2021-02-18
oys
8 16136890071 222.8.74.188 2021-02-19
VA= | H=
L] y q: S O)—'— , 25 1619013394 222 874188 2021-04-21
S — o
]
21/0°
202

26 1619062088 222.8.74.188 2021-04-22

2222222222 2021/04/06 1/05/10 2021/06/13 2021/07/17 2021/08/20 2021/09/23 2021/10/27 2021/11/30 2024/01/0:
1/02/14 2021/03/20 2021/0442] T 2021/05/27 2021/06/30 2021/08/03 2021/09/06 2021A10/10 20211113 2021/’/ 27 1619087685 222.8.74.188 2021-04-22

' — — 28 1640564592 222.8.74.188 2021-12-27

\ 1 29 1640566119 222874188 2021-12-27
R ES | P (\:_ 0) Bg E Ii'—j‘ﬁ \1 A Z 0) ﬁaﬁ L— %Tfl: 7,J§~ 37,) 5 T :E) 30 1640568210 222.8.74.188 2021-12-27
— N

31 1640568212 222.8.74.188 2021-12-27

RES'P C\_,_ 0) Eéﬁ ﬁll‘ﬁib§55 L\ 32 1642212280 222874788 2022-01-15
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https://krebsonsecurity.com/2022/07/a-deep-dive-into-the-residential-proxy-service-911/
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911 S5 Botnet Dismantled and Its Administrator
Arrested in Coordinated International Operation

Wednesday, May 29, 2024 For Immediate Release

Office of Public Affairs

date cnt_ip
2022/7/21 19656
2022/7/20 25696
2022/7/19 26281
2022/7/18 26811
2022/7/17 26042
2022/7/16 26484
2022/7/15 21669
2022/7/14 25040
2022/7/13 25003
2022/7/12 23953
2022/7/11 24242
2022/7/10 24082
2022/7/9 24047
2022/7/8 24348
2022/1/17 23752
2022/7/6 24290

https://krebsonsecurity.com/2024/05/treasury-sanctions-creators-of-911-s5-proxy-botnet/
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After 911 S5 shut down, users dispersed across many services
ZOFER. JOFHODEZSFYUIHRE(CIRD T
Monitoring Proxy Exit Nodes Has Become Difficult

[V IPIDEA A3C S5 PROXY @ S5Proxy° () PIA S5 Proxy®

—EBDH—EX(F911DRABMTH D EZAME(CPRU TEE.
Some services openly promote themselves as replacements for 911.
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The Hopeless Crisis Surrounding
Residential Proxies
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https://krebsonsecurity.com/2022/07/a-deep-dive-into-the-residential-proxy-service-911/

F. M, P. Plante, and G. Joly. lllegitimate residential proxy services: the case of 911.re nd its iocs, https://gric.recherche.usherbrooke.ca/rpaas/
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—Exit Nodes

IE#7 Legitimate Methods:

- JOFFHDUSBT /A RCE/ A IVERREST AZKRE (CHEHE

- Deploy multiple mobile broadband modem dongles on
a USB-hub-based dedicated proxy device to provide scalable
upstream connectivity.

USB-Modem Centralized Management

Solution

proxidize
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Operation to Disrupt Proxy Botnets by Black Lotus Labs, SPUR, and Synthient
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Packet Fingerprinting Techniques (Enterprise Detection)

Use JA4L and TCP/TLS response-time patterns to estimate proxy-like behavior

° \ (1)
Client Proxy Server Z O -'-'F SFIET
EUVWHDFELE
. brows ¥ | proxy v (Bl + |jadl +¥|abs(a-c) .: v
© l L a) TCP syn/ack — ack 0 sf & AIE chrome |7o*oniL 239_63_753 .
‘ —N<->T7'AF: —— -
® ( 5 ¥ (¢ 7R%EY) chrome |7a%o 4L 15087_46_12293 .
~rome |7 0% %L 15187 _48 12378 |4
syn .
YT ~ 1120655 b1 302067 rome _|iproyal 1[EE [120655_51_302067
_a.dl_pr VA RS rome |iproyal 1[EE |120181_51_309496
ﬁa‘sﬁ )i TP 3way 120181l 51! 309496 rome |iproyal 2 EE |88405_115 229545
A - - .
"Handshak rome |iproyal 2EE |19999 47 305245
chrome [iproyal 3[@E [97037_114 495422
Client Hello . -
Serve Hello TLS 4Way brows ¥ [proxy v |E# v |jasl Y -
Handshake c) ServerHello—Client Finished® chrome |7ox<#L 239 63_753
Change Cipher| Spec/Finished iR A chrome |7R%o 7L 15087 _46_12293
Change Cipher Spec/Finished (F=ri<>9747>H) chrome |7a%s %L 15187 4812378
chrome 922| 1 @B |12351_53_283844
chrome 922| 1 @8 9948 53 227509
chrome 922| 2 @B |11023_53_218652
chrome 922| 2@ E 9891 53 218073
chrome 922| 3[EE |21036_53_284776
chrome 922| 3@ E 9928 53 218318




Ny WD« 2 H—TU T« 20 TORE
Packet Fingerprinting Techniques (Enter

Drise Detectlon)

Proxy routing alters TCP parameters (e.g., MSS, window size), causing JA4T fingerprints to differ from the client’s real

device fingerprint

Client Proxy

Fingerprint

"1 65535_2-4-

8-1-3_1
65535_2-4-8-1-3

JOFRBDIALT

382_
141

— ‘IIIIii‘j‘ll"rﬂ' hd
Handshake

Mac CiE#Z )77 Utz A UTZKFD
JAAT Fingerprint

65535_2-1-3-1-1-8-4-0-0_1460_6

Cigeie e
Options: (24 bytes), Maximum segment size, No-Operation (NOP), Windov
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 6 (multiply by 64)
Kind: Window Scale (3)
Length: 3
Shift count: 6
[Multiplier: 64]
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - No-Operaciun (NOP)
Kind: No-Operation (1)
TCP Option - Timestamps: 1Sval 390880287, TSecr @
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 398880287
Timestamp echo reply: @
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - End of Option List (EOL)
Kind: End of Option List (8)
TCP Option - End of Option Lisc (EOL)
Kind: End of Option List (@)

|

MSS decreases when routed through a proxy.

JA4T - TCP Client Fingerprint Examples

OS / Device

JAALT

Windows 10

64240_2-1-3-1-1-4_1460_8

Ubuntu 22.04 on Win10 WSL

64240_2-4-8-1-3_1460_7

AWS Windows Server 2022

62727_2-1-3-1-1-4_1460_8

AWS Unix

62727_2-4-8-1-3_1460_7

AWS Unix (internal)

62727_2-4-8-1-3_8961_7

Android 12

42600_2-4-8-1-3_1460_12

Android 13

65535_2-4-8-1-3_1460_9

OSX/iOS (all versions)

65535_2-1-3-1-1-8-4-0-0_1460_6

https://medium.com/foxio/jadt-tcp-fingerprinting-12fb 7ce9ch5a
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