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sudo wg-quick up wge@
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# wgl.conf (#&#E)
[Peer]

PublicKey = abc123xyz... — HFOLHGE
AllowedIPs = ; /
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# SMA(A > —F v METR)
sudo tcpdump -ni ens18 udp port 51820

# A (WireGuardh>2:ILRAER)
sudo tcpdump -ni wg@ icmp
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REEFERO MMl (ens18)

12:34:56.123456 IP 263.0.113.1.54321 10.128.1.10.51820: , length 148
12:34:56.234567 IP 203.0.113.1.54321 10.128.1.170.51820: , length 92

12:34:57.345678 IP 2063.0.113.1.54321 10.128.1.10.51820: , length 128
12:34:57.456789 IP 16.128.1.10.51820 > 203.0.113.1.54321: , length 96
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12:34:57.400000 IP 10. .8.0.1: request,
12:34:57.4600123 IP 10. .8.0.2: reply,

12:34:58.400000 IP 10. .8.0.1: request,

12:34:58.4600087 IP 10. .8.0.2: reply,
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, length 64
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, length 64
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sudo tcpdump -ni wg@ -XX icmp

05:12:33.223520 IP 10.128.1.31 > 10.0.1.2: ICMP echo reply, id 28373, seq 245, length 64

0x0000: 4500 0054 4ac2 0000 4001 1947 0a80 ©11f E..TJ...@..G....
0x0010: 0abod 0102 0000 ebca 6ed5 0Of5 6a3e Badl ........ n...j>.A
0x0020: 0003 49e5 0809 Babb Ocod Bedf 1011 1213 ..I.............
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sudo tcpdump -ni ens18 -XX udp port 51820

Ox0000: aabb ccdd eeff 1122 3344 5566 0800 Ethernet (MACZ KLR)
OX000E: 4500 xxxx xxxx 4011 xxxx cbeo 7101 E

1 45=IPv4 7 203.0.113.1 (X{EXTIP FHHD !)
Ox001E: 0©a80 B10a XxXXX cabC XXXX XXXX

T 10.128.1.10 (ZB&RIP FHSH !) T cabc=51820 (port F®H 5 !)
OX002A: 0400 0000 XXXX XXXX XXXX XXXX XXxX WireGuardAw# (Type=4)
Ox003A: ////// BEEXRAO—-F ZZhol //////

Ox04cO: 5a13 7574 edb3 b867 ff55 6288 b99a Z.ut...g.Ub

0x05d0: eece 93c4 bc74 <« FKE16B = Poly1305 MAC

e IP - UDP NV A IFFEX
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