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NANOG 21 & 22 Meeting B{EIE

J@ NANOG21 Meeting
HARE - 2001/2/18(H) ~2/20 (k)
157 : Atlanta Sheraton Hotel (Atlanta, Georgia, U.S.A)
Local Host: Riverstone Networks.
S0 : $96504 (B HREH)
KIGARYET—Y
+ IPv4/1Pv6, unicast/multicast(f# . H.261, MPEG-1/2)

+ Ethernet(10Base-T) . FE#EZLAN(802.11[2 Mb/s, 11 Mb/s], 2.4
GHz/915 MH2z)

# NANOG22 Meeting
HAME] : 200158 20H(H)~5A22BH(X)
157 : DoubleTree Hotel (Scottsdale, AZ, U.S.A)
Local Host: Centergate Research.
ZI0%4& - $96504 (B
KIBRRIET—H
+ NANOG21£&[EIL
o BEIANDNERELGY ., BIRELANIZ SIS DR AAI—ED A TUEUR
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2125 E = (NANOG22 in Scottsdale)
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NANOG 21 Meeting Topics
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Agenda http://www.nanog.org/mtg-0102/agenda.html
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5@ General Session 2/19

Multiservice Core Design

Reasons Not to Deploy RED (or, "On the Limits of Active Queue
Management")

DDoS Attacks and Pushback

Review & Analysis of Y2K vs. Previous Years' Outages
Analysis of Network Outages and Events in the Year 2000
Compared to Previous Years

FlowScan
Single Source Multicast: The Multicast Broadcast Model

Blurring the Lines Between Circuits and Protocols:
Plans to Re-Organize Sub-IP Technologies in the IETF

BGP MED Oscillation

Dynamic Service Provisioning in Converged Network
Infrastructure

Panel: Provider-Provisioned VPNs




Agenda(2)

# Evening BOF 2/19
= Network Policy
m FlowScan
. AAA
m Data Center BOF Il
# General Session 2/20
m Panel: Global Routing System Scaling Issues
= IPv6 in Mobile Wireless Networking
s Network Policies: Current and Proposed (BOF Follow-Up)
= New Version of the RIPE Database
= Very Short Reach OC-192/STM-64 Interfaces
m Florida Exchanges Facing South: NOTA and the MIX

# Tutorial 2/18

m Exterior Routing 201: The Full Picture
s Understanding Standards Track IETF MIBs
m Customer Satisfaction 201

TTGN
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Panel: Global Routing System Scaling Issues

& EM
= Global Routing tableEX. IP addressMDE| 2 TpolicyDZE 1L . ASESZ|
L THATEHEBAIZIEM,
# Routing Tablelg XIZxtd 5

N

l\_ I~“|717 0) ﬁ F[:IT\ p—_ | I Globlal routin:;j table vls Moore'ls law | I
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u A_7®;£EIJ 0) 1/20)15 j]l:l$ 150000 [~ Double growth ]
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» New routing architecture ]
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s prefixs % . BGPMUpdate/Withdraw® 53 #r4i &
s ASES D4BytefbIZDULNT
+ Protocol DFEFE :2001/1Q. Testh 2001/2Q. #EAFEA2001F
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Panel: Provider-Provisioned VPNs

& RORDIETFCOVPNIZEE T 5 &M
= 2000/71=Network-based VPN(NBVPN) BOFH\BAfE =4 1=
o SEENS-TYMNEILIT 2000/12DIETFIZTProvider Provisioned VPN (PPVPN)
EBMER
® ERYPE
m MPLS-based Layer2 VPNs
¢ CNFETOHBIFZVPNIZ, ATM/FRZFIBLTI=7V Ay D2 He
+ ProvisioningM#E . FEyIKYMNR Y —[2IAMKTE. EE*9FTI-9D
=HERERIK
+ MPLSZRIAL. I7&L1yy DHRED BEE B 1E
¢ 12D ITETRTOY-E'A%Z{E#: L2 VPNs, L3 VPNSs, etc.
m Network based IP VPN Architecture using Virtual Routers
o BB AT-37 VEFEATHMMEZ 5 L1=VPNY—t 7 #E
+ VRDFEZ V7N n—F )17l mE TEI—4%Zemulation
= Deployment of MPLS VPN in Large ISP Networks
* MPLS VPNZEZ[ERIIZ2vb)—INEBE AT DFERBT
® B AU-29MNREIPY-E AR TODHSE

n Ar—=7t!
TTGN *Eﬁﬁli =3 JT'f%
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Network Policies

/‘@ NANOG21&2202[H], BOF&Session
& ZISPLHEDERZEHLNA L. Layer3dPolicy (Routing, Filtering) d
BN ERFEERZEER
# Peer Routing Policy
s Registry&#HH 5 DFiltering (Quality (X FE 152 7E)
s E|HIBER TOFiltering. max-prefix count TAFiltering
s RH7EADdressER &
# Customer Routing Policy
= Peer routing policydkYaggressive
s AS path filter&Yprefix filterhS—A%#4
= Multi-homingm—i&# . specific’t iR IS E 2 HE@EHY
# Filtering Policy
= Reverse Path Filtering(loose/strict)
s RE|YTFZRLRAZEMDFiltering (ACL) . draft-manning-dsua-06.txt
® GTHEIDEIGIEETHDOMN?
n FHYHIEL
TTQN m Do what you can to keep your corner clean
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Other Topics

N

5& FlowScan - http://www.caida.org/tools/utilities/flowscan/
s 29NTI=IMSEYIDLE -, B 2T IMEY -

a 7')—Mopen systemfY7tIz7Nyhr—

# BGP MED Oscillation

s RRA2Confederation|Z&H T AMEDEREIZ LY . endlessZiconver-
gence loopZREIELEBNLH D

# Florida Exchanges Facing South
s JAYFITHLGRILEN S 2D DRI IXDFET
= NOTA(NAP of The America)
» NSFD 7K, Carriert>ISPAEHEL THEZET DHNAP

» PacBell NAP. Ameritech AADS NAPZ FAVF1-Telcordiah %t
s FloridaMIX

+ BellSouthlT&k 4. V47317 CIHRTIC & 59 HE A G R A7 i 5%
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NANOG 22 Meeting Topics
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Agenda http://www.nanog.org/mtg-0105/agenda.html

N

@ SUNDAY TUTORIALS — 5/20

s BGP Techniques for Service Providers
m Basic ISP Traffic Engineering Tools and Practices
= ARIN Policies and Guidelines)

4% MONDAY GENERAL SESSIONS —5/21

s Welcome, Introductions
m Estimating Global Denial-of-Service Activity

s Observations and Experiences Tracking Denial-Of-Service
Attacks Across a Large Regional ISP

= Practical Approaches to Dealing with DDoS Attacks

= A Fine-Grained View of High-Performance Networking
= Some Initial Measurements of Prefix Length Phyltreing
= |Pv4 Address Space Allocation and Usage Trends

= Progress With the DNS Security Extensions

= A View of the Future: The IP-Only Internet

TTGN 14
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N

© MONDAY BREAKOUT SESSIONS 7w

Introduction to IP Multicast Practice
SNMP Update
More on Network Policy - Sequel to a BOF, Prelude to a Tutorial

# Monday Evening BOF

Internet Routing Registry Coordination

# TUESDAY GENERAL SESSION — 5/22

The New IETF Sub-IP Area - A Brief Summary for Service Providers
MPLS Enhancements to Support Layer 2 Transport Services

Very Pleasant/Painful Networking: The Highs and Lows of Building and
Maintaining VPNs

Operational Experience with IPv6 Migration
An Information Sharing and Analysis Center for the Internet
Inter-Domain Content Networking

# Closing Remarks

TTGN
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DDoS Attack|ZBH 9 5 F & (314)

“#® DDoS Attackh &N
= 2000/2 Yahoo, Ebay, E*trade’g & AN 13 EMDDoS Attackzx 5215
x 2001/1 Microsoft DDNSHEEEZIT. cDERBLLEL DY A+ THE
MEMMLTLNS
s LML, CSI/FBIDRAEHELIIZ, EERODDITICHELT—42H
Bonlz<Ly
& ERlDFEFRPE

» Estimating Global Denial-of-Service Activity
(http://www.caida.org/outreach/papers/backscatter/usenixsecurityOl.pdf)

o ERE(IZInternet L THE AL TLVADDOS AttackD EREZ HE A

m Observations and Experiences Tracking DoS Attacks Across a
Large Regional ISP

* FEDISPICTEEDDoSDRRZEALFHERDLAR—F
» Practical Approaches to Dealing with DDoS Attacks

+ DDoS Attack DEHEBZ DR E T S &Y BER U
FilteringlZ&kAx s ZTOFED RN
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Estimating Global Denial-of-Service Activity

R
. BROSTINERYRADTEIZLY
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s EERXTRLRZBDEITERY
WERZRL. WEAZEMSED

HEEDWNIEBREHEA—/\TJO—XE5
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Estimating Global DoS Activity (2)
& EEMNEOEE
s EETTRUANSUALTHAZEIZEBL. LSOOI DIREEE
L\f=ET. Internet L TODOSHEREEZEEMIZHHT
 RFE
+ SPoOfENTWWABTRLANSUZ LTHAHZE
s IBESHEEDIEYILAEEIZEESINTEY., D
backscatterME=ZZELEICEESN TS E
¢« BRLTWEWSEYITRIESN =B D H T X Thackscatter

THdZE
. BEFE () -HEEE @
* /18D 4yM)—)IZx 9 Hbackscatterz & R
* /8lF. £ 7L RZERIN1/256 =5 i
o 3iERI(2001/2/1~2/25) 03Bl 7E &R °C ]

R

+ INEEE 12,805, #HE 7L X:5,000%
o BAVI-FIPTIE, 20 EBRDRBEN Hof-LHfEE /8 Network
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Estimating Global DoS Activity (3)

N
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& THTRER (5

HE . LR—RSER)

s 1BFRIC EDHEHZL:30~20055F TH
s RIGTORIILDEEH

+ TCP(RST ACK)A'#950%

¢ ZALIZSYN flood or FHALIEWTCPHEDRHER LHEEINDS
« ORISR

+ TCPAZECH

o BWHEER—FNZ LN, ZDOHM, IRC, HTTP, Telnet, Authd#i&

T Z2 i o ey e
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Estimating Global DoS Activity (4)

p
» ®EREOEAK
s REZHRELTVNS=O . BENEEFTHEREE-HLTLNSAMN?
—MIEUEBRENFL
s T
+ Backscatter&L TERBISNL ="y EPort ScanZi & TIZEREA TELLY,
i, 98% Dbackscatter DN ryMI LB ZEIRSELN =6

o BIDIMIILF=#9FI-9(3%x/16) [T, —BLI-IEREZHB TS
+ Asta NetworksD/\y I R—> CHREIN-EREL—
& tEEm
n ZLDHENITHNTEY., WDWOMEIMEY KIRIE
n 3EfET12,000 A 5K E. 1:EE TIEL5,0002E2 5
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+ REIR EHNIRE
o JL—=BEEATSOTO—FNURNKHEX R
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Some Initial Measurements of Prefix Length Phyltreing
(http://psg.com/~randy/010521.nanog/)
p
U
# Prefix Length Filtering|Z k5 BEBFZ IR E & EI = E DIRELE
= Telstra(JAER) . Univ. of Oregon. RIPE. Verio customerMBGP Table% ¥
® JAETE
s Private Address?gE ZFilter outL=tMEA-AELTERE
s LT DFilterz@ALI-5E OHEIBERBERIZETFLAZEIE
o 24K YR prefixZdl &
+ RIRDEIY LYK Class A-BDprefixz Hllb&
+ 206l ETRIRDEIE KLY KL \Class COprefixz HIlfx
& IEEE
s RIRDMAFLTWSEIZTAOYIAREES>TLVY ., AT TGN R
g ILETT@/Z@J?I#?)H‘TI'\ Lt=ET B, FilteringlZ&kYZ DI EMN
FONLGLVRENRET S
—H)“ E R 125t L TPayLELNEDAE 2 DY —REHET DL E
® %I:IFIH:H

s BRIRHEIBOBRBEOKRKEIL. ARUBIZXT BFilterm s (3~4 F XK . RE
$90.15%)

s REEZEOLRESOKREL., CITR T SFilterhin (3~4 F R . F1ZEF90.3%)
TTGN" -—ODEPFHEVéH%@wﬁ»J;s\%,m;;L\
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MPLS Enhancements to Support Layer 2

_ Transport Services

& B

s Layer28niXl(d. MPLSOEFLWLNZ T r— 3>

s IP/MPLSHYRT—OZRB LTS TANAF IR LT, Layer2Y—E
ADiEHZIREET D

s MPLS®Label stackingD#EEIZ kD7 v T —I DR

. i;‘yI;:U—Od):TIZEBL\’C(is KYDigWharoiav DHERT BT

Tk

» BRIDOY—ERIE, RYET—ID Iy IZTProvisioning

@ *IJ R ity
s MPLS-based Layer 2VPNs (L2VPN)

+ draft-kompella-mpls-12vpn-02.txt

= Transport of Layer 2 frames over MPLS
+ draft-martini-12circuit-trans-mpls-05.txt
+ draft-martini-12circuit-encap-mpls-01.txt

+ Full or partial mesh provisioning requires automated
management tools
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Operational Experience with IPv6 Migration

/@ R ADMESA (BRTEUSC/ISI) IZX 5 FESEK
@ NSPIXP6D KR AOIPVE IXDE R
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Other Topics

& A Fine-Grained View of High-Performance Networking
x 99.99% DS FEMEH1599.999%~ M fiff H B FE 7
#® IPv4 Address Space Allocation and Usage Trends
s IPVADTELRENIZBIRRD DT ERIRD T 4B/ F RID LEHEPR
# A View of the Future: The IP-Only Internet
s RO BEERBDOEEZE. IPv4 Transport Corek &z 5ldea
# An Information Sharing and Analysis Center for the
Internet
s EEERGEEZHEI LI —DERIEDBN LB NER
# Very Pleasant/Painful Networking
s IPsecA —ADVPNIEEDA)yk-T A1)y 28E
# Inter-Domain Content Networking
s RELCDNRE TD ContentsEL{E D EIE T EICRET BT EIM RS

TTGN 24

N




Next NANOG Meeting

J@ NANOG 23 Meeting
s Date: October 21-23, 2001
s Place: Oakland CA
= Host: Cisco Systems, Inc.
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