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Model Driven Manageability
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Model Driven Manageability

Model-Driven APl (NETCONF/RESTCONF)
OpenConfig Streaming Telemetry / IETF YANG-Push
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Native vs Open Data Models
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Model-Driven Telemetry % 7€ {5l

telemetry model-driven

destination-group DGroupl _
address family ipv4 192.0.2.1 port 5432 €
encoding self-describing-gpb
protocol tcp

!
sensor-group SGroupl — _
sensor-path Cisco-I0S-XR-infra-statsd-oper:infra-

statistics/interfaces/interface/latest/generic-counters

omsor group-id. _
b
sensor-group-id SGroupl sample-interval 10000

destination-id DGroupl

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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sensor-group: B9 4T — 2 DIETE e

telemetry model-driven YANG Model

sensor—-group SGROUPI1 x////

sensor-path |Cisco-I0S-XR-infra-statsd-operflinfra- ;D

statistics/interfaces/interface/latest/generic-counters

/

subtree path

BRKSPG-2999 11




YANG¥E 7 JLIEGithublZ 2 B S

YangModels / yang 1
<> Code Issues 27 Pull requests 0 Projects 0 Wiki Insights Create new file Upload files Find file Clone or download ~
Branch: master | yang / vendor / cisco / xr / 641/ Clone with HTTPS @ Use SSH
3 einarnn Initial commit of 105 XR 64.1 models Use Git or checkout with SVN using the web URL.
https://github.com/YangModels/yang.git @,
Bl asrok-px Initial commit of 105 XR 6.4.1 models
k-x64 Initial it of 105 XR 6.4.1 model
i aerke e cemmre mofeE Open in Desktop Download ZIP
| hfr-px Initial commit of 105 XR 6.4.1 models
B ncsGk Initial commit of 105 XR 6.4.1 models

i xrv9k Initial commit of I0S XR 6.4.1 models o 500ﬁL\T/\° |/—¢/3 YANG :E7__\\)|/75§7$
) Cisco-I0S-XR-Ethernet-SPAN-cfg.yang Initial commit of I0S XR 6.4.1 models ET%) ( |0OS XR6.4. ZIE'E )

E| Cisco-105-XR-Ethernet-SPAN-datatypes.yang Initial commit of 105 XR 6.4.1 models
E| Cisco-105-XR-Ethernet-SPAN-oper-sub1.yang Initial commit of 105 XR 6.4.1 models
E| Cisco-105-XR-Ethernet-SPAN-oper-sub2.yang Initial commit of 105 XR 6.4.1 models
E| Cisco-105-XR-Ethernet-SPAN-oper-sub3.yang Initial commit of 105 XR 6.4.1 models

aeof Nttps://github.com/YangModels/yang/tree/master/vendor/cisco/
Xt

© 2018



HETBY TV —DBRLE _—

S pyang -f tree Cisco-10S-XR-infra-statsd-oper.yang \
+ pyang [ZYANG :E7_- ) [,:&:]:&5 1=-5HD --tree-path infra-statistics/interfaces/interface/latest/generic-counters

A\ Y
J—b module: Cisco-10S-XR-infra-statsd-oper

e ETFILDONYFT—3> +--ro infra-statistics
+--ro interfaces

- MOETIL (Yin, XMLAF—TF)~ +--ro interface* [interface-name]
Eift +--ro latest

o &L +--ro generic-counters

+--ro packets-received? uint64
e Y)—KXTRIRITAH_EHLTES +--ro bytes-received? uint64

+--ro packets-sent? uint64
+--ro bytes-sent? uint64
+--ro multicast-packets-received? uint64

https://github.com/mbj4668/pyang
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FE 7 Sensor Path: X T AL EEESD

Data Model

Interface Oper State Cisco-10S-XR-pfi-im-cmd-oper:interfaces/interface-xr/interface
Cisco-10S-XR-infra-statsd-oper:infra-

Interface Data Rate statistics/interfaces/interface/latest/data-rate
Cisco-10S-XR-infra-statsd-oper:infra-

Interfaces Stats statistics/interfaces/interface/latest/generic-counters
Cisco-10S-XR-controller-optics-oper:optics-oper/optics-ports/optics-

Optics Ports Info port/optics-Info

Uptime Info Cisco-10S-XR-shellutil-oper:system-time/uptime

CPU State Cisco-10S-XR-wdsysmon-fd-oper:system-monitoring/cpu-utilization

Memory Info Cisco-10S-XR-nto-misc-oper:memory-summary/nodes/node/summary

Processes Memory Cisco-10S-XR-procmem-oper:processes-memory/nodes

NCS5500 NPU Stats Cisco-10S-XR-fretta-bcm-dpa-npu-stats-oper:dpa/stats/nodes/node

Cisco-10S-XR-fretta-bcm-dpa-hw-resources-
NCS5500 NPU Resources oper:dpa/stats/nodes/node/hw-resources-datas/hw-resources-data

BRKSPG-2999 14



FE 4 Sensor Path: 703 )L EEEaT

Data Model
Cisco-10S-XR-ethernet-lldp-
LLDP Info oper:lldp/nodes/node/neighbors/summaries/summary
Cisco-10S-XR-ip-rib-ipv4-oper:rib/vrfs/vrf/afs/af/safs/saf/ip-rib-route-table-
IPv4 RIB Info names/ip-rib-route-table-name/routes/route
Cisco-10S-XR-ip-rib-ipv6-oper:ipv6e-rib/vrfs/vrf/afs/af/safs/saf/ip-rib-route-
IPv6 RIB Info table-names/ip-rib-route-table-name/routes/route

Cisco-10S-XR-ip-rib-ipv4-oper:rib/vrfs/vrf/afs/af/safs/saf/ip-rib-route-table-
BGP IPv4 Routes Info names/ip-rib-route-table-name/protocol/bgp/as/information
Cisco-10S-XR-ip-rib-ipv6-oper:ipv6-rib/vrfs/vrf/afs/af/safs/saf/ip-rib-route-
BGP IPv6 Routes Info table-names/ip-rib-route-table-name/protocol/bgp/as/information
Cisco-10S-XR-ipv4-bgp-oper:bgp/instances/instance/instance-active/default-
BGP IPv4 Neighbor  vrf/neighbors/neighbor
MPLS-TE Tunnels Cisco-10S-XR-mpls-te-oper:mpls-te/tunnels/summary
RSVP Interface Info  Cisco-I0S-XR-ip-rsvp-oper:rsvp/interface-briefs/interface-brief

BRKSPG-2999 15
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SYN
* TCP & gRPC (from 6.1.1)

* UDP (from 6.2.1) * gRPC only (from 6.1.1)

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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destination-group: %g 3¢

telemetry model-driven

destination-group DGROUP

address family ipv4 192.168.1.1 port 2104
---- and/or ----

address family ipv6é 2001:db8::1 port 2104

encoding self-describing-gpb

protocol tcp

x Dial-InAxX D &EF (X address family ...

17



“Decode”

 Compact GPB

« Self-describing
GPB

- JSON (XR 6.3.1)

“Encode”

IoaA—TAV T E T3V — OB TEETELIRAICEH
LY—NE DT —2EERMICE—DIE—ZERT 51-OITTa—FEENE

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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GPB compact vs. GPB self-describing

GPB — “compact” GPB - “self-describing”

28RN fFREL
OperationZ X J YANGETIILEIZAYtE— Telemetry~Ny& M Ayt— % £ (proto)
UEZ( proto) 774»75\4(,\% 274ILDH

© 2018 Cis affiliates. All rights ved. Cisco Public
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(RFEIT) Bk, Tkws

K

syntax = "proto3";
option go_package = "telemetry_bis";

/* Common Telemetry message */ // this is common for both
message Telemetry {
oneof node_id {
string node_id_str = 1;

bytes node_id_uuid = 2; /I not used
}
oneof subscription {

string subscription_id_str = 3;

uint32 subscription_id

}

string sensor_path

= 4; [/ not used

= 5; // not used

string encoding_path = 6;

string model_version =7; [/ not used
uint64 collection_id =8;

uinté4 collection_start_time =9;

uinté4 msg_timestamp =10;

repeated TelemetryField data_gpbkv = 11,
TelemetryGPBTable data_gpb =12;

uinté4 collection_end_time =13;

uinté4 heartbeat_sequence_number = 14; // not used

/* KV GPB specific payload definition */
message TelemetryField {

uint64 timestamp = 1;

string name =2;

oneof value_by type {
bytes bytes value =4;
string string_value =5;
bool bool value =6;
uint32 uint32_value =7;
uint64 uinté4_value =8§;
sint32 sint32_value =9;
sint64 sint64_value = 10;
double double_value =11;
float float_value =12;

}

repeated TelemetryField fields = 15;

}

/* (Compact) GPB specific payload definition */
message TelemetryGPBTable {
repeated TelemetryRowGPB row = 1;
}
message TelemetryRowGPB {
uint64 timestamp = 1;
bytes keys =10;
bytes content =11;

3
https://github.com/cisco/bigmuddy-network-telemetry-
proto/blob/master/staging/telemetry.proto




Subscription: £ TZF &5

telemetry model-driven

subscription SUBI1

sensor-group-id SGROUP1 sample-interval 30000

destination-id DGROUP1

BRKSPG-2999 21
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I0OS XR 6.1.1 Native(YANG) TCP JSON v *
OpenConfig(YANG) UDP GPB
gRPC
NXOS 7.3(0)15(2) Native(not YANG) HTTP JSON v *
Native(YANG) * gRPC GPB
UDP *
I0OS XE 16.6.1 Native(YANG) Netconf XML
OpenConfig(YANG)

© 2018 Cisco and/or its affiliates. All rights reserve

d. Cisco Public
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Pipeline

e F—TV—REETLAMILI—N

© 2018

GoZE%

A7

.ZJakral
- UDP, TCP, gRPC

I aA—T a4l
- GPB, GPB key-value(self-describing)

tH 73

- InfluxDB, Apache Kafka, Prometheus
pushgateway

I0S-XR. NXOSIZxfis

https://github.com/cisco/bigmuddy-network-telemetry-pipeline

isco and/or its affiliates. All rights reserved. Cisco Public



Logstash TS5 45 4 >

. Logstash®Codec TS5 54 ~
. B E7iLogstash Output 5 &' 4 > (Elasticksearch, Kafka, etc) L SiAEHETHEZ S

https://github.com/cisco/logstash-codec-bigmuddy-network-telemetry (JSON encodinglZx$ i)

https://github.com/cisco/logstash-codec-bigmuddy-network-telemetry-gpb

. Prometheus¥°Signal FXMD =& IZHTTPTH* F 1) v U &R ZIZE T 20utput 7554 >

https://github.com/cisco/logstash-output-bigmuddy-network-telemetry-metrics

. ELK,Prometheus,Signal FX,Apache B AIZFNFNIZRIG L =% EFHDDocker N —
ADRAZYILEFEE (B<ETTERE., YOTILERELLTSEIZLD)

https://github.com/cisco/bigmuddy-network-telemetry-stacks




Fluentd 75 4 4 > (CiscoIE A )

- fluent-plugin-telemetry-iosxr

»
S

https://github.com/tetsusat/fluent-plugin-telemetry-iosxr

https://rubygems.org/gems/fluent-plugin-telemetry-iosxr

- fluent-plugin-telemetry-iosxe

O
@

https://github.com/tetsusat/fluent-plugin-telemetry-iosxe

https://rubygems.org/gems/fluent-plugin-telemetry-iosxe
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telemetry-bot 77V 1422
I WARNING: CPU utilization is 15 %

| INFO: CPU utilization is 10 %
l OK: CPU utilization is 2 %

4= slack



Kapacitor

° j_\_ 70 > \J — Z\@ H%%ﬁlj Complete Interface for the InfluxData Platform
T—AMRITOT—20E ) ¢ = l

Ty e
P— InfluxDB

° 5$ g DSL@T'CKSC“pt—G Databases —-» [ Purpose Built Time Series Database
BEICT 5 — b ZERK —— | Telegraf| —

Chronograf —

Networking > gg::;t:or l
. - o =
(o) Metrics and .
PAN Message Events Kapacitor
= Queues | < s
Real-time Streaming Data Processing Engine
S
Apps r~—v| . . 3 A
-
‘ User
Service Anomal Machine
[ Diaoovary] [ Dewctior'l ] [ Leam:ng ] [ FB:cﬁ?::’n

Azure / AWS
© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public Kutamatis



S5

Kapacitor?7 35—k 5E (cpu_alert.tick)

dbrp "telemetry"."autogen"”
stream
| from()
.measurement('Cisco-I0S-XR-wdsysmon-fd-oper:system-monitoring/cpu-utilization")
.where(lambda: "node-name" == '0/RP0O/CPUQ")
| alert()
info(lambda: "total-cpu-one-minute" > 5)
.warn(lambda: "total-cpu-one-minute" > 10)
.crit(lambda: "total-cpu-one-minute" > 15)
.stateChangesOnly()
.message({{ .Level }}: CPU utilization is {{ index .Fields "total-cpu-one-minute" }}%")
Jog(‘/tmp/alerts.log’)
.slack()




S5

Kapacitort—E R8&3E

[slack]
enabled = true
url = "https://hooks.slack.com/services/TO0000000/B00000O00O/ XXX XXX XXX XXX XXX XXX XXX XXX
channel = "#demo"
username ="
icon-emoji =
global = false
state-changes-only = false
ssl-ca=""
ssl-cert =
ssl-key =
insecure-skip-verify = false
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- Everything you need to know about Pipeline

https://xrdocs.qgithub.io/telemetry/tutorials/2018-03-01-everything-you-need-
to-know-about-pipeline/

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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