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{RAERouter(cDW\T

Cisco IOS XRv
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IV—HDEETE — Cisco(GRPC /OpenConfig/ GPB)

Cisco IOS XRv
!

grpc

port 10000

telemetry model-driven
sensor-group SGroupl

sensor-path openconfig-interfaces:interfaces/interface |« B SERbatats:

!
subscription Sub1

sensor-group-id SGroup1l |[sample-interval 30000 |« KET DRI V)
!




[2E] - DERE — Juniper(GRPC /OpenConfig/ GPB)

«OpenConfig/\wo—=0D1 > A =)L Tolomatry Consumar
OpenConfig&Junos OSM > J - 2 DZEHA (gRPC Client)
OpenConfigZYANGT —5ESJUICERTE
OpenConfig/gRPC
admin@vMX1> show version | match openconfig v

JUNOS Openconfig [0.0.0.3] | Network Agent |
< ~ ~ OpenConfig
‘NetworkAgent /\w o —=>D1 > A =)L

gRPCO#&iif, Telemetry> — 4~ DiX(z

admin@vMX1> show version | match na¥ telemetry

JUNOS na telemetry [17.2R1.13-C1]

1> Ja4 0L —>3>
ATFod> J4 0% BRI DET. gRPCODﬁEb“Ej’ﬁE AN

# set system services extension-service request-response grpc clear-text



J—HDERTE — Arista(GRPC /M EEF)L/ ISON)

IT—>1x> YT MNTerminAttr) -1 > X b—JL
EOSH 5 SysdbdDyXEE
gRPCOD#&iif, Telemetry7 —4 DiX{E

[admin@VEOS2 ~]$ /mnt/flash/TerminAttr --version
v0.18.0 gol.7.3

-EOSTO>J4 0L —23>

LIFDO> T4 TTerminAttrdd—E> FiieEI S E D

daemon TerminAttr
exec /mnt/flash/TerminAttr -disableaaa -grpcaddr 10.44.101.81:6042
no shutdown

Telemetry Consumer

(ockafka)
SysDB/gRPC I
Arista EOS
TerminAttr




RIGHEME (AUiRSR)

CentOS Linux release 7.5.1804 (Core)

Docker install, selinux off

@ systemctl stop firewalld.service

@ yum install -y python-pip python-devel git epel-release
® yum install -y docker

@ systemctl mask firewalld.service

® systemctl enable docker.service

® setenforce 0 (vi /etc/selinux/config -> SELINUX=disabled)
@ BitcE)

systemct! start docker.service

@ pip install docker-compose

yum install - y unzip wget curl jq coreutils



Kafka : Container{Epk 5 iE

@ KafkazGit&DES 9%
git clone https://github.com/wurstmeister/kafka-docker.qgit

cd kafka-docker/

version: '2'
services:

zooKe&per:

@ d OC ke -C_COm pose . ym I@%ﬁgg image: wurstmeister/zookeeper

ports:

-"2181:2181"
kafka:
build: . Nl

©F 1) portsi--.

- ( 32768:9092" IZHEETRLANEE

docker-compose up BULIE docker-compose up -d | ewiromient

N —————

T ;F]J ] (j:/}\bﬂﬁﬁaﬂb\b\jkb Vm;@:_ZOOKEEPER_CONNECT: zookeeper- 2181
— W - - /var/run/docker.sock:/var/run/docker.sock
T RERBAOIS—THERSNID



https://github.com/wurstmeister/kafka-docker.git

cisco/bigmuddy-network-telemetry-pipeline

GitTAREN TLVBFree®OpenConfig / gRPCHfEEI Telemetry Collector

(https://github.com/cisco/bigmuddy-network-telemetry-pipeline)
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cisco/bigmuddy-network-telemetry-pipeline

Collector®s%7E LT ED

1. DockerExg
# docker pull janogtelemetryworkinggroup/bigmuddy-network-telemetry-pipeline:001

2. Containeric#)
# docker run -it docker.io/janogtelemetryworkinggroup/bigmuddy-network-telemetry-

pipeline:001

3. Configuration®OZE

Router®IP Address/Port
# sed -i -e s/"server = 10.44.101.71:10000"/"server = 1.2.3.4:10000"/ /data/pipeline.conf

Kafka®IP Address/Port
# sed -i -e s/"brokers = 10.44.160.98:32768"/"brokers = 5.6.7.8:32768"/ /data/pipeline.conf

Routerdtz>H—/)(RX&#R
# sed -i -e s/"subscriptions = Sub1"/"subscriptions = Subx"/ /data/pipeline.conf

4. Telemetry Collectoric®)
# /pipeline -log=/data/pipeline.log -config=/data/pipeline.conf
XECEI#E. User/Passwordz A UES




cisco/bigmuddy-network-telemetry-pipeline

e EOMER (AEODUmMmpI71I)

1.

(651 DTerminalzxi5_E(FT. ) Container IDEER

# docker ps | grep bigmu

4fd5f011cc8f docker.io/janogtelemetryworkinggroup/bigmuddy-network-telemetry-

pipeline:001 "/bin/sh -c /bin/bash"

optimistic_Jennings

. ContainerhefZi:

13 minutes ago Up 12 minutes

# docker exec -it 4fd5f011cc8f /bin/bash

. BiiSTelemetry DataDi&E:%
# tail -f /data/dump.txt

root@694e3f2135fa:/# tail -f /data/dump.txt
------- 2018-06-27 03:34:57.831927049 +0000 UTC -------
Summary: GPB(common) Message [10.44.101.71:10000(XRv1)/openconfig-
interfaces:interfaces/interface msg len: 5821]
{
"Source": "10.44.101.71:10000",
"Telemetry": {
"node_id str": "XRv1",
"subscription_id_str": "Subl",
"encoding_path": "openconfig-interfaces:interfaces/interface",
"collection_id": 26324,



cisco/bigmuddy-network-telemetry-pipeline

BB DiEER (KafkalcT)

1.

(65 1 DTerminalziZz5 LT, ) Container IDFEER
# docker ps | grep kafka
24b9252916a8 kafkadocker_kafka "start-
kafka.sh" 46 hours ago Up 46 hours 0.0.0.0:32768->9092/tcp

kafkadocker kafka

. ContainerhefZi:

# docker exec -it 24b9252916a8 /bin/bash

. BiSTelemetry DataDiE:R

# kafka-console-consumer.sh --bootstrap-server localhost:9092 --topic
telemetry_cisco_xrv

bash-4.4# kafka-console-consumer.sh --bootstrap-server localhost:9092 --topic telemetry_cisco_xrv
[{"Source":"10.44.101.71:10000","Telemetry":{"node_id_str":"XRv1","subscription_id_str":"Sub1","encoding_path":"openconfig-
interfaces:interfaces/interface","collection_id":26396,"collection_start_time":1530080102572,"msg_timestamp":1530080102572,"collection_end_time":15
30080102634},"Rows":{"Timestamp":1530080102584,"Keys":{"name":"GigabitEthernet0/0/0/0"},"Content":{"subinterfaces":{"subinterface":{"index":0,"st
ate":{"admin-status":"DOWN","counters":{"in-broadcast-pkts":0,"in-discards":0,"in-errors":0,"in-multicast-pkts":0,"in-octets":0,"in-unicast-pkts":0,"in-
unknown-protos":0,"last-clear":"2018-02-20T05:21:447","out-broadcast-pkts":0,"out-discards":0,"out-errors":0,"out-multicast-pkts":0,"out-
octets":0,"out-unicast-pkts":0},"description":"","index":0,"last-change":1530080102,"'mtu":1514,"oper-status":"DOWN","type":"iana-if-
type:ethernetCsmacd"}}}}}}



cisco/bigmuddy-network-telemetry-pipeline

[£%] Default Configuration

[default]
id = pipeline

[mymdtrouter]
stage = xport_input
type = grpc
encoding = gpbkv
encap = gpb

## configure it according to your environments
server = 10.44.101.71:10000

subscriptions = Subl
tls = false

linspector]

stage = xport_output
type = tap

file = /data/dump.txt
datachanneldepth = 1000

[mykafkal

stage = xport_output
type = kafka

encoding = json_events

## configure it according to your environments
brokers = 10.44.160.98:32768

topic = telemetry _cisco_xrv



aristanetworks/goarista

GitTAREN TLVBFree®OpenConfig / gRPCHfEEI Telemetry Collector

(https://github.com/aristanetworks/goarista)
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aristanetworks/goarista

Collector®s%7E LT ED

1. DockerEWg
# docker pull janogtelemetryworkinggroup/ockafka:latest

2. Containeric#)
# docker run -p 45968:45968 docker.io/janogtelemetryworkinggroup/ockafka:latest --
kafkatopic telemetry_arista_ockafka -addrs 10.44.101.81 -kafkaaddrs
10.44.160.189:32768 -subscribe !
/Sysdbysys/net/config,/Sysdb/inteace/counter/eth/slice/phy/1/intfCounterDir/Ethernet1
/intfCounter/current,/Sysdb/sys/net/config,/Sysdb/interface/counter/eth/slice/phy/1/int
fCounterDir/Ethernet2/intfCounter/current,/Sysdb/sys/net/config,/Sysdb/interface/coun
ter/eth/slice/phy/1/intfCounterDir/Ethernet3/intfCounter/current

T

Kafka® Address/port Kafka® Topic Router®|P Address/Port P —/RX




aristanetworks/goarista

BB DiEER (KafkalcT)

1. (B31D2Terminalzxib EIFC. ) Container IDW:ER

# docker ps | grep kafka
24b9252916a8 kafkadocker_kafka "start-
kafka.sh" 46 hours ago Up 46 hours 0.0.0.0:32768->9092/tcp

kafkadocker kafka

2. ContainerheiZf
# docker exec -it 24b9252916a8 /bin/bash

3. BiS5Telemetry DataDiE:R
# kafka-console-consumer.sh --bootstrap-server localhost:9092 --topic
telemetry_arista_ockafka --from-beginning

bash-4.4# kafka-console-consumer.sh --bootstrap-server localhost:9092 --topic telemetry_arista_ockafka --from-beginning
{"dataset":"10.44.101.81","timestamp":1530085097880,"update":{"Sysdb":{"sys":{"net":{"config":{"domainList":{},"domainListMetadata":{"head":0,"tail":0
},"domainName":"nos.com","hostname":"vEOS2","hostnameTimeout":20,"name":"config","nameServer":{},"sourcelntf":{},"v6NameServer":{},"vrfName":{"

value":"default"}}}}1}}}




Elastic Stack
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Elasticsearch
1) docker-compose.ymIDYERL

version: '2.0'
services:
elasticsearch:

elasticsearch?2:

image: docker.elastic.co/elasticsearch/elasticsearch-platinum:6.1.3

image: docker.elastic.co/elasticsearch/elasticsearch-platinum:6.1.3
container_name: elasticsearch
environment:
- cluster.name=docker-cluster-test01
- bootstrap.memory_lock=true
-"ES JAVA OPTS=-Xmsb12m -Xmx512m"
- ELASTIC_PASSWORD=changeme
ulimits:
memlock:
soft: -1
hard: -1
volumes:
- esdatal:/usr/share/elasticsearch/data
ports:
- 9200:9200
networks:
- esnet

container_name: elasticsearch?
environment:
- cluster.name=docker-cluster-test01
- bootstrap.memory lock=true
-"ES JAVA OPTS=-Xmsb12m -Xmx512m"
- "discovery.zen.ping.unicast.hosts=elasticsearch"
- ELASTIC_PASSWORD=changeme
ulimits:
memlock:
soft: -1
hard: -1
volumes:
- esdata2:/usr/share/elasticsearch/data
ports:
- 9201:9200
networks:
- esnet

volumes:

esdatal:
driver: local

esdataz:
driver: local

networks:
esnet:



Elasticsearch

2) $ sudo sysctl -w vm.max_map_count=262144

Memo :
max virtual memory areas vm.max_map_count [65530] likely too low, increase to at least [262144].

BootstrapCheck&W\WSEDT. sEENMERMEISEL TLRNOID BREEENAITVBRELT—(CHOTHR T I3,
SE(E. ['vm.max_map_countlNEDRVESHNTVANDT, BE,

3) docker-compose up
CDIN> RTEEE)
% docker-compose.yml| OHB3IAINSFTEITIZE

4) docker-compose down
ZDIN>RTContainerAtwT (HIBR) =ATETEEISHEFIAITIHZDTIEINT
X% docker-compose.ym| O&H3IAINSITEITIZE




Kibana
1) docker-compose.ymIDYERY

version: '2'
services:
kibana:
image: docker.elastic.co/kibana/kibana:6.1.3
volumes:
- ./kibana.yml:/root/kibana_docker/kibana.yml
ports:
- 5601:5601
networks:
- esnet
environment:

———— -

networks:
esnet:

2) kibana.ymID{/ERk

elasticsearch.username: "elastic"
elasticsearch.password: "changeme"

Elastic Search® 7 KL X & 3EF T 5=

_— L] ‘
{GPENCONFIG (

N === GRPC. pipeline |
Ccisco

e,
ARISTA GRPC ockafka

SysDB ‘

——/

83 katka |
§g kafka 1




Kibana

2) docker-compose up
COIX> KT “
X docker-compose.yml O&H3IAIAH TEITIDE

3) docker-compose down
ZOINX>RTContainerAbyT (HIBR)
X% docker-compose.yml DH2IAINFITCEITIDE




Logstash

AAEBRR T(E, XA —BAI THlITopiczKafkalcfERL CTTelemetry Data%zProducel TUL\31zsh. BER(ICHD
Logstasht>45—Bifii TMicro Servicelt 9%, (Logstash%zCisco/AristaFl(C 2 DECE))

1) ContainerBd> 4L -3 ARTFEIANSI DIVERK
mkdir /config-dir




Cisco
input {
kafka {
group_id => "test01"
bootstrap servers => "10.44.160.189:32768"
topics => "telemetry cisco_xrv"
} Collector CE%7E L 7=
} TopicxiEET %

filter {

date {
match => [ "timestamp", "UNIX_MS" ]
remove_field => [ "timestamp" ]

}

json {
source => "message"
remove_field => "message"

}
}

output {
elasticsearch {
hosts => "10.44.160.189:9200"
user => elastic
password => changeme
index => "telemetry_cisco_sampling xrv_%{+YYYY.MM}"

}
}

Logstash : Container{Emkr 5%

2) &lLogstash ConfigrationZ/EpkU. Config-dirlC4R=1F-

Arista
input {
kafka {
group_id => “test01"
bootstrap_servers => "10.44.160. 189:32768"
topics => "telemetry_arista_ockafka"

J Collector ik E L 7=

) TopicZi8ET 5

filter {

date {
match => [ "timestamp", "UNIX_MS" ]
remove_field => [ "timestamp" ]

}

json {
source => "message"
remove_field => "message"

}
}

output {
elasticsearch {
hosts => "10.44.160.189:9200"
user => elastic
password => changeme

}
}

index => "telemetry_arista_sampling_veos_%{+YYYY.MM}"



Logstash : Container{Emkr 5%

3) Logstash Container®3E1T

cd /config-dir/
docker run -d -v "$PWD":/config-dir logstash -f /config-dir/cisco_logstash.conf

docker run -d -v "$PWD":/config-dir logstash -f /config-dir/arista_logstash.conf




ATFTIRIR - RITIRRE

[root@localhost config-dir]# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
5fbf6e392846 logstash "/docker-entrypoin..." 3 seconds ago Up 2 seconds elastic_booth
2afe1eb68345 logstash "/docker-entrypoin..." 5 seconds ago Up 3 seconds naughty_mestorf
05832bfe287c docker.io/janogtelemetryworkinggroup/ockafka:latest "/go/bin/ockafka -..." 6 minutes ago Up 6 minutes 0.0.0.0:45968->45968/tcp
determined_visvesvaraya
042bb24d888d docker.io/janogtelemetryworkinggroup/bigmuddy-network-telemetry-pipeline:001 "/bin/sh -c /bin/bash" 12 minutes ago Up 12 minutes stupefied_shannon
c7841596549b docker.elastic.co/elasticsearch/elasticsearch-platinum:6.1.3 "/usr/local/bin/do..." 32 minutes ago Up 32 minutes 0.0.0.0:9200->9200/tcp, 9300/tcp elasticsearch
405f52a5432a docker.elastic.co/elasticsearch/elasticsearch-platinum:6.1.3 "/usr/local/bin/do..." 32 minutes ago Up 32 minutes 9300/tcp, 0.0.0.0:9201->9200/tcp elasticsearch?2
4dcd838e2810 docker.elastic.co/kibana/kibana:6.1.3 "/bin/bash /usr/lo..." 35 minutes ago Up 31 minutes 0.0.0.0:5601->5601/tcp kibana_kibana_1
ab5e30855f159 wurstmeister/zookeeper "/bin/sh -c '/usr/..." 2 hours ago Up 2 hours 22/tcp, 2888/tcp, 3888/tcp, 0.0.0.0:2181->2181/tcp kafka-docker_zookeeper_1
ea48f6c92eca kafka-docker_kafka "start-kafka.sh" 2 hours ago Up 2 hours 0.0.0.0:32768->9092/tcp
- -— Yl
Container(c T
A
f 1 (
I |
{GPENCONFIG I I I |
| | I
i@ ipeline I
cISco PIP . logstash ( A
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Kibanah'5®@Telemetry Datal#:®

1) http://x.x.x.x:5061 (C7ItX
User/Pass = elastic/changeme (CTOJ1>
X EFTARTE, username/password TO4 4 > BI&E



http://x.x.x.x:5061/

Kibanah'5®@Telemetry Datal#:®

2 ) Index PatternM{ERk

Create index pattern
Kibana uses index patterns to retrieve data from Elasticsearch ind

Step 1 of 2: Define index pattern

Index pattern

telemetry*

You can use a * as a wildcard in your index pattern.
You can't use empty spaces or the characters\/?" <>

« Success! Your index pattern matches 2 indices.

telemetry_arista_sampling_veos_2018.06

telemetry_cisco_sampling_xrv_2018.06

Create index pattern
Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Step 2 of 2: Configure settings

You've defined telemetry* as your index pattern. Now you can specify some settings before we create it.
Time Filter field name Refresh

@timestamp -

The Time Filter will use this field to filter your data by time. You can choose not to have a time field. but you wil

» Show advanced options




Kibanah'5®@Telemetry Datal#:®

2 ) Index PatternD{ERk— fc=

W telemetry*
@ Time Filter field name: @timestamp
This page lists every field in the telemetry* index and the field's associated core type as recorded by Elasticsearch. While this list allows you to view the co
Elasticsearch's Mapping AP1 %

fields (51) scripted fields (0) source filters (0)

Filter
name type format searchable
@timestamp [} date v
@version string v
@version.keyword string v
_id string v
_index string v
_score number
_source _source
_type string v
dataset string v
dataset.keyword string v
message string v
message.keyword string v
taog

frinc

K




Kibanah'5MDTelemetry Datali#:s

3) Telemetry DataDi#&s%

3-1) CiscofctArrayLCTUEDS

* June 25th 2018, 10:41:09.786  gyersion: 1 @timestamp: June 28th 2018, 10:41:09.786 message: [{"Source":"10.44.101.71:10000"

1", "encoding_path" :"openconfig-interfaces :interfaces /interface” "collect]

,"collection_id":26634,

ollection_end_time" :1530150069771}, "Rows" :{"Timestamp" : 1530150069729, "Keys" : {"name" : "Gigahi tEl

ndex":0,"state"” : {"admin-status" :"DOWN", "counters" : {"in-broadcast-pkts":0,""in-discards":0,"1n-4

" :0,"in-unknown-protos™:0,"last-clear”:"2018-02-20T05 :21:44Z", "put-broadcast-pkts":0, "out-dig

Table 150N

@ Etimestamp @& & [0 # June 25th 2013, 10:41:09.786

t @wersion

aal#*1
aafll
aafd

TcOMRGQBIO 5y ChhltMs

telemetry_cisco_sampling_xrv_2018.06

Togs

[{"Source“'"lﬂ 44.101.71:10000", "Telemetry” :{"node_1d_str" :"XRv1", "subscription_id_str":"Subl™, "encodi
n_id":26634, collection_start_time™”:13301530069712, "msg_timestamp" :1530150069712, "collection_end_time
:"GigabitEthernet0/0/0/0"}, "Content” : {"subinterfaces":{"subinterface”:{"index”:0, "state” : {"admin-st
0,"in-errors”:0,"in-multicast-pkts":0,"in-octets":0,"in-unicast-pkts":0, "in-unknown-protos":0,"last-cl
ds":0,"out-errors":0,"out-multicast-pkts":0, "out-octets™:0, "out-unicast-pkts":0}," descr1pt1on"'““ "ind
N, "type" :"iana-1T-type:rethernetCsmacd” 31} 11}

I"Source” :"10,44,101.71:10000", "Telemetry™ 1 {"node_id_str" :"XRv1", "subscription_id_str":"5ubl™, "encodi
_1d": 26634, "collection_start_time™ :15330150069712, "msg_timestamp" :1530150069712, "collection_end_time
A GigabitEthernet0d/0/0/1"}, "Content” 1 {"subinterfaces":{"subinterface” :{"index":0, "state” :{"admin-st
,"ﬁn—mu]ticast—pkts“:ﬂ, 12423950616, "1n-unicast-pkts":11208602
s“'2 "out-discards":0,"out-errors”:0,"out-multicast-pkts":0, "out-octets™ 318125864,

11514, "oper-status”:"UP", "type”:"iana-if-type:ethernetCsmacd" 11311}

{"Source"."15.44.101.?1:lDODO”,"Te1emetry":{"node_id_str”:"Xva",”subscriptiun_id_ﬁtr":"Subi","encodi
id" 26634, "collection_start_time™:1330130069712, "msg_timestamp" :1530150069712, "collection_end_time
me”:"GigabitEthernet0,/0,/0,/2"}, "Content” : {"subinterfaces": {"subinterface”: {"index":0,"state": {"admin-st

me

5
"

me

0, "in-errors":0 "in-octets” ,"in-unknown-pr

"oput-unicast-pkts":




[(E2E )T —YEAIZDIFH

Cisco @ Array

Bz A>5—J1—-AB(CDE|

June 20th 2018, 18:01:19.720

June 20th 2018, 18:01:19.718

June 20th 2018, 18:01:19.717

June 20th 2018, 18:01:19.714

@timestamp: June 20th 2018, 18:01:19.720 @version: 1 message: {"Source":"10.44.101.71:10000","Telemetry" :{"node_1d_str":"XRv1l","subscription_id_str”:"Sub

1", "encoding_path":"openconfig-interfaces :interfaces interface”,"collectl 20485279624, "msg_timestamp" :1529485279624, "¢

:{"name" : "GIGABIEEERERNEEO, 0/0/6"} "

n

ollection_snd_time" :1529485279688}, "Rows" :{"Timestamp" : 1529483279665 , "Ke ontent” :{"subinterfaces" :{"subinterface":{"1

ndex":0,"state"” : {"admin-status" :"UP","counters":{"in-broadcast-pkts":1686 ds:0 "n-erprgrs".0 g

~-multicast-pkts":0,"in-octets" 30613866078, "1
n-unicast-pkts" 123342500, "1 n-unknown-protos" :0,"last-clear” :"2018-02-20T05: 21 :44Z" , "out-broadcast-pkts":3, "out-discards":0,"out-errors" :0, "out-multicast-pk

@timestamp: June 20th 2018, 18:01:19.718 @version: 1 message: {"Source”:"10.44.101.71:100007,"Telemetry" :{"node_id_str":"XRv1"™,"subscription_id_str™:"5ub

1", "encoding_path" :"opencontig-interfaces ;interftaces /interface”,"collectign_id 20485279624, "msg_timestamp' 1529485279624, "¢

ollection_end_time" :1529485279688}, "Rows " : {"Timestamp" : 1529483273661, "Ke ontent"” :{"subinterfaces" :{"subinterface":{"

ndex":0,"state” : {"admin-status" : "DOWN™, "counters":{"in-broadcast-pkts":0, Picast-pkts":0,"in-octets":0,"in-unicast-pkt

z":0,"in-unknown-protos™:0,"lTast-clear” :"2018-02-20T05 : 21 :447", "out-broadcast-pkts":0, "out-discards":0, "out-errorz":0, "out-multicast-pkt=":0, "out-octets":

@timestamp: June 20th 2018, 18:01:19.717 @version: 1 message: { 'Source”:"10.44,101.71:10000","Telemetry" :{ " node_id_str":"XRv1","subscription_id_str”:"5ub

1", "encoding_path" :"openconfig-interfaces :interfaces /interface”,"collectign_1d 26310, collection_sctart_time Db 29485279624, "msg_timestamp' 1529485279624, "¢

ollection_snd_time" :1529485279688}, "Rows" : {"Timestamp" : 1529485279658, "Keyjg" : { "name" : "GigabitEthernet0 /0 0,/4"},™

ontent” :{"subinterfaces" :{"subinterface":{"1
ndex":0,"state” : {"admin-status" :"DOWN™, "counters":{"in-broadcast-pkts":0,% + o= e icast-pkts":0,"in-octets":0,"in-unicast-pkt

"0, "in-unknown-protos™:0,"last-clear”:"2018-02-20T05 : 21:447", "out-broadcast-pkts":0, "out-discards":0, "out-errors" :0, "out-multicast-pkts":0, "out-octets":

@timestamp: June Z20th 2018, 183:01:19.714 @version: 1 message: {"Source”:"10.44,101.71:100007,"Telemetry" :{"node_id_str":"XRv1","subscription_id_str™:"5ub

1", "encoding_path" :"openconfig-interfaces :interfaces/interface”, " collectifn_id":26310, "collection_start_time" : 1529485279624, "msg_timestamp' :1529485279624, " ¢C

ollection_end_time" :1529485279688}, "Rows" : {"Timestamp" : 1529485279653, "Keys" : { "name" : "Gigabi tEthernet0/0,/0,/3"}, "Content” : {"subinterfaces" : {"subintertace": {1

ndex" :0,"state" : {"admin-status":"UP","counters":{"1n-broadcast-pkts":0,"1 ; ; ast-pkts":0,"in-octets" 11775840083, "In-unicas

t-pkts":3481370, "in-unknown-protos":0, " last-clear” :"2018-02-20T05:21: 372", "out-broadcast-pkts":2, "out-discards™:0,"out-errors":0, "out-multicast-pkts":0, "out




Kibanah5®MDTelemetry Dataf#:®

3) Telemetry DataDi#&s%

»  June 29th 2018, 15:42:00.403  guersion: 1 update.Sysdb.interface.counter.eth.slice.phy.1.intfCou

thernet2. intfCounter. current.rates.outBitsRate: 54.113

update.5ysdb.interface €.phy.1.intfCounterDir.Ethernet2.intfCounter.current.rates.inPktsRate: ©.027
update.Sysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet2.intfCounter. current.rates.outPktsRate: 0.051
update.Sysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet2.intfCounter.current.rates.statsUpdateTime: 11,151 ,611.514

3-2 ) Aristaldif

update.5ysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet2.intfCounter.current.rates.inBitsRate: 16.023

» June 259th 2018, 15:42:00.402

@version: 1 wupdate.Sysdb.interface.counter.eth.slice.phy. thernet3. intfCounter.current.rates.outBitsRate: 51.687
update.Sysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet3.intfCounter.current.rates.inPktsRate: ©.022
update.5ysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet3.intfCounter.current.rates.outPktsRate: 0.046
update.5Sysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet3.intfCounter. current.rates.statsUpdateTime: 11,151,811.514

update.Sysdb.interface.counter.eth.slice.phy.1.intfCounterDir.Ethernet3.intfCounter.current.rates.inBitsRate: 11.087

Table 150N (View surrounding|
@ Etimestamp @ Q [ % June 23th 2018, 10:41:27.1]
t @version aael=x1
t _id eamd ZMONRGQBI9j5yChhatMP
t _index (== telemetry_arista_sampling_
# _score m -

t _type e aQm Togs

t dataset @ Q[0 %« 10.44.101.81

# timestamp @ @ [ % 1,530,149,509,225
# update.Sysdb.interface. counter. eth.slice.phy.1l.intfCounterDir. Ethernet3. intfCounter.current.rates. inBitsRate @ Q@ % 1.766

# update.Sysdb.interface. counter. eth.slice.phy.l. intfCounterDir.Ethernet3. intfCounter.current.rates. inPktsRate Q@ Q[ * 0.003

# update.Sysdb.interface. counter. eth.slice.phy.l. intfCounterDir. Ethernet3. intfCounter.current.rates. cutBitsRate Q@ @ * 43.37

# update.Sysdb.interface. counter. eth.slice.phy.l.intfCounterDir. Ethernet3. intfCounter.current.rates. outPktsRate Q@ g [0 * 0.028

# update.Sysdb.interface. counter. eth.slice.phy.l. intfCounterDir. Ethernet3. intfCounter.current.rates. statsUpdateTime @ Q[ * 11,047,179.188
# update.Sysdb.interface. counter. eth.slice.phy.1. intfCounterDir. Ethernet3. intfCounter.current.statistics.inBroadcastPkts @ Q [ % 0

# update.Sysdb.interface. counter. eth.sTlice.phy.l.intfCounterDir. Ethernet3. intfCounter.current.statistics. inDiscards @ e=*x o0

# update.Sysdb.interface.counter. eth.slice.phy.l.intfCounterDir.Ethernet3. intfCounter.current.statistics.inErrors aa=*® 0

# update.Sysdb.interface.counter. eth. sTice.phy.l.intfCounterDir.Ethernet3. intfCounter.current.statistics.inMulticastPkts @ @ [ % 0

# update.Sysdb.interface. counter. eth.slice.phy.l.intfCounterDir.Ethernet3. intfCounter.current.statistics. inOctets @ @ [ * 1,8456,891,283
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Arista T)\14 A0 EHRZUIEIFRIC

Time

June 29th 2018, 16:05:50.431

Tahle 150M

_source

@timestamp:

update
update
update

update

.Sysdb.
.Sysdb.
Sysdb.
.Sysdb.

interface.counter.eth.
interface.counter.eth.
interface.counter.eth.

interface.counter.eth.

slice.phy.1.
slice.phy.1.
slice.phy.1.

slice.phy.1.

June 29th 2018, 16:05:50.431 newkeyword:

Ethernet?2 g@version: 1

intfCounterDir.Ethernet.
intfCounterDir.Ethernet.
intfCounterDir.Ethernet.
intfCounterDir.Ethernet.

intfCounter.current.
intfCounter.current.
intfCounter.current.

intfCounter.current.

rates
rates
rates

rates

outBitsRate: 75.79864463974691

.inPktsRate:

0.038527292983615936

.outPktsRate: 0.07209252369387106

.statsUpdateTime: 11153041,009530823

| View surrounding documents || View single document

@ Etimestamp @ & [0 * June 259th 2018, 16:05:30.431
Bversion aQad=x1
_id L= = RE1cSmQBuIbMBKSOwTxp
_index @ a M telemetry_arista_sampling_veos_2018.06
_sCore 1| -
_twpe @ qm logs
datazet 0 3 10 44 101 81
newkeyword [0 * 4k Ethernet2
timestamp O * 1530255371225
update. Sysdb. interface. counter. eth.s11ce. phy.l.intfCounterDir. Ethernet. intfCounter. current.rates. inBitsRate [ * 22.548334513718164
update. Sysdb. interface. counter. eth.s1ice. phy.l.intfCounterbir.Ethernet. intfCounter. current.rates. inPktzRate . 0.038527292983615936
update. Sysdb. interface. counter. eth.s1ice. phy.1l. intfCounterDir. Ethernet. intfCounter. current.rates. outBitsRate o * 75.79864463974691
update. Sysdb. interface. counter. eth.slice. phy.1l.intfCounterbir. Ethernet. intfCounter. current.rates. outPktsRate 1 % 0.07209252369387106




[Z2E&F]Juniper 7/\1 AD5DIBERINEEIC DT

«  GitTAREEINTLSFreedOpenConfig / gRPCT LA Telemetry Collector
(https://github.com/nileshsimaria/jtimon)

« Telemetry DataZGPB7 <7314 AU. ADWGESHITFAMNERTIRATAICHESITS
o RYNIICTENMEMESR
« Infulxdb&prometheuslcBJEE (KafkaldR3d)E)

Juniper HBEOT—5IA=vRTHNUL, Open-NTI £LVDY-ILEHD
- https://qgithub.com/Juniper/open-nti



https://github.com/nileshsimaria/jtimon
https://github.com/Juniper/open-nti

[£23%] nileshsimaria/jtimon =Tl

{
"key": " prefix_",
" "Value": {
%gyyCDJSON "StrValue": "/interfaces/interface[name='ge-0/0/1']/"
-/ .--.I } . " L
(cDENTVS L) Key/ValueDR7HIE5HER
{
"Value": { ]
HD. "StrValue": "ge-0/0/1" key __prefix__
}
______ >l Value. StrValue /interfaces/interface[name='ge-0/0/1
{
IBEREREBO "key": "state/type", key name
- \\ "Value": {
JSONICIEoTWLVS "StrValue": "ethernetCsmacd" Value. StrValue ge-0/0/1
}
______ > 1 key state/type
{
"key": "state/mtu", Value. StrValue ethernetCsmacd
"Value": {
"UintValue": 1514 key state/mtu
}
------ > % Value. UintValue 1514
"key": "state/name",
"Value": {

TStValue's ge-0/0/1 COEXETIEIFIABATIH - - -
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Juniper T/\AANBDIEHRZEERL. v]fR1L

June 22nd 2018, 10:07:53.139

component_id: 0 Jjuniper_timestamp: 1329629101022 out-pkts: 7236332

system_id:

wM¥2  init-time: 1,31%,197,807 out-multicast-pkts: O out-unicast-pkts: 7236832

in-pkts: 7295790 operational-state: up sequence_number: 73063 out-octets: 1794622286 path: sensor_1000_1_2:/junos/system/linecard/interface/logical /usage/:/
junossystem/Tinecard/interface,/logical f/usage,/:PFE in-octets: 5654 imestamp: June Z2nd 2018, 10:0y:53.139 in-multicast-pkts: 3603835 @version: 1 in-
unicast-pkts: 36919535 timestamp: 1529629099133 Jjuniper_prefix: /interfaces/interftace[name="ge-0/0/1"] /subjnterfaces /subinterfacelindex="0"], _id: FBEsIJIWQBuIh
MEKS0hn0O7 _type: Togs _index: telemetry_juniper_sampling_veos_2015-06—seores

June 22nd 2018, 10:07:32.183

component_id: 0 Juniper_timestamp: 1329629100083 system_id:

path:

018, 10:07:52.183 in-multicast-pkts: O @version: 1

ftubinterfaces /subinterface[index="0"], _id: ExsIIWQBuIbMEKS0gnP-

whMX2 init-time:
sensor_1002_1_2:/junos/system/11necard/interface,/Togical fusage,/:/junos/system/Tinecard,/interface/logical /usage, :PFE

in-unicast-pkts:

73060
@timg

Jinterfaces interface|name="ge

1,519,197 ,607 operational-state: up dn-pkts: 1086503 sequence_number:

in-octets: 114983967

1086503 timestamp: 1529629098150 Jjuniper prefix:

_type: logs _index: telemetry_juniper_sampling_veos_Z018.06 _score: -
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CAHVNACEINGE Burst Trafﬁc’fﬁ%l]

= | TR 12 | =

ELANTWT. A= RS

TV INR R

B2 JUDRERE 19 Y>JUD bR : 59
AHBRSEAT 1000byte 100~400ppsx 1#¥E0ppsx 600 =EENIR I TrafficzENNN
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Telemetryz{ERI3FET. SEFCREIATLRHIOEER
(sTAL O MNES) #a11b. RAT2ENHFES

sttt . 1000byte 100~400ppsx 1#2E0ppsx 60027z reNix 9 [raffic i




2Z1U7 N1 ARIR{t - Packet Drop&Queue®DHBEID

InterfaceB8D{ER®E / Drophvu>4

Dashboard / GNSO1_summary Fulscreen  Share Clone  Edit Reporting Wl Sseconds € @ lastdhours ¥
status:200 AND extension:PHP) Uses lucene query syntax

Bandwidth : TestGNF-01's ge-0/0/0 ndwidth : TestGNF-01's g

100000 100000

WBandwidth : TestGNF-01's ge-0/0M)_out WBandwidth : TestGNF-01's ge-40r_out
50000 MBandwidh : TestGNF-0Y's ge 040/ 000 MBandwidih : TesiGNF-0's ge 01011 in
NV 1 .tH_ hY I -7
g oo y o «--—--== |Nnter aceHE LD wiE ) )7L /s
- - —
£ a0000 = 0000
- n
:
1330 1400 1430 1500 1530 16:00 1630 17:00 1330 14:00 1430 15:00 1530 16:00 1630 1700
Red Drop pkts : TestGNF-01's ge-0/0/0_summary Red Drop pkts : TestGNF-01's ge-0/01_summary
W Aed Drop phts : TestGNF-01's ge-0/0/0_queed WRed Drop ples : TestGNF-01's ge-0v0v1_gqueued
Mied Drop phs : TestGNF-01's ge-0/00_queel - i ng WRed Drop pts : TestGNF-OT's ge-0/041_queuel NN
. T A i e T s e v ¢ —————— )
o e p e e e T o
§ 010 WRed Drop s : TestGHF01's ge- G/ quewes §  WRed Doop pits: TestGNFAT o010 cqueusS
MAsd Deop pits : TestGF-01's o010 quened | 0.4 MRed Drop pirs: TestGNEAT's ge- /001 _queuet
MAed Drop picts : TestGNF-01's ge-0/0_quewe? BRied Drop pits.: TestGNF-01's ge-0V0/1_queueT g | > >
' . < e ueue
N

_summary

Tail Drop pkts : TestGNF-01's ge-

/D/0_summary

oz 10
WTallDrop phts : TestGNF-01's ge-0/0/0_queusd WTail Drop phts : TestGNF-01's ge-0/0V1_queued
WTail Drop pkis : TestGNF-01's ge-D/0/0_queuel WTsil Drop phts : TestGNF-D1's ge-0/041_queuel
D015 W Tail Drop phts : TestGNF-01's g=-0/040.queue2 mTail Drop phs : TestGNF-D1's Z0/011 _quese2

WTall Drop phts : TestGNF-OT's ge-040_queu ol Drop phes : TestGNF-01's ge0/0¥1_queue
Wl Drop phis : TestGNF-OT's ge-0_queued £.6 - WTail Drop phis : TestGNF-D1's ge-D/_quesied
§ 0010 WTall Drop phs : TestGNF-01' ge-0/0_queues H il Dro phs : TestGNF-D1's g 01 _quese
W Tall Drop phts : TeStGNF-01's ge-0i0_queuet 0.4 WTail Drop phis: TestGNF-D1's ge-001_queuet
WTail Drop pkts : TestGNF-01's ge-I/0i0_queueT Wil Drop phes : TestGNF-D1's ge 0V _queue
0005
02
oo o0
1330 1400 1430 1500 1530 1600 1630 1700 1330 1400 1430 1500 1530 1600 1630 1700

ZERFRYIT—HELTIROEET,
ZAEIEN RIEELTRD

alusR=R1T @ 10UDyte 104595pps #irie Queue DIRRR(CIDI

1E

p/B




[(2E1U7I514 AIfR{t - Packet Drop&Queue®1HRE2

InterfaceD{ER®EIE / Packet Drop / Interface queue®i8kd

mmmmmmm

‘ kiban: Paeeme ranis 290 A0

EA ﬁ%H e InterfaceDERTIE (U T7ILRA L)
| S R I Queue 2 OFIFAREE (U T LKA L)

‘ } ‘ ’ DU Queue 2 OFFIREE (%)

,. ﬂ . ﬁ | S Queue 2MRed Drop bytes/pkts
i e = ﬂ | Tail Drop pkts (U 77L& 4 L)

Cument Ocaupancy Butenbyeest

AT —HEBFRYIT—HEL TIRDET.
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Interface h>49—%% Machine Learning (CENT. EE4/4FEMEOWRINCKRINLTVET,
ADOBTETATETEH O N b ERED (InterfaceD > &R - XEUARIEE . v N b DR&ED)

- R a a
k. Job Management Anomaly Explorer Single Metric Viewer Machine Learning / Anomaly Explorer < Olastidays >
ibana Job Management Anomaly Explarer Single Metric Viewer
telemetry_arista h
O test N
Discover
Visualize Top Influencers Anomaly timeline Top Influencers Anomaly timeline
overall
o O
Dashboard Sep291700  5ep300300  OCtOl01:00 e 011700 0002 09:00 0030100 Q031700 Oet 040900 Tinel Nov 130800 Naw 132100 Nov 140500 Now1421:00 Nov 15 0800 Nav 152100 Nov 160800 Nav 162100 Nav17 0800 Nov 172100 Nav1BES00 Nov 182100 Mav 18300 Nov 182100 Nav 200800
i Mach
Timelion No influencers Viewby:  Telemetry.node_id_strkeyword = (Top 10 by max anomaly score for Noverr
found Viewby: jobID ~ (Top 10 by max anomaly score for October 3rd 2017, 08:00) —
Machine Learning et
Mo 130900 Now 132100 Now 140900 Now 142100 ov 150900 Now 152100 Nov 16,0900 Nav 16.21:00 Now1703:00 Nov 172100 Now 180900 Kov 152100 Now 130300 Nov 192100 Naw 2003:00
Gl Sep 29 17:00 Sep 30 09:00 0ct 01 01:00 Oct 01 17:00 Oct 02 09:00 0Oct 03 01:00 Oct 03 17:00 Oct 04 09:00 Anomalies
Dev Tools Anomalies Management mean(Rows.Content free-application-memory) - Telemetry.node id strkeyword XRv2®  View(?  mean(Rows,Content free-physical-memory) - Telemetry.node id_str.keyword XRv2 @ view
4700000000 ®
Monitoring . . X 450,000,000 730,000,000 7
mean(update.Sysdb.interface.counter eth.slice.phy. 1.intfCounter Dir Ethernet.intfCounter.current statistics lastUpdate) (telemetry_arista) @
e 4,580,000,000 4720000.000
4670000000
Management tbenoan 000 4710000000
1,215,000
12134 4650000000 700,000,000
1,210,000 4640000000 4,690,000.000
4,630,000,000
1,205,000 4620,000,000 4680000000
4610000000
1,200,000 12PM Tuedd 12PM Wed15 1ZPM Thul6 12PM Fri17 12PM Sa1e 12PM T2 Tua e 1ZPM Wed15 12PM Thute 12PM Fril? 12PM Sat1s 12PM
1,195,000
1,190,000 severitythreshold: 4 warning »  Imterval:  Auta v
1,185,000 tin man severity - datector found for © influenced by actual - typical ¢ description ©
DeAM  USAM  C6AM  O7AM OAM CSAM  10AM 11AM  12M O1PM 02PN 03°M  odM  05PM o b November 1667 2017,0200 4 54 meaniRows. Content free-apgication-memory) XRv2 Telemetry.node id_strkeyword: XRv2 4645660000 4615140000 4 Unusuallybigh test  Openlink =
+ November 16th 2017, 0200 A 54 mean(Rows.Coment free-physicalmemony)  XRvzZ Telemetry.node d_str keyword: XRvZ 4604810000 4675600000 4 Unusualyhigh test  Openink v
mean(update.Sysdb.interface.counter.eth.slice.phy. 1.intfCounter Dir.Ethernet.intfCounter.current.statistics.inUcastPkts) (telemetry_arista) @ = \ evember 16 2017, 0300 5 b Conentires pyskal-memaryl | W2 Telmary node d smkegword 24720000 46TIION0 4 Unusualybigh T Open ok =
View
8 elastic + November 16th 2017, 0300 A9 mean(Rows.Content free-apglication-memory) XRv2 Telemetry.node.d_str keyword: Xz 4703730000 461630000 4 Unusualyhigh test  Openlink v
32,400,000 + November 16th 2017, 04:00 A< mean(Rows.Content.free-physical-memony)  XRv2 Telemetry.node_id_str keyword: XRv2 4732630000 4684060000 4 Umsualiyhigh test  Openlink =
g 32,300,000
T Logout 22200000 b Movember 16th 2017, 0400 A <1 maanifows Content free-application-memory) Xfv2 Telemetry.node_id_str keyword: Xfv2 4699590000 4628100000 4 Unusuallyhigh test  Openlink =
© collapse 32,100,000 ;
32,000,000 S 4l 1o
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