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2017 � 11 �0 Akamai '��)+
Nominum 0��*7 DNS " ���

• CDN 14%/EjXI,2/(#
LYS=>: (b<KhI) ��

• �0EjXIi[fV<O
�9NjCPS

• DNSi CacheServe : @^PG_ DNS (YdiEjXIicMdV)

• DNSi AuthServe : �	 DNS

• SPS ThreatAvert : DNSi CacheServe 1\cGj��- Akamai &51\cGj!�9��)
+UPSgjAiK@_cR;i?[Gah

• SPS Secure ( Consumer | Business | Public Wi-Fi ) : DNSi CacheServe - Nom Proxy (HTTP 
[f@G) 047DhRhQiY;dNchB�1`jFiK@_cR;

• SPS Reach :  $<hZb=Fi]PKjHhB

CacheServe ,��1WEB EjV1:TeI1�860 Nom Proxy 1:TeI9��)#
Nom Proxy ,WI1��3]PKjH1
�9/.9�%
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• Akamai � Fast DNS� Global Traffic Management (GTM)�Enterprise 
Threat Protector (ETP) ���� DNS ���(��� DNS ���!�
 &�

• Akamai Intelligent Platform �	
� telemetry � Kafka ���
• Akamai �"��(�&�'�%#(�$& ( IoT Edge Connect )
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E^PK_ DNS (WcIiVMhdNcU)
BgOiTPQhIiVM:&�8��

E^PK_ DNS :'� →���)BgOiTPQ948->8+*
• "
(�!�	:��(BYgQ$�87; API 6��

• config = show �8 CLI H[gR< API @22+5+?
• SNMP DiLCgQ< API @22+5+?
• API ;`iJ9< �
�) �!�	@
��9 API6��05 Cacti 6]SObgG

• DNS FDbheG@
%:IiU9#�
• FDb3/68.dMZgM:�	<��
• FaBAgQ,>:FDb3/68.(��Ti\hIiU9�1?
����FDb:�	<��

BgOiTPQ

�)
�TPQfiF

FaBAgQ
�MOXhdNcU 

E^PK_ �	)
�WcIiVMh
dNcU 

�� �	) ����� 

(��� �	)��� 

�� �	)
������.������ 


���IiU�
���������.������



©Akamai Technologies, 2018

Akamai DNSi / SPS M@CU telemetry>GN�N Kafka 
%

7

�!awmyjwh<J*�#2NkuhasJ3WVI?H8�X Kafka -&M
• DNS _\rxu`>Proxy HTTP hqwb_cpwxu`

• jfhvy_�J)5 ( Network View ) RtmygZw`M�%
• Akamai J1�	"M�%
• JSON��M��E�;M\_dmyhFU]kcpw ( Big Data Connector ) X��

• .6��>[lwh�� ( telemetry )
• CacheServe N�>�4L=9awmyjwhB��
• jfhvy_�JN)5 ( Network View ) J�%
• Akamai J�C
T>royh)5>q[ewd,$+J�% (]kcpw)
• JSON ��LNJ>�NcdgnJQ� M�$�0

• IP YitdNhqf^w`
• ��/DKM'LUmrcyX:%FUHPM>IP Tracker Agent O RADIUS R DHCP +AS IP Yi
tdN��X
�E> �(M CacheServe R Nom Proxy M7�
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	�• �)AM=3��0��,��
• <:MHEI@5
• ���0AM=
%
• �$�
• ���.AM=��
• �*�0"�&�2�0"�

��0 Kafka / Zookeeper
D>:M;3#�
• topic  
<8IFB&dump / load 
?MJ�

• CacheServe -�)<=6J0 CLI 1
telemetry



©Akamai Technologies, 2018

telemetry �������


9

3�	�1�
• server.information
���(�����5�)
• server.usage
• server.statistics
• monitoring.statistics
• auth-monitoring.statistics
• telemetry.statistics
• layer.status (layer�)
• resolver.statistics (resolver�)
• ratelimiter.statistics (ratelimiter�)


���
• action.changed
• address-list.changed
• address-node.changed
• auth-monitoring.changed

:
• policy.hit
• ratelimiter.abate
• ratelimiter.changed
• ratelimiter.onset

:
• resolver.id-spoofing-suspected

:
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{
"creator": "cacheserve",
"type": "resolver.statistics",
"current-time": 1533030300.000466,
"server-start-time": 1532511236.824244,
"node-id": "7ca8bcb8-903b-51e7-8446-99a80c617081",
"host-name": "s222",
"key": "world",
"content": {

"name": "world",
"reset-time": 1532511240.098832,
"cache-memory-in-use": 16916137,
"lookups": 230001,
"recursive-lookups": 142989,
"proactive-lookups": 4045,
"ignored-referral-lookups": 27049,
"cache-misses": 146134,
"id-spoofing-defense-queries": 1,
"dnssec-validations-success": 8610,
"dnssec-validations-insecure": 1,
"dnssec-validations-failure": 2,
"requests-sent": 236302,
"tcp-requests-sent": 6,
"rate-limited-requests": 6,
"queries": 83294,

"dropped-recursions": 0,
"interrupted-recursions": 0,
"queued-prefetches": 0,
"interrupted-before-recursion": 0,
"interrupted-recursion-waits": 0,
"prefetch-extensions": 16,
"active-recursions": 0,
"responses-by-rcode": {

"noerror": 78339,
"formerr": 0,
"servfail": 491,
"nxdomain": 4464,
"notimp": 0,
"refused": 0,
"yxdomain": 0,
"yxrrset": 0,
"nxrrset": 0,

: (��)
},
"queries-by-type": {

"TYPE0": 0,
"A": 75188,
"NS": 26,
"MD": 0,

: (��)
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{
"start-time": 1536717640436809,
"flags": [
"rd"

],
"client-port": 35853,
"address-family": 4,
"dns-message": {
"id": 16062,
"rcode": "nxdomain",
"opcode": "query",
"flags": [
"qr",
"rd",
"ra"

],
"question": [
{
"name": "foo.akamai.com.",
"rdclass": "IN",
"rdtype": "A"

}
],
"answer": [],
"authority": [
{

"name": "akamai.com.",
"rdclass": "IN",
"rdtype": "SOA",
"ttl": 60,
"rdata": "ns1-2.akam.net. 

hostmaster.akamai.com. 2018091112 7200 3600 1209600 
300"

}
],
"additional": []

},
"client-address": "192.168.1.1",
"server-address": "192.168.101.101",
"view": "world",
"zone": "akamai.com.",
"resolver": "pm-resolver",
"request-length": 32,
"response-length": 93,
"core-domain": "akamai.com.",
"_meta": {
"timestamp": 1536717641,
"engine-type": "cacheserve",
"engine-version": "7.2.4.0",
"node-id": "7ca8bcb8-903b-51e7-8446-99a80c617081"

}
}
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• QPS

• .,?3*9�(A�AAAA�PTR�) QPS

• A2:C2D0E7�(NOERROR�
NXDOMAIN�SERVFAIL �) QPS

• Recursion Contexts (.>*)C6�&"
.,?�-<51=!856��	��

���"#")
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��F Network View / Threat Avert FrivcBG"DL�K�AFU]_kurivc
• fvdRSOHOSDC\]ak��BF*�me_
• �F^WnpaP#0BF*�me_

• Zog.%<MD9*2��FZog�

bv_NcpVB=?pOq_Qk	 (��,ElvqA-�3$)
�F/+F telemetry (B*�=@64�N
�=8�'@JMLFAGw
• 7���1�

• cohqu\nvaPtZ

• ^WnpaPuQt\btc1�

• 1)��1�

• jv[aPtZ

(3���,EILYTpusZ(F1�E6=@G83�F&�N��=D9;B:
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CacheServe
Logstash

Kafka

nom-dns-base

nom-dns-base-json

nom-dns-res

nom-dns-res-json

telemtery

Big Data Connector
( nom-link )

bdc-base
( tojson )

bdc-res
( tojson )

logstash-input-kafka
logstash-filter-json

( logstash-filter-geoip )

Elasticsearch

dns-base

dns-res

dns-telemetry�
�����
���
�����
telemetry

Kibana
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�) DNS Bandwidth by Request & Response
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�) DNSSEC Validation
DNSSEC ���"���������"�


���)
- proactive-queries

(prefetch)
- id-spoofing-defense-queries

(cache poisoning ���)
- malformed-request-dropped
- malformed-response-dropped
��
$#(*)%���
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• Kafka 2��#% telemetry 2�/%8@7��-	���
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